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Round Permutation of Piccolo-type Block Cipher Revisited

SuioN Utsumi®  MoTokl NKAHASHI! KOSEI SAKAMOTO! TKANORI ISOBE!:2

Abstract: Piccolo is a lightweight block cipher based on a 16-bit word 4-line Generalized Feistel struc-
ture. Piccolo adopts byte-based Round Permutation (RP) instead of the usual word-based RP to
improve the diffusion property. In this paper, we explore the optimally of byte-based RP from the
viewpoint of security. Specifically, for all byte-by-byte RPs, we evaluate the security of differential,
linear, impossible differential, and integral attacks by Mixed Integer Linear Programming (MILP).
We show that Piccolo’s RP is optimal in terms of the number of rounds to guarantee the security
against these attacks. In addition, we show new two classes of RPs those are secure against impossible
differentials in 7 rounds, which is one round less than in Piccolo. On the other hand, these require
7/9 and 8/8 rounds to guarantee security against differential/linear attacks, respectively, and require
more rounds than Poccolo.

Keywords: lightweight block cipher, Piccolo, differential attack, linear attack, impossible differential
attack, Integral attack, MILP
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WEICH LTS 8 57 ¥ FTLEMMRIES N2 iEH
WZH o/, Rid DERED R TESD KRBT L
T, 7/9 7V Y RTEREWHIRES N 2% RP-1
YEFRTD. T/, RP-id DEED L1 TED /MY
WEIZH LT, 8/8 7V ¥ NTLREWMEEI A 2
% RP-2 LERT L. M5 K61, TLZIEHER
DFERIG SN RREE IOV T DFHiliA ek #E X h iz
RP-1 & RP-2 D—f|%Z/RT.

5.2 miE4 RP ICDWT

3% 112 Piccolo & AL T L 7z Piccolo-type & D
RP-1 £ RP-21iZ2WT, FERBIIRHLTLELRETY
Y REERT. £1 XD, Piccolo-type D Z 2%
WRTEZRNTIVYRENE IV RTHEZ by
%. Piccolo b 8 7V ¥ N TLEEWERILHETH 272,
Piccolo @ RP #i Z DB R CERETH S Z e 2L 2
1IZL7=. —7, RP-1 ¥ RP-2 X FRHEZED NS 2 &2
73 Piccolo X HELERLTC, 1 99 Y RDRwWT 592 KT
FRATRECH 5. —7, MBBIRSZD BN T 2 LR
PHRAET 272007 Y Y REDEML TW5.

L2 L, ASFHfilE S-box T dHERDEWIREER
ERHWARCFHETH D, FEBEZ7, 8 77 ¥ N TR
BEDNITRBATH 5. X 512, Piccolo DIREE D WETIIHE
FRIZ 7 BR DA FORERATRETH D,  BRTE Piccolo IZXT3
BN CIITREE T ED R D RN ETH 5 [2][3]
Zehb, HLWVRP-1L RP-2 OAD RO A THE
NTWBATREMNED D 2 BRI N S 2 TH 5.

X3 X7 X5 X7 %xé X2 X4 Xo

Y

B 5 RP-1 O—f#

6. ZE

YORTTRE IR AR S 7 ¥ FEIEZL L s 572 H DD, T
BEAE IO WTIE A RMED 1 59 > ROV %
FE L. FHEADIUE SRS LT, TRESS

X3 X6 X5 X7 %f‘ﬁ X7 Xy Xy

Y

6 RP-2 o—#i

FtEdy 1 20 ¥ RO WHERICR o ZBHNICOWTER
3 5.

WD I AREZE 73R & BEE#EDY S 2 Full Diffusion(FD)
i % F - 7=. Full Diffusion ¥ 1%, AJ1 1 22 FRicESH
Aol &, ZRHBHENTRTTENZRNZV Y FDT
ETHH, TRTOANEFRRHLTHRADZ V> FT
H5%. ANhFE, HIHEHEOFD 2R, 2077 Y R
DHDBRKEVIZY, TREETRENRONPZ2F7 T KD
RELRZMEADPD 2. L2 LAEDS, BIBFEOFER,
Piccolo, Piccolo-type #iED 5 6D A AW, HIA M
DFD OFMED 450 FDOTHY, FDRETOAERIZ
RohokipoT.

Z 2T, #H UL TREEDTBY 3257 DInif o NS
LARLVDEN ZERE L2, ANOETTHT 2 B H10ED
DFRAEMERD 0 TH 225G, FREEDFEL U CHHli X
nNd. 20D, TRREMREZHERT 2B, AN
mEe AR>S EOEREE 2, EROTHETTE
PEC BICTEEDRMEL 5. EBRIZ, Piccolo &
Piccolo-type HHEDEWTH 5 7 7V > FTD Piccolo D
TREZDDID % R A DREE & fRHT L, Piccolo-type W& T
BZNBBRERELRVDOPEHFHNS.

X 7 1& Piccolo D AJIJ5IE, AP ED 4T K
HoW oz OREO—FlZi L-KTH5. KFd A
25D active TH B Z & 2/RT. U 1d Uy R THE 2
5 ETDIRBIIRNETHE, Uy DHFTIEIESTH 2D
P EBOERMEZRT. Uz SFERIC Uz BIATE R S L&D
DIRFBUEARETH DD, Uy DFTIREDN 3O EED
% RY. Piccolo D 7 77 ¥ RITBIF 2 TEEETIIHE
BT Z v FDOAMINTED ZEE U TR REZ 7738 T
HRWI T Y FTROND T, 2o, PRIETH
BT vForbohrorsrFo ANl H Ml /R
TR BT RTOTREEZINZK T D XSRS,
M7TEELS 2HEHDT I v FOAMNCESDIRVE
WHEMETH 5, F RIS TEBATISINH I
ENDVENDZTD, TREDTLRS.
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—7, Piccolo-type #§3E TIIHE 7 7 > F D AT, H
T2 5 B0 BE5 RTS8 D LS fcﬁquEﬁ{ﬁ&CU%
BT 5. ZOEPREBOGE MM Z D15 2R
578, TeEETr ROV, D EXDY FD %Iﬁbilﬁ]b 4
IOV ROTH3H, SEFEE L7 Piccolo-type #ED

RREEDFHEDHIZ S WU BEZ THE Z BB XD
X/LE).

Uy U Uy U U Uy Uz Uz 4 4 4 4

T
inp A i R

Uz U2 Up Up

4R

U2 U2U1 Ut 4 4 A4 4

RP

5R

7 Piccolo TREZ IR DH

A4 4 Uy U2Up U 4 4

bRy gy
%%%%%%%%

Uy Up Uy Uy

Uy Uy Uy U

4R

Uy U Uy Uy 4 4

\ R |

SR

8 Piccolo-type WiEDZ 5k OBl

7. X

AFTIX, RP OZEHIZ X % Piccolo-type & T, #5/
RPN TREZED Y, Integral EIINT U CEMili &2 17
W, BEWOBRTAA MHAITO RP O DMREE%
fTo7. %8R e LT, Piccolo ® RP BTN 6 DHEITHT
ZRENERETZ2 7V FHOBAETRETHZZ
BHOIZ L. EHIT, TREEDIINT % Z2MED Piccolo
CHBLT, 1 57 P27 57 Y FTEKATRER 2
DD T ADKRER L. ZHSDRRIEED /FER
Blos 2722 eRET 2201k zheh 7/9 & 8/8
9y RHRMERRKTHY, Poccolo XD HEL DIV

1\@(’2%3‘5 Lo L, RSO TDES /RBIREA

DFHIZ, 7/ RRBHER DR S BVWBROAZRE L 2
%ﬁ%mtofv—xb#—szﬂMT@b,%%KS
Y RFH LT 7V Y RTHRIFRENITFIHTD 5.

FoT, EBICT 772 RORREEDFANTD P 3 Piccolo
DHDED D, HFLWV PR OABLEEUDOE L TEATY
ZAHEME S T En

SHROFEL LTI, Piccolo-type fiE D757 /FRTEI
B0t 3 2 FEM2 F-Ee, Piccolo D RP # 8N4 MHALT
Fi =7 /8y NI TON O ZICEE LR
EZ, ZORBUIHR LT Piccolo D RP DSEiETH % D>,
$ L I3 RNl WE RP 235 % D% AENEIT 5
ns.

BE AL, BBEAO TEBRERILKD 720 O
FA%E (JPJ000254) | 1281 3 Bt &2k EikEE
P — 2D 7 OF AR SHEAMNIC R § 2 5TBHFE) DAL
RO—ETH 3. AWIUI IST X E2F (JPMIPR2031)
DI EZ I T=bDTH 5. AWFUIRIRERRIE B 5E
i (20J23526) DB %ZZF7-bDTH 5.
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