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Contribution analysis of XSS attack detection with attention
mechanism

YUKI NAKAGAWAL®  MAMORU MIMURAL:P)

Abstract: XSS (Cross-Site Scripting) attacks exploit vulnerabilities in web applications, and many victims
have been reported. As a countermeasure for this, existing studies propose methods to detect XSS attacks
by combining natural language processing techniques and machine learning models. Few studies reveal the
features that contribute to the classification and the validity of the dataset. In this study, we analyzed the
weights of attention mechanism and attempted to identify the features that contributed to the classification.
Our models are combinations of LSTM (Long Short Term Memory) and attention mechanism. In the exper-
iment, we used imbalanced datasets with 63,477 benign samples and 47,012 malicious samples obtained from
multiple sites. The experimental result shows that typical features such as script tags and text encoded hex
string contribute to the classification. Since the focused features depend on the dataset, the generality and
practicality of the classification model are still to be evaluated.
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ZAuTxt U CTHeATISE [10] TiE, Attention HiEDFH
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BB S, XSS HEBORMICWEERLTELT, $i, @
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L, iRy LCTHTML =>a— FBXUURL =¥ a—
FEINHDETa—FL, BF, URLDOKRRX |, X¥—
LEZEH L%, XSSWETHE T X2V M %26
FEOA T IV IWHEZITS. 20D, Word2vec B KT
LSTM R—=ZXDHFET M X 2 BHAEEZIToTHED,
Precision, Recall, F{H23ZH 241 99.5%, 97.9%, 98.7%
DFEETHAIL TV, %72, R [7] T, FROTFET
HBHDD, T—xty bOFEEHEPL, THETLE
LSTM-Attention N— 2 D7JHHE 7V E LRAIZ1T -
7z. ZDFEHR, Precision, Recall, F {H2SZ #1241 99.3%,
98.2%, 985NDIFETHHAIL TWaE. LrLAENs, 7—
&ty NI 8] DA LDPRBLTESLT, 7—&tv b
WKL Tzrya— FBX7a— FLUEBMTbhs Z b
LRI EETNVOERES XOCTNHMICREIKS.

ZZT, RAETETEETNVOEMMES L CHAME
RIRAET A7, XFRBICER LI-ERESTICK 2
BMARHEORIAZIRAS. £3, AT [10] & FERIZ,

-217 -



Attention B % Fl W72 SCERIBUCHE H L 72 XSS KB OM
HZEATS. ZD, XSS BEBOMININ S 2 HEE D&
SRR IRIAT 5 2 2T, XSS KB M I R 0
FBICEHL TV 222 HMESIMC L DIERET 2. Zh
XD, DEHET N XSS WRZRBRAIT R ZH S50
L, FEMIL XSS BBOMAZIT> TV a 02 s 2.
3. Rkl
3.1 LSTM

LSTM (Long Short Term Memory) [11] {Z RNN (Re-
current Neural Network) @ 1 T, RNN OR-DOHHLHK
BEE R LI ETLDO—DTH%. RNN ZFEIE% M
WG, #iothexote LTHWS NN TH5235, &
W TIIERPI D R AR CHER D o 72, Thzels
M}r—»+ 1), ANy—1 (2), ZEBEMEEL (3), ZE
v (4), Hihr =1 (5), FRNAE (6) ZfEH L THIRL
HOMBLSTM TH 3. EFALZM1ITRL, KPo&gsr —
MZBF 2 RZ L TITRT [12].

1 Istm EF7L

SHF— b f AT 2 EHTOIREDRINE hiy 205
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5. IRIEEER
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MEEER Yy LT 2 @Ho 7T — 22y ML TH—D5
HETLVEAOWTOEEITOMHEE LR L0, 7
RS HEOIDIER L =2 Yl LEEHE
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AREERTIE, IEH 7 URL % Benign, XSS WETHWS
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NZENEZELL FRHIL TV A2 EMEEL TWA. Zhz2h
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T—XLy bCEH—V YTV TE7-0, liT—Xty
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Nz HWTHEE L 7z, 22 OFMHEFRIILL T o
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A TP+TN (8)
uracy =
Uy = TPy FP+ FN + TN
. TP
PT’@CZS%OTL = W (9)
TP
ll= ——— 1
Reca TP+ PN (10)

2Recall x Precision

= Recall + Presicion (11)

¥/, &7 —Xtyv b T HBICEB L RICT %
I RITS 720, 132Nk Self-Attention & & % &
ADENEEER M L, MR R L 72,

IR TRTOY Y T LTITY, il L7237 T
D=0 iV TIABTEEINT TP, FP, TN, FN ®
ARWBZ L WCENT 2. 2%, HEBEOZWIEIZTE O
Bz, BN =2 oligEiT», DEINZARBT
Y, DEERCEEINE b =2 Y OMEIICOWTHERL,
EREITo 7.

5.2 RRIFR
FEBICHER LB 2 R 31017

x 3 EBE
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GPU NVIDIA GeForce RTX 2080 Ti
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5.3 REER

DR RHBEER 4A~7 RS, BEBE RN T —
Xty bEBITEVEBIETH D, 5 D Precision R
HRPRRLYH 2 DD, RKIKTDH 98B LDOBHIFEE
BHHZ e EHERLT-.

F7z, £6 X DK [10] DT — &£ vy MIBWTIE, XSS
WEBANDOFER UL EWHEETHEEZHRAITE TS
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=4 UL [8] 7T—& -ty POV VTSR

Predict
Total
Benign  Malicious
Benign 11920 16 11936
Actual o
Malicious 13 979 992
Total 11933 995 12928
x5 XMW [8] 7T—&ty FONHEE
Precision Recall fl-score support

Benign 1.00 1.00 1.00 11936

Malicious 0.98 0.99 0.99 992
Accuracy 1.00 12928
macro avg 0.99 0.99 0.99 12928
weighted avg 1.00 1.00 1.00 12928

£ 6 Wk [10) F—& -ty FOREY I

Predict
Total
Benign  Malicious
Benign 11909 25 11934
Actual
Malicious 0 994 994
Total 11909 109 12928

R 7 S [10] T—&E vy b OSEIEE

Precision  Recall fl-score support
Benign 1.00 1.00 1.00 11934
Malicious 0.98 1.00 0.99 994
Accuracy 1.00 12928
macro avg 0.99 1.00 0.99 12928
weighted avg 1.00 1.00 1.00 12928

R8 N8 F—Xty ronFEMN -2~
rank TN FP

&S
Z
=
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N =
i
-

5

+
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5 amp - - &
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7 - 3a 20 -

8 cid uk / id

9 ring . d 3e
10 & asp pne ;
11 + support telia 3a
12 aid microscopy com title
13 record micropolitan 1 20s
14  reviews fresh en y
15  article algae php 3c
16 1023 frame 5c P
17 name amm message type
18  search field 100 2fm
19 page sub submit ]
20 p band go <

BV ZERE LTW5.
ERY LT, TINBXC TP O®filicHi@ LT URL I

RO ST [10] F— &ty F OV N — 2

rank TN FP FN TP
1 - french -
2 ds8 cee %
» - :
4 (
5 board com
6 83 <
7 84 3c
8 b8 -
9 bb amp
10 tob +
11 b4 1
12 82 73
13 b0 74
14 a8 alert
15 d9 gov
16 81 id
17 jp 2f
18 recom register
19 &f phmsa
20 05 ?

BFNIABIZLEBEHLTVWS Z e 2R L. FRC,
Malicious & LT TP I NY ¥ it BWTIE,
XSS WETHW SN 5 HTML % JavaScript D X 7% §
B>, TNHLDREONFa—FrTrya—FLT
FUEBED 3¢, 3¢ L\ o7 16 EHETD b —2 iz H
LTWb Zehipirot. £, K8, RIZHE LT
2, FA—0RBICEHLTWE—H T3 8 Tid Benign ®
Efilc®H2 v —2>TH2 Tamp) H3FE 9 Tld Malicious
DEMIZEEFNTED, F—Xty MZk-oTEHT 25
BOXFPE/BRICE SRV e bh o,

6. ER

6.1 RHIEE

FEROMLKEE B KBS o5 [ H LIz
£ 1012, EBRY VI ER 11 1TRT.

MHMEE X, TR X=X DEREILEIT > Ty
B, —ELLOMENEEND 5 2 L 2R L. T,
T2ty MAOKEFEEILLSHDEFEZ 5N, Benign &
Malicious D7 — X+t v MERIDIHICEZG LMK TDH 5
ZeDBRERADVEDE LTEZLNS. THRNTA =&
F a2 —= VI X ZBHBE ORI O W TSR ORE
TH5.

iy

6.2 HESWN

#£8, IXh 2EBEOTF—XtLy FhroHHHLE M-
I UERMERLLYZA, 277 R D, URLICAWVWSHH
50y, T/, T=) @B URL =y a— FXhBEo %)
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FK 10 T—Xty T OFEELE

SCHREE Accuracy  Precision  Recall f1
B (TR [8]) 0.998 0.984 0.987 0.985
FE& (SCHk [10]) | 0.998 0.976 1.0 0.988
iR 4] 0.996 0.995 0.990 0.993
SRk [5] 0.993 0.992 0.984 0.988
SRR [6] 0.991 0.999 0.995 0.993
SCHR [7] - 0.993 0.982 0.985
iR (8] - 0.995 0.979 0.987
ik [10] - 1.0 0.97 0.98
K11l 77—ty 0V IVEIE
XHREE BEY IV &Y TS
FEER (R [8)) 31,407 33,426
FEER (SR [10]) 32,070 13,586
SRR [4] 100,000 38,569
SRR [5] 100,000 38,569
SHR [6] 74,000 40,000
SCHR [7) 78,652 32,168
SCHk (8] 31,407 33,426
ik [10) 32,063 13,593

BWETEOLE =213, 420705 5807
SATEMIZEENZ ZDOD, PHEICHS T 2RHER
EDHERTE R o2, Thbb, DECEER NI
THZ2HDD, B THEICKREREERDH=Z2D2HDT
B, MoBEER—27 v e RIRICOEICHVSNS Z
CTCHEHERBRIIRZ2DDLHREINS.

F72, R8D TP HIBLUEI D TP F|TIE, #HNET
B L7285 TR Uz Ay 72 XSS W THERR X NS <>
CWVWo X7 ERITEER 2, 3¢, 3c EWWo7z URL TV
a— RFINXFETa— T 3H10 16 #ERRLEH D &
EZHND =7 NTHERLTWAE\2AHH 5. URL =
Ya—RIZBWT T%260 1% T/, T%3es 1% T >1, %3c]
3 T<) TH2Zehb, XSSWETHFHINZ RIS
FBFICEFERLTVWS EEZLNS.

M2 b =2 37—y MIEKFET A Z 2h
5, ANF=2HEED T, T/, T=1, -] 2wvwolzi
SOENEY 5 2D LB L THET 280D, R
P& r 720 biiicEEgEh s =2 VI3ERA L7 —
Xty MZBOWTIESEHOEENPRENWN -V THD L
EZoND. Tihbb, DEEFVIIRICE > T XSS K
BTHWSAZEEF—XDOSERB L @EEET—ZD
SR Er oz, FhCESESERECHEL BRI E
MicEEhTED, [ > 2 oAz XSS KB R
WEAEHLTWS ZeDHERTEL D EEZILNS.

ZFO—HT, =&ty MZEkoTEBT 2 LMD b—
7 OEEBLODEINGE 7 S RAZENDHD B
HETLVONAMNS X CERAMEICEMEEO R D 5 ¥ &
ZAbib.

6.3 MRMGE

AFLETF—Zty MIETRABXINZDDEMEHL T
BH, HEMECOVTIIHEAELTWS. 72, XSS KED
BWHIFEIZOWTRIAZEAATVWS DD, TEHET LD
AT — R IHAF T 2 BB K E L, KEOMEN % [k 5
52 ZEORPLERVDBDEEZD.

6.4 WHEDRF

AR THEHA LT —XEy ME, HET—XE LTf#
HALZDH DM XSSed.com K DIEE L7 —XEy +T
b, EROKEATTHWSLN S XFFITIERW. Tz,
EERZT—2b 2@HEOT—&ty bbb Lk
T=REHALTVWED, T—XDREIZOVTIIMEET
ZRMBHZEZLND.

EEOHREANT DT =&ty MIRFAZIHTNS HDH
LIRS o), EROREANI 7 —4%H
W3 Z 2T EFCH U ZEEEFTORN SR TE 2
RN HZLEZD.

7. BEHOHIC

ARWFZETIE, LSTM & Attention ¥t %2 A S HE -1
WFEEE TNV ERWT, XSS HEBZ AT 28D Attention
BHEDEAE ST % Z & T XSS BERANC EHt S 2 R
DR RATz. BEOKER, XSS KEICHW S5 HE
MERFMICBERH L THELTWA I bl olzdb DD,
BHLTWS M2 YOEB XUMIEEEIZ T -2ty
M DBERZZ o0 HEEFTAVONAMNESL L OEMAME
WKOWTIEHFEORMDH D, SHOFETH 3.

BIEE  ARWASTI JSPS B E 21K11898 DB % 1T 72
HDTY.
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