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A Proposal for Device-Classification by Passive Fingerprints with
Clustering Algorithm
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Abstract: In browser fingerprints, the identification of learned devices becomes difficult as the number of
accesses increases, since the number of combinations to be estimated increases exponentially. The proposed
method uses a clustering algorithm to reduce the number of estimation pairs, then estimates whether two ac-
cess logs were obtained from the same device or not and combines the results with the Union-Find algorithm
for each device. The proposed method was applied to the access logs of an actual website, and experiments
were also conducted to investigate the impact of the reduction. The results showed that for 100,000 access
logs, the processing time was reduced by more than 100 times with the reduced estimation pair compared
to the omitted estimation target and the accuracy of the Adjusted Rand index was about 0.30 higher. This
result shows that it is possible to quickly summarize devices even when the data contains unlearned devices.
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