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Investigation of countermeasures against cache attacks 
by modifying executable files 
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Abstract: We propose a new countermeasure against side-channel attacks such as Flush+Reload and Cache Template Attack that 
target processor caches. The proposed method prevents the sharing of memory lines between an attacking spy program and a 
targeted victim program. This is realized by randomly modifying assembly codes during the compilation step while the 
modification is made in such a way that it does not change the behavior of the program. This manuscript outlines our approach 
and introduces an experimental implementation of the proposed method. Through a preliminary investigation over a sample 
Hello World Program and an AES encrypting program, it is confirmed that different executable files with the same functionality 
are indeed composed and the overhead of the modification is small and feasible. 
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