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Abstract: Machine learning is expected to be a development method of software, which process phenomena
that are difficult to describe and analyze logically. Since machine learning generates AI models inductively,
their behaviors are unpredictable. An AT model may output data which is obviously inconsistent with human
knowledge. Formal verification of Al models solves this problem by checking that the output of the model
satisfies the given property for every input specified in the precondition. However, much computing resources
are needed for formal verification and frequently verification does not terminate in a practical time. In this
paper, we propose a formal verification method for decision tree ensemble models trained using XGBoost
machine learning method and describe a model reduction technique for controlling both verification time and
verification accuracy. We evaluated the feasibility of our method through a verification case study of house
price prediction model trained on a house sales dataset. Our feature work is to apply the proposed method
to larger models and refine it.

Keywords: testing of Al software, machine learning, decision tree ensemble, program verification, satisfia-
bility problem
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Fig. 1 Decision tree ensemble model.
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Fig. 2 Reduced decision tree ensemble model.
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72 XGBoost E 7 IV DO PEARE 100 2S5BS L W E L
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OMEBIN/AET, FEREEM L2 EICL Y EL 2
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MGENZ 1 OFGEEREY, | 1IORT. Ve Lk
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Bl S TGRSR EIFs 2 &5 T& 5. 3.3 fHilZ
RY & D IR LB C B BRI O T, SERIEAS
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EM T ETIEERE DT — 7 oE#H 2L REL 50
T, KBIB L OB OD 5 o 7254 13
NF— ¥ DKRENMEE &l 729 2 EAMEIET &, P BE DS
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poration DEFHFIETY . Windows 1&, 7 AU A EEEB L
ZDMDENZB1F S Microsoft Corporation DB FkFGE T,
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xR 1 MEFNZE 1 ORBEERER O ik

Table 1 Comparison of time for verifying property 1.

B | AR NRE EBEREE BRGERER] (sec)
0 100 779 0 2,860.36

20,000 99 771 17,344 2,204.92
120,000 69 536 2,349,419 259.65
150,000 60 468 3,580,569 100.93
160,000 59 461 3,738,532  2.22 (fBIHI)
ek — v 100 779 - 2,295.94

R 2 WRAENE 2 OBGEEREH O i
Table 2 Comparison of time for verifying property 2.

IPEE | eEARE o SRE FERE  MEERER (sec)
20,000 99 771 17,344 0.48 (J(fl)
60,000 91 707 387,504 0.51 (Jf)
80,000 84 653 891,273 0.46 (f0)
100,000 74 575 1,795,270  0.42 ({ARHB)

fesky — v 100 779 - 0.42 (f0)

150,000 TH + 3 LM E S H 5 Lz b, —F, M
BEAS 160,000 O & BBV S ITEB Y, MEE
FEPAT 5% O TEUBIEZ /NS < L THRAES 205D
HhHZEDVTNA.

I 2 K E L CHRETREERE DR & $ 5 e
Kuw D7 T BICONTHRER I AYE % A A T L
n, EBEMEAY 150,000 O & & OMEERRIXHER Y — L D
$91/23 TH B, WEEEE N ISR LB H7 8 O R FE s o
HEEDEWVITERNT 54—y FREFENTED, £F
IV DORMEFIN & ) BREERIR DS A E L 728w R b,

MRRENZS 2 12DV TIE, FHMIRE2S 100,000 NIV A2
%) 95T EERRT AR SNz, v — VI B %
W LAARBIAS 1 DR SN2 THREEEZ R T 5720
R 2 IIRT L9, ROIDELE L 20 E IS A TRGERE
FHEE. F72, WO MS L0 TR TREME 2 5%
T LM ZHAFT 2 DT, BT 2 IEARDS T EHGEE
BRI < 2 B IR ER S 2w,

FRRETE'E @ 100,000 NV & L L CHrPlaszE o s B s
HWTERWEEZ LML, TUREIMHE 80,000 £ TIEL X
Bk SNz, o 1 2%, FEIRT.

o JEYIIV—LDMFEA 11,105 K7 14 — b
o EEDHMNT
o THBIAIFEAY 167,488 )57 4 — K
o EWDIREEN 4
o MiEL T A DL — K25
o M P DTHFEAS 5,385 7 4 — k
o M FEDHMAT5F )7 14— b
o [EEAMAEAT —223,680 NIV

FEBMEDPTAMBEIC R > TBY, WS AHERmREREL X
S NICHERL 5.
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® 3 MGEENE 3 OBGERH O FLEL
Table 3 Comparison of time for verifying property 3.

ST | PuEAt SR EBEREE MGERFE (sec)
40,000 97 755 93,814 45.91
60,000 91 707 387,504 21.63
80,000 84 653 891,273 13.48
90,000 80 621 123854  0.79 ({5)LHl)

REZAP ] 3 100 501 0 36.74
ey — v 100 779 - 38.46

R 4 PJUERTPRIICE S 2 HIBR L 7-BEOMEENE 3 ORBGEEREH
Table 4 Verification time of property 3 through approach 1.

JCWEME | PeEAREL XA%L IR MGERFR (sec)
40,000 97 483 93,814 34.89
60,000 91 455 387,504 21.01
80,000 84 417 891,273 14.25
90,000 80 397 123,854  0.68 (1BLLH))

MEENZE 3 OIERMEE T, | 3 IR T X 9 IE B
2% 90,000 D56 % B> TREIA L g, 80,000 L
T EDEMEE L HWT BRI E S-S5 2 &8
Wz A, =, EABEDS 90,000 O & X XGRS EE AT
F5TH Y, BREEDHE STV, JTBEESY 80,000
DL EOBGREREEIE, kY — Vv 1/3 Th o7,
iR X 912, BEENEA 3 ICIXITTEL/SADHIRIZE 5
ETNVOMEHINEHTE L. JLRR/NADHIBO & % #
L7zt EOMGEERERE, £3 0 [TLESAHIKR] 1I2RT.
TEZR/NNADHIRIZE Y ETIVOISADEL 779 705 501
WA L, MEERRRIIRER Y — Vv D QL > T D,
PERDELLE TCE R XA DI & MAEbETETIL
EHIT AR, KD 20D T T —FHRELLNL.
o T7U—F1
IMBME I > THREARZ TR L 721212, TURER/SA
ZHIBET 5.

o T7UO—F2
TR /XA BB L7212, EUREICHE - THEAR
T 5.

T 7 —F LI & MREENE 3 ZHREE L 72 B O R IRE R
%, ®AIRT. BICREARLZEUT 20T, EPREIEIC
3T B RERBIIEEARDEPDOAZIT ) YE LR L TH
AR, FORIINELR/SAZHBRT 5 72DFTIVH OISR
BIEAT 5. LRGBS AOHIBRIIMEEISERE 2 A L s v
DT, EWREAEITHIBRRT &L 2D 5 v, P AR X
DIRERTEBRESNLSADHE, ZOBRIZIELR/SA
ELTHIBREND SAO %, ]| 5 1RT. P2 RO
WX VBREENBE N ZAOHIL, JERDEPDHRITH Bé
EHELTHL. —h, EUEROPERD?HHIBRS N ILE
SZDFUE, SN BLPREARDIER B2 T %L
b, TORER BEINBEINRLEDEHIR S A AR
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£ 5 PUERLBEICINE SA 2 HIk L 720 S ZHI O NER
Table 5 Number of reduced paths through approach 1.

IR | NS X B ERE TCROYAHIER HIEROYA SR
40,000 24 272 296
60,000 72 252 324
80,000 126 236 362
90,000 158 224 382

xR 6 JLE/SAHIBERISGERZ L L 72 OMEENE 3 OMRFEERH
Table 6 Verification time of property 3 through approach 2.

ERE | PeE AR SA% EERAE MGERER (sec)
40,000 88 459 261,343 26.80
60,000 80 422 648,751 14.42
70,000 78 414 775,839 13.82
80,000 71 373 1,307,918  0.88 (f& M)

R 7T LRSS AHIBRRIHEAREDL L 72BE 0 7S 2RI E O R
Table 7 Number of reduced paths through approach 2.

OB | JCR SRR EBUC X BRRE MR YA G
40,000 278 42 320
60,000 278 79 357
70,000 278 87 365
80,000 278 128 406

i, EREMEE & DICw LRI 5.

R6UL, 770 —F 2L AMFEHETH D, IZLDOIC
INAHHIRT 5 2 L THRERD T = A4 b OF/ME & ki
DAEDHEE Y, EPBHEISE LGRS N5 JuE R A58
5. ZOREE, RV ITEE A S HEE R I O BRI A
B AN, IALBEAS 80,000 DELRE TR BB L7z, IT
ER/NADOHIBIZ L VEIBR SN A8 A0 E, ZDHBICET
IRERDIEMU X Y RER T ERESINLIZAOH %,
RTIORT. WELRSAELTHIBRENL S 20EIZ, T
ER/XADBIBORMTIGELFLTH S, FLDICTE
BN AFHIRT A 0OT, S LJEARIEE TV O
TR ACHREHICHIKGFET 5. 1 2ORE AR D/XA
DOBITTLER/NSADHIFIZL DB L ThwBIZh b s
3, BB L CE NS N A RERD I Z 722 e s,
PEERDEBIZ X 1) B SN L5 2D H T PEARD LD
ATIGE LV E o7,

WINOT 7 U—FTh, NELENNAZHIBRTLZ LT
TEARME L3S LTS L5 e R AT L, AR\ BLE
2 & REERE B O JERERN R 2T SN 5. TR /S A E e
FHICEoTETY, APBREICE S 2Wvz0, aPEHE
ANE S PERED L e S ITIEHIBRORI RS K E R
FERERIDSE L 2 B ZFORHE, READ DR BT
WCTRHEAVNS LY, O ARDGE L BREE R 2% H
5 A, EHEE, BEEANRETUHIRE CFTIC L
LD BHEDOJEDEE L& X, /NS WIn U B E CHGEERY
B OEHNEIE SN D HT, TTELR/SADHIBRIZAENT
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