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Abstract: Group functions are implemented in various services. Groups created for each service are limited within each service
and are difficult to use in other services. If you want to use one group for multiple services, group sharing is required. In contrast,
the authors develop and operate "mAP Core" as a service for managing groups as attribute providers. General users often do not
recognize that the services for group management are independent, and when trying to manage groups via the services they use,
the interfaces on mAP Core are too different, causing confusion. A lot of things were happening. Furthermore, depending on the
service, there were cases where major system modifications occurred when linking with mAP Core. Therefore, in order to unify
the interface and facilitate system modification, it was required to develop an API (Application Programming Interface) for calling
services. The development of the API was based on SCIM (System for Cross-domain Identity Management) to facilitate linking
with services, and on top of that, the mAP Core API was implemented. In a typical SCIM implementation, the administrator of the
trusted DB is the operator, but mAP Core is provided on the identity federation, so the person who accesses the API of mAP Core
is the service administrator. There is a problem that the authority possessed by the operator is not self-evident. In order to solve
this problem, in this research, we introduced the role and access right processing to the SCIM server, and realized to organize the
rights for each operator. This paper introduces the detailed design of the roles and access rights as the SCIM extension, and the
mAP Core API implemented based on the detailed design.

Keywords: Authentication Authorization, Group, Identity Federation, Attribute Provider, API, SCIM
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Right: server-client relationship in mAP Core API

B, VU RY—EATE, TR RAAL L
Wo ZHEA CEBENRE SN, EHEIIZOHMNTT
BTy NRITN—TEREERT LR D. JT TR
#—Exé%fisaM7?47ybﬁ§ﬁTE¢éFF
ThHhoThH, BEDOT TV MR RAL VEFICEARATS
&, SCIM Y — Tk 5 SCIM 7 T A 7 > MEeld v —
DIZFEE SN TND

SCIM H— 82t LT SCIM 27 T A 7 > b A —DIZ[EHE
ENTVWIIE, 7747y MceHEERRTRL, SCIM
TR DA LU THEMEZR T 7 2 A AT 5 S EH
RN, RV EEL Y TSRO Z E R TE S
SCIM 1ZZ D Xk o icv v T NICEREFEN TV D

—7J7, mAP Core AT T DL LI, TAT T 4T+
TxT L—vay kEOkx Y — B AR T L —TIERE
AEHL LD ET5RET SCIM Z2FHT 5854, mAP
Core 7% SCIM ¥r—, L2 —E AR SCIM 7 74T
YRELTEET D2 LTS,

ZOWRWTIE, —2D SCIM H— 2R LT, &850
SCIMZ SAT7 Vv MR T 7R A&ITHZ LIRS (M2
) . BRI BREREROLONREEND &
EREELTHWSZY, SCIM TEEAENZFERIC, £
DSCIM 7 FAT ¥ NPT 78 ATETLE ) T
ZE LR

(© 2022 Information Processing Society of Japan

10TS2022
2022/12/8

FlZE, —E 2 A TEKRLEZZLV—7 a DIFHRIZK
LT, —ER2AATIHABIT 7 ®2AZ27T 2, MR
Y —EZABTlIuR /A v Liza—RN T —7 alZHT
BLTNDINE I DTV —T adD A _"——EDHIX
BATERY, Lol ZiT W= WEER1H 5.

FORD, = REHRETLiIcn— 1 x2ED YT,

0 — WIS\ T 7 & AHfilf#l 2 mAP Core PIZFEEET
HZELL7. SCIM 7 h=zijbd LTRE AT T
<, T7vAERB-EHZEOT— VI LT, FAHE
ZEMESCEZIAD D BN T D L ) AR/ D.

32 AT72x Y rOBEETATAOER

A API OEAER S & LT, SCIM THLE S D User B &
O Group IZHN 2T, Service # AT 5. Tk, 747~
TA4T 47 2T L—3 3 BICEE L mAP Core & EHET
LSPERTHDOTHD.

Group [ZITEE DD User Bt b, =—¥Fns
— IR LTS Z & a2ERT. WEHIZ KA =&
TN—TEHEDOXBINRH Y, %BBE DA L N—DBANHE]
A& 7N —IC T 28 EE T2 20D ET 5.

W BEE O D User 3T T AL, = —H24
—ERXROEHETHDHZ LERT.

Service & Group ORIZ LARAHT 3BV, HAHT BIFLE
THZLFIN—T RN —C R 2T HLEE2RL T
5. ZhizkY, FA—FIZBET A ERITENBRIAT S
LEHEINEY—ER0RRM I, R —E R
WIFRE SNV E W) ZERAREE b, Thbb 7 x
FlL—vary EOEEOY—EARE S N —TOIERE B
BTEDE VST ITIANT—DOMEESZ ENRTED.
AL Appendix TR

Service

33 A—LETFTHEREE

REEZ =T o v Mo, Tvx7 nE8mE) 170
—EHE | A Lo lte—An3bh, &
D — V> T, TV RBATE DT —ZLZO%MMNH
EEND. % 112 mAP Core APL IZIREES A0 —/LD—
AT

DIBE, SEREICIZFEREZH VD b0 & LEEEEIE LT
BN, THIMIZ7 =25 Lb—va N T—ED ID
EY B THNTEYRBIERIC AP O _EENDI LD ET
5.

IRHDEU—LIZONWTE ATV =7 RO Attribute
~DT 7k AME, THRBUSICINA EEX - B - BB
RICOWTORHEEZI T/, BE LA REOEME
Appendix RT3, GENCHIT 5 &, a6 0o BRI
Db DGEICHEOHERN G 2 b, K 0ROBIHRMERH

%At %W@%@#Ez%ﬂé%®fbé

12



2022
Internet and Operation Technology Symposium 2022

#1 AT7Vxr beur—n

Table 1 objects and roles

4 7 ¥ | Role 7a 77 LN role 4

=7 k

“User” VAT NEE User_SystemAdmin
a—HFARA User_UserHimself
FHER(dP)E B User_IdpAdmin
HBrEE User_Invitation
TN—TEEE User GroupAdmin
(FTE 7 n—7")
H— b R EEE User_ServiceAdmin
FIH Y —ER)

“Group” | VAT LEHF Group_SystemAdmin
T N—TEEE Group_GroupAdmin
H— b R EEE Group_ServiceAdmin
(fRAH T +Admin)
H— b R EEE Group_ServiceGroupAdmin
FRAFTHEDY)
I EA OIS Vi) Group_GroupMember
th# (groupType==Public) | Group_Others

“Service” | AT LEHLF Service_SystemAdmin
e RGP Service ServiceAdmin
fth = Service_Others

Appendix OFERIZ DV T WL DR EFT D .

# Appendix OfF& 2 oo TRIHZE] Tt 12 “(A) /
(B) / (C)7 ERFENTNDHDIZHOWNTIT,
[memberListVisibility | Attribute, > F Y 7 /L —7 %45
AUNR——EDORRMEDEIC L > TT 7 B AN ED &
WO THY, (A) / B) / (O OFMIZLL T8

BICED XD RN DD NERRLTND.

(A) : memberListVisibility == "Public"
(B) : memberListVisibility == "Private"
(C) : memberListVisibility == "Hidden"

728, Public, Private, Hidden X, Z /L —7 D A L /\—
YA NORBFHZU TN ET 5.

Public - # >/ 3—T72< TH %S AHE

Private - A > /N—(Zxf L T O HRABH

Hidden - # > /X—T®H > THARK LA
(LD A 2 R=DFHe B 7w

Fho, R EVDH TR AR, HEa—FREHO

A —ERCEETH L ~ORELHGBEE L TH
D, THENMTILOTHD. ZF—EREHEC

(© 2022 Information Processing Society of Japan

10TS2022
2022/12/8

Ao THY, LTOMROERERELKIRYT S &
MTEDLLITRLTND.

- name (EE:ZI)
- mail (A—AT KL X)
- ePPN (=—%1D)

- isMemberOf (FTiE 9 % 7 /L —7 1D)

34  B—JLHE

MAECHR LT AV T 7RALLES ELTVD
FT 2T MG, FOANDO—LANRED. ATV
MEIZIRESD B —LO—EX, RIIRLEZEY THD.

—ODDT AT ML, BEOr—LERBED. rn—

WMET AT NERMBAT V=7 NeNNTA—H—L

LTEDBRMEE LTRkDBILD.

PLF# 1 17077 AN role 4] Zfli- CTREfl 2R~
5.

User_SystemAdmin/Group_SystemAdmin/Service SystemA
dmin [FXHAT V=7 MIEBT VAT AEHFIZEH D
BTohbde—1LThsb.

User_IdpAdmin 13x15: User 3ATE T 25 1dP OEHH DO o
—NVTohb. 1dP OEHFIHEEHL SN TND D LT
5.

User Invitation (T2 —VARATiX2 $— 2RI T
fER L7z User 7 V=7 MIZHOWTEDY — B REHE
Du—LThb.

User GroupAdmin 13x4: User 3FT/RT 5 7 /L—7 D
THPOTNV—TEHRETHL VNI a—LThod.

User ServiceAdmin 1Ix4 User 3FT/RT D W\ 7
N—TTHHAL TSP —EADEHETHL E V) B —
NTHD.

User #xf8 & 9% APLICOWCIE, ERUICEENARNT
B NI E O T BEERIT ) T LR TE R,

Group_GroupAdmin 1%} Group OEBETHDH LD
n—LChHD.

Group_ServiceAdmin/Group_ServiceGroupAdmin (% %} £
Group BT 52— ADERETHDL EVHI B —/LT
bbb, FTTHNFTEI NI T HEERFTES NS
W, 777 THE—ERTKH LTA L A"—DBMHEIERZR E X
DRIFHOMIEEFFAT 22 LamReE LTRY, Zhitn
—E LTRAL TN D.

Group_GroupMember [I%f4: Group DA L N—Th 5 &
WHBE—LThHD.

Group_Others 1%, Group ZX% &35 APLIZDOWT, Lk
FLICE £ TiE ) T BRI AT EEZR Public 72 7 /L—
TRBHY, TOHEEICEVETOENDLIr—LThD.

Service_ServiceAdmin (3X%¢ Service DEIE TH D &
IE—LTHD.

Service [ZDOWTITEAMIZARME LTEB Y FIHF L%

13



2022
Internet and Operation Technology Symposium 2022

b L THELEAREIC > TRY, ki
—1F Service Others & U9 12— L3 E|

) TR B
WZEENWGEAI
DBTHEND.

4. mAP Core API ()ER

4.1 EERE
mAP Core API ®FIETIX, U Y —RiX AWS-RDS EiZ
OS IZ Cent OS (64bit), Web ¥—/3i% Apache HTTP Server
Z W3, mAP Core API |% PHP Z iV CEEEI LTV
(3% 2). mAP Core AP |3 LL F O Z % 7= 3~ RESTful API
[22] Z_—RA L LTHEELTND.

D 2I7I7A4T72 b, =2, BLOY YV —ATHRENE Y
FAT Y M= T—%F 7 Fx.

2) VATV RV —RHOBEBAT—FLVATHD
el =T TAT DT Y NEREE
TFOWTHRFEEND Z LRV, By g REBICET
DIERIIY— TR I TAT v "RBRET 5.

) IV TAT U e =B & YDA RE T
D720 DX ¥ v v a gl T — 4.

4) AR =3 METHR—-Shicf v ¥ —T=—A. =
ek, 77V r—varo=—X I EHADEXT
37, L ISN R CHERDEBEEIND.

5) BEBILE N AT ARIK. 7747 v NPT —[H
DR EVEX, BELAVY—IZLoTHANTZ 3.

#£2 WREV2a—NERyHr—

Table 2 Configuration modules and packages
EY 2 —)b RNy lr—
Web #—3 Apache HTTP Server 2.4.6
mAP Core API V2 PHP (cakePHP)
Jy—2 AWS-RDS 5.4.16
(O CentOS (64bit)  7.9.2009

e Xd:fm?f/
(Metho: “+RequestParameter)

A 4 IPES AN
»| mAP Core API V2
WEB H— (cakePHP TH#4)
<
VAR A
v C: Create
VAR A R: Read
(HTML, XML, 7L —>7 %A b, JSON) U: Update

D: Delete

3 mAP Core API OB {EFFL[X

Figure 3 Operation principle diagram of mAP Core API
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Figure 4 mAP Core API providing SCIM Schema
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@ URL & Method 47 = >, SCIM Attribute
HEHFLOT, INEXMIRT SHNE DB ©7 —
TNHRT 4 —)V FAITEHRT .

® Role [2-3%, Wi DB OF —7 /L% x5
& LT Method (Zxt)&3 2% CRUD B Z1T 9.

6. BREFERICLV AR RE|A T a &l L,

JSON JEA LV AR A& ERT 5.

7. 7747 MZ Status Code & LTV AR A &K

7.

5. F&EH

AWIETIE, TAT VT AT 47 =T b—ar btk
WTHEESNTWDEMET 731 &' —, mAP Core D API B
FEIZHBWT, SCIM &4tk L CEBL L. EHT DI
Hiz > TiE, SCIM HEIITIZIFAE LR Do o — WS
T 7 EAMOEBEEREZE AL SCIM &R+ 5 Z & T,
BEE Z L ICHERRDIEFR AT H Z & BT

AWFIEIZ BN TS, BLRFATIE, SCIM #HiifT 2Kk L T
mAP Core API ODBIE 21T > 7= Th 5. 5%, mAP Core
APl &, SEIFERSP LOHEELIT> TN ZET, 22—
FIZ TN —TEROBIIRILZ N NE 2 A v 7 —T
= — ADMENRTE, SPHO I NV —TIZEF %S DB O KIE
RBENAREICRDE NI ZEEFELEL TV PETH D.
F7o, RFERNECHERRT S SP LI T 572D
SP DR AETRT I EERFLTND

mAP Core API 4% Z & T, mAP Core DA YU v k
ZIEINL O, SP KT B VN — T EBN A b — X272
L5891 BZ EEHFFT S, E72, mAP Core API % Fi|
TAHSPAHEL, 1 DD N—FREKOY— 2 TEibh
52 LIk B, SP EICBIT L 7 —TEHROAH ORI A
W3 5.

BEXH

(1] nig Kok, W FHk : RN CTOFENY —E 2D
ID #E—fbiZ M 72 1dP D& A L ONERIC DWW T O
.o A F—Fy b EERER T R T L2021 F@X
4, pp.17-23 (2021).

(2]  += Fefe, i fisk . BEBEINEIEREICBIT 2EE
SIS IG L2 R o AT D ORGSR, 21 15 WAL ELAITF
78, 25 % (2021), 15, pp.55-65 (2021).

(3] K —HE, 8REF BRI, Ak B, R 52, Mk &
WG AT DOERACHNT. FWMORHF &, 71 &
(2021) 4 %=, pp.152-158 (2021).

(4] R %R, ¥R Fro74v) , AFE
<https://www.gakunin.jp> (Z/# 2022-11-01).

(5] vaAMfE, R, (Lih—, EREETT, Kk, MEES,
RS - 7R Y O — 2 A REZRFRGE Y =5 L —
g RO IEEL, B RS R 5, 2013/6 Vol
J96-DNo. 6 (2013).

(© 2022 Information Processing Society of Japan

10TS2022
2022/12/8

l6]  POAy f, s ??Bﬂ, i —t8, KA ok, M F5, &
A & AARICBIT DFHIRRIE7 =T L—a v %
A OB, KT ICT #iiE Haks 2011 SEEEERRS TR
34, D6-5 (2011).

(7] VahF @, JEK S0, bR BEB, SR KPR, BH &
)\ : E‘@j’ﬂf‘% B =D — Tz AP —EA~DEH

RFHlG. ~ AT AT 47, o8, Wi e M
(DICOM02022) VURTU LFmL, pp.223-242
(2022).

[8] RFC Editor : Lightweight Directory Access Protocol
(LDAP) : The Protocol, The Protocol RFC 4511, LDAP
(online): available from <https://www.rfc-
editor.org/rfc/rfc4511> (accessed 2022-11-01).

[9]  Morey J. Haber, Darran Rolls: System for Cross-Domain
Identity Management (SCIM), Identity Attack Vectors, pp.159-
161(2020).

[10] InCommon : Grouper, Grouper (online), available from
<https://incommon.org/software/grouper/> (accessed 2022-11-
01).

[11] Shibboleth Consortium : Shibboleth, available from
<https://www.shibboleth.net/> (accessed 2022-11-01).

[12] LM, &:‘N?’E% EoefEMN, AR, i —Ra
# LMS: Moodle {23531 % Shibboleth F8FEE 7 7'V & —3
a R uE(D;%fR‘ B EREREES, B9 RN AA

FU 7 R EFRH - RBEEY VAR Y (SBRA2019) 8T i 5T
#£ (2019).

[13] GAILMESY, RIETR, MOEESCE, Kin—HE, [ih—fd - 5
RSB AT 7o JE 7 — & DAF L & 3 D 72 D D FEim
BOPZE, fFRQHPRHIZERL, Vol.2019-10T-47,
No.18 (2019) .

[14] RFC Editor : Lightweight Directory Access Protocol
(LDAP) : Directory Information Models, LDAP (online),
available from <https://www.rfc-editor.org/rfc/rfc4512>
(accessed 2022-11-01).

[15] InCommon : InCommon (online), available from
<https://incommon.org/> (accessed 2022-11-01).

[16] Grouper : Grouper Wiki Home (online), available from
<https://spaces.at.internet2.edu/display/Grouper/> (accessed
2022-11-01).

[17] Grouper : Grouper Web Services (online), available from
<https://spaces.at.internet2.edu/display/Grouper/Grouper+Web
+Services> (accessed 2022-11-01).

[18] SCIM : SCIM System for Cross-domain Identity Management
(online), available from <https://www.simplecloud.info/>
(accessed 2022-11-01).

[19] RFC Editor : System for Cross-domain Identity
Management:Definitions, Overview, Concepts, and
Requirements (online), available from <http://www.rfc-
editor.org/rfc/rfc7642> (accessed 2022-11-01).

[20] RFC Editor : System for Cross-domain Identity Management:
Core Schema (online), available from <http://www.rfc-
editor.org/rfc/rfc7643> (accessed 2022-11-01).

[21] RFC Editor : System for Cross-domain Identity Management:
Protocol (online), available from <http://www.rfc-
editor.org/rfc/rfc7644> (accessed 2022-11-01).

[22] Fielding, Roy Thomas : Architectural styles and the design of
network -based software architectures,University of California,
Irvine ProQuest Dissertations Publishing(2000).

15



2022

Internet and Operation Technology Symposium 2022

(r:read, w:write, d:delete, a:append % /~x7)

te name

schemas[]

id r
externalIld rw
userName r
preferredLanguage rwd

meta.resourceType r
meta.created r
meta.lastModified r
meta.createdBy r
eduPersonPrincipalNames[ ] rd
eduPersonPrincipalNames[].eduPersonl r
eduPersonPrincipalNames[].idpEntity: r
emails[] rwda
emails[].value rwd
groups[] rda
groups[].value r
groups[].$ref r

TN—TERE

rwd

13 1
Appendix 1

User
User

R (dP) B

a—HFEA

303 303

303 303

1% 2 Group

Y —EREEE
(#1317 +Admin)

LT —TEEE

attribute name S RTLERE
rwd
schemas[]
id r
externalld rw
displayName rwd
public rwd
description rwd
suspended rw
deleted rw
memberListVisibility rw
meta.resourceType r
meta.created r
meta.lastModified r
members[] rwda
members[].$ref r
members[].type r
members[].display r
members[].value P
members[].labels[] rwad
administrators[] rwda
administrators[].$ref r
administrators[].display rwd
administrators[].value r
services[] rwda
services[].$ref r
services[].display rwd
services[].value r
services[].administratorofGrou rw

schemas[]
id
serviceName
serviceurl
supended
deleted

meta.resourceType
meta.created
meta.lastModified

entityIds[]
entityIds[].value

administrators[]
administrators[].$ref
administrators[].display
administrators[].value

groups[]
groups[].$ref
groups[].display
groups[].value
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