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Considerations of a Light-Weight Implementation using Random
Value against Power Analysis Attacks
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Abstract: Increasing the number of IoT edge devices, Side-Channel Attack has become a practical threat. This paper proposes
and evaluates a countermeasure circuit against Power Analysis Attack, a type of Side-Channel Attack. Our proposal aims to achieve
higher tamper-resistance reducing the area than previous work by using random values. We confirmed that the tamper-resistance
of our proposal was not sufficient from our evaluation, however we got a consideration for improvement.
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