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Abstract: DDoS (Distributed Denial of Service) attacks, which are one of the cyber attacks that pose a
threat to cyberspace, tend to increase the attack traffic size, and the scale has reached several Tera bps. On
the other hand, a DDoS attack mitigation system that suppresses the damage of DDoS attacks has been
proposed. In particular, it is important to prevent packet loss of normal communication outside the attack
during the mitigation period in order to continue the service. In this paper, we propose a DDoS attack miti-
gation method that uses diffuse flow control for the purpose of service continuity, and show its effectiveness.
In this method, routers from the DDoS attack source to the attack target are configured with an overlay
network, and the time (mitigation time) until the node buffer overflows is extended by diffuse flow control. At
this time, it is necessary to calculate the transfer rate of the attack traffic. The proposed calculation method
in this paper by improving in the existing one can extend the mitigation time in the case of actual networks
of which the buffer capacity of each node varies. This case is not focused in the existing method. Shows that
can be stretched. The paper also shows that even when the attack scale of a DDoS attack increases, tour
proposed method is useful the paper by allocating appropriate network resources according to the attack
scale.
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Fig. 1 Node behavior model.
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Fig. 2 Overall configuration of the system.
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Fig. 3 Average mitigation time (s).
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Fig. 4 Results of each proposed method for each topology in

scenario (d).
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