Vol.2022-DPS-192 No.15

. Vol.2022-EIP-97 No.15
IPSJ SIG Technical Report ¢ 2022(;9/2

DS59DFRAT4TRISA/INO—T—T x> FD Docker
R PIVE-YTROETFTILVORRE, AUy b+, FE

e kgL G ESE ! RH (S5

BEE LT 7" —o2— = 2 D Docker X7 /WAL D FAEIR 2 3R Tz,
V=T T T NT A ADRKEDERELMRERR E, KEOT I —gHROFANIER L
TR, 7T A=) 27 BN 5 Z LSRR > TS, N—=Y T LT —
2 DWUGETT — & LAICF T #E 2 B AYE & et 2 & > T2 2 LN Ed £
AEEIC 72> T D, AL B E OFEIRITIEV, IR @m R EE RO L0 2 < OO
I HEh, InECAZFECE RV ERbRL TV ET =2 oM AEFETE
% ATREME  SERUICHERR T Z E SNEEIC 72 o TN DL T K H T8 Y FLT — Z IR
LD VAT OAREIENDEEDH—HT, 73—V F 7 = ZFRIHONEHIAME 2 & Z 1
§®ﬂmmm%ém5méfm@w.UX7k&X74/%@A7yx%@5%Eﬁ%
ENEABRICT D HIEO—2L LT, 74N\ —x2—T x> D Docker 7 kb %
R, 774N\ —2— = D Docker X7 MUK, 7T T RVAT AEDR
ks <, RIERFREA ATHE & 72 5. HiRIFER TZ OAAREZ S L 72O TARE T
ZTOR BB L, AL MEZERT .

X¥—J—F: 77U Raryta—7 47, Docker, 77 AN —2—V 2 , BT R
Vs ayi%

Docker, a cloud-native privacy agent Vectorization
the feasibility, benefits and challenges of the subscription model

Itaru Kaneko!, Emi Yuda'

Abstract: . The basic concept of Docker vectorization for privacy agents was presented in a previous
report. Expanding the use of substantial amounts of sensor information, such as large amounts of
high-precision biometric information on wearable devices, makes it difficult to determine privacy
risks in advance. It is becoming increasingly difficult for personal data acquirers to transparently
and clearly explain the scope of use to the data subject. With the development of Al machine
learning, more analysis results can be derived from vast amounts of high-precision information, and
it is difficult to completely exclude the possibility of identifying an individual from data that was
previously thought to be unidentifiable.

While the risk uncertainty due to the provision of personal data increases in this way, the use of
personal data should not be hindered given the public interest value of the use. You need to balance
the risks and benefits. As one of the ways to make that possible, we are proposing Docker
vectorization of privacy agents. Privacy agent Docker vectorization is highly compatible with cloud
systems and can be operate as web service to provide personal data and their deliverable. Since I
explained the basic concept in the previous presentation, this report will consider its characteristics
and sort out the advantages and problems.
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