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Examination of the effectiveness of library test differences for

failure analysis in updating library

Yura Koizumit® NomoTto Tsurtomult:P)

Abstract: Using libraries is common in application development. Since new versions of libraries that fix
vulnerabilities or bugs are released from time to time, it is necessary to update libraries which application
depends on too. If the application test fails due to a library update, application developer should identify the
cause of the failure as part of the debugging work. To identify the cause of the failure, application developer
should understand the two points i.e. 1) the API call location that causes the failure and 2) the API spec-
ifications changed by updating. In the library created by a third party such as OSS, the API specifications
changed in updating are non-obvious to the application developer and difficult to grasp. This article shows
that for test failures in updating library, there is a possibility that library tests with differences are effective
in understanding the changed API specifications that cause the failure, and need technique to help identify
library tests that are effective in understanding the cause of the error. Moreover, I examined the one of the
technique.
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1 |import org.jsoup.Jsoup;

2 | import org.jsoup.Document;

3

4 | @QTest public void testAddTable(){ // APP test
5 String html =

6 ”? ..._.hoge.com?North=true&Lang&Zone=jp._..."
7 Document d = Jsoup.parse(html);

8

9 APP.addTable(d);

10 AssertEqual (

11 ? ... _hoge.com?North=true&Lang&Zone=jp._..."
12 d.body ().html());

13

K1 Web7FVr—>arns ol

Fig. 1 A example of test code in web application
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Brand new HTML5 parser: jsoup 1.6.0 released

2011-Jun-13 | am very happy to announce that jsoup 1.6.0 has been released and is now available for
download.

jsoup is a Java library for working with real-world HTML. It provides a very convenient API for extracting and
manipulating data, using the best of DOM, CSS, and jquery-like methods.

New HTMLS5 parser
This release of jsoup includes a completely re-implemented parser, based on the WHATWG HTML5

specification. jsoup now parses HTML exactly like modern browsers such as Chrome, Firefox, and Safari parse
HTML. This helps users scrape data more readily, and improves HTML tidying.

As this is such a large change since the previous 1.5.2 release, jsoup is being released as version 1.6.0. The
.0 denotes a beta release: if you run into problems parsing documents, please file a bug, particularly if parsing
under 1.5.2 worked OK.

Other improvements and bug fixes
« When parsing files from disk, files are loaded via memory mapping, to increase parse speed

« Reduced memory overhead and lowered garbage collector pressure with Attribute, Node and Element
model optimisations.

« Improved abs: absolute URL handling in Elements.attr(abs:href) and Node.hasAttr(abs:href).
« Fixed cookie handling issue in jsoup.Connect where empty cookies would cause a validation exception.

« Added Jsoup.connect jsoup.Connect] configuration options to allow HTTP errors to be ignored, and the
content-type to be ignored.

« Added Node.before(Node) and Node.after(Node), to allow existing nodes to be moved, or new nodes to be
inserted, into precise DOM positions.

« Added Node.unwrap() and Elements.unwrap(), to remove a node but keep its contents. Useful for e.g
removing unwanted formatting tags.

« Now handles unclosed <title> tags in document by breaking out of the title at the next start tag, instead of
eating up to the end of the document.

« Added 0sGi bundle support to the jsoup package jar. If you have any suggestions for the next release, |
would love to hear them; please get in touch via the mailing list or to me directly.

2 Y U—=X/— Dbl
https://jsoup.org/news/release-1.6.0
2022/6/16 H'&

Fig. 2 A sample of release note
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Reimplementation of parser and tokeniser, to make jsoup a HTML5 confo...

.rmat parser, against the

http://whatwg.org/html spec.

3 TRAMRMODEHRE23ZLE2ELaIy POXyE—TDf
https://github.com/jhy/jsoup/commit/
8749726a79c22451b1£01b14£fb2137£734e926b4
2022/6/16 M%E

Fig. 3 A sample of commit introducing application test failure

Updated Element.text() method to ensure <br> tags output as whitespace.
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https://github.com/jhy/jsoup/commit/
9cbd3cdf94a48dd745fdabddc0996dcd0f4b7cal
2022/6/16 B%

Fig. 4 A sample of message describing the change of API spec-

ification
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52 22 public static Document parse(String html, String baseUri) {
53 - Parser parser = new Parser(html, baseUri, false);
54 - return parser.parse();
23 4+ TreeBuilder treeBuilder = new TreeBuilder();
24 4+ return treeBuilder.parse(html, baseUri);
55 25 }

if (inAttribute && (reader.matchesLetter() || reader
153 // don't want that to match
154 reader.rewindToMark();
156 }

157 if (!reader.matchConsume(";"))
158

159

characterReferenceError(); // missing semi

+
+
+

155  + return null;
+
+
+
+

return Entities.getCharacterByName(nameRef);

B 5 APIHWHOY—2a—rEFOH
org.jsoup.parser.Parser.java & O
org.jsoup.parser.Tokenizer.java

Fig. 5 A sample of source code differences inside the API
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@Test public void strictAttributeUnescapes() {
String html = “<a id=1 href='?foo=bar&mid&lt=true’>0One</a> <a id=2 href="?foo=bar&lt;qux&lg=1">Two</a>";
Elements els = Jsoup.parse(html).select("a");

assertEquals("?foo=bar&mid&lt=true"”,

els.first().attr("href"

Vol.2022-SE-211 No.30
2022/7/30

assertEquals("?foo=bar|&1t=true”, els.first().attr("href")); // &mid gets to | because not tailed by =; 1t is so not unescaped

assertEquals (" ?foo=bar<qux&lg=1", els.last().attr("href"));

K6 77T HESEGVDHEIA4T7FVT A
(org.jsoup.parser. AttributeParseTest#strict AttributeUnescapes)

Fig. 6 A example of library test difference

Algorithm 1 Detect Related Tests

Require: api, lib, T'estapp
1 Tests,) + lib.Testsy, qiys
2 Testsyoy « lib.Testsyos aifs
: WhiteList < union(callapi in Testsw/)
: for callapi,i in Tests,,; do

1
2
3
4
5: unique; + sub(callqpi i, WhiteList)
6:  if inter(Testapp.callapi, unique;) # null then
7 TestSrelated < Testsreiated + callapi,i-test
8 end if

9: end for

10: return Tests,rciated

TREBIZIEEIATH 2. o, OO0 APIFEFH L DHE
ITHRERE Testapp.callap & callqy;; DEERINIE, 77V
r—>aro7A MR IIREROETRENZE
FNTW3. ZIT, APLILBROZEENE & MIET 256
T RETERDPFETZ2REPS, 7y 77— Mt
IEDWIENTATFT VT ANTHRUEHENS API D
TR, 7y 77— M2k 3 API OBIfEZ(L L BIfR L
RWeRME3. 22T, 7y 77— MIHESIEGDR
WIA 7TV TRAMRElb.Testsyo gifs P APL api DHE
TRBOMEREL, 77V 75 —>a D7 A MRKE
RO R (LT, 74 MU RN 235 (13,
7 White List). 7 v 77— MfESI EDDBHE 747
7V T A MEELib.Tests,) qipp ® APIIFOHL Z 212, &
ITHERE callgpii DO RT A U R+ ZBRA L 72 TR
unique; Zat® 32 (15). unique; \21& API{LERD A
NEEMINT 28R FETREENTEEINE. Z0L
%, 77V =y ay7 A ETOAPIMFUOH L O FETHE
¥ Testopp.callyy B3, H2%7HH 477V T A MR
$ % unique; L EBET 255G, Testopp.callyp & callapi ;i
3D APT ERREE O E 2 21T TV 2 A[REMED S .
(1.6, B 7t1). Testapp.callyy; & unique; HEET 258,
TIVr—2arDTAMRREEET ST A LTH
7155 (L7, 1.10).

Mt PFIER 7 V5 —2a DT A IA T TR
FDTD API FEUH LIT DWW TEITRE OGO A THE
WHTE2%. ¥/, unique; % EDFHEREIE O(|callypii]) T
HY, 7AMTIEAPIMUOH ULAERETH 2 & HiATh
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%7z, BIRIZKHE T EMRETH 5.
4. 1REIHAT O FHE

3 ETOMFIEICDOWVT Java BB 2 XMRITY —LE
BxiTo7z. Java AOBIEA ANV v VRV —LTH 3
JaCoCo[10] ZKZ L, HilHl7 v —12BF 2771 v
DKL D EITHRER  BUS LTz,

SETOFENENR T —APFET 3 E Ml T 5 /-
DICFHIiZERE L 7=, #iA Y LT jsoup 1.5.1 225 1.6.0 N
D7y T T= b eRMLIY Y TN T TV —2a Vit
fliL7z. 3ETH RRZX S WHHEL LT, =7 —FHE
377V T AL ED APIEUH U parse ) 1 XRFEHE A
ThHdT5. MK EREROBIEEZ R 1ITRT. # of
tests 1Z4FD API Z MU T 24 75V 7 X b OE, w/
differnce 13FD 55, 7y I T — NI EZDTHDHZ 74
TIVTANOTH 3.

# 1 @ Sample X 2.1 §i TR L7z, jsoup AW
Web 7 7V r—>aryThsd. 7y 77— MIED URL
NI RX—RXDOLFH|DBEBN—ABEEIN, HH1Eh?
HTML XFHHRE D Tl 2 5. FACFH TS
TAMNEWRL, FERMRIT 5547707 A M,
6 127" T strictAttributeUnescapes —2TH % Z & &R
L7z, #Re LT, MatFRERRo 713V X o b
FDT R b DBGABITEIA L T=.

SIEAT A MY R DFEITIEIIC strictAttribute-
Unescapes DEITIRIEZ I X 72358 OFEITREEDES (3
7%, strictAttributeUnescapes @D unique;) D—i% R
LTW3*, ZZEK5 TRITHHLED, 77V 75—
YaryD7rAMNKMEEET 53— NERTH 5. Lk
ik &Hiz unique; ENIET 2ETREE T SV r—> 3
VDT A b ¥ strictAttributeUnescapes D /7 & b HIFELT
LTWSIZdFTFL—A0bHMERLT.

U EDFMiZE LT, 7y 77— NESERDRNWT
A 77 VTAMDFETREBERNT S Z 8T, unique I
APl RO EERNE 25| =2 2 3 API NESDHE 5719 72 52
IR PEEEIN, M L7 ATV X8I &>TT T
F—2aryO7TAVRBEEEST 5547507 DR

*9 81X JaCoCo DAL v P L K— MEREZFIH L CRIH{LL
TW3. MEOEMIETIH, ROOEMIETINEDr o7
EBZEL > o7) #iHEZRL, BEOWENIETEONFIITX
NTORVDIEHTFET 2 Z e ZRLTWVS.
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White List

= U t.callyy;
t1 € Test,, t2 € Test,, teTest,yo)
t1.callyy,; t2. callyy, i —

<¥¥ﬂ§0)th¥§>

I'_"I%I'_"I

B =95 UTR S ORTHEE

ﬂ%ﬁli%ﬁl

B BB LT X S ORITRIERE U5V RITR
|:| : PTUF R N EEET SRITRE

7T TNAIVALA A=Y
Fig. 7 Image of algorithm 1

$HBAPIICDNT,
ENRUTAFORTRBONES

Application  Library versions # of detected tests specification
api name # of tests (w/ differnce)
Sample Jsoup 1.5.1—1.6.0 1 unescaping
Jsoup.parse() 198 (30)
R 1 GHERGRBINE

Table 1 Evaluation result

* if (inAttribute & (reader matchesLetterk || reader. matchesDigit() || reader.matches('="))) {

/ don't want that to match
reader. rewindToMark ()
return null:

@ if (Ireader. matchConsume (":"))
characterReferenceError (): // missing semi

Hy28MTH 5.

INSDOFMIET TV r— a VAR
FH DR EFIER T 2 7 2 MERORRRFEI

return Entities. getCharacterByName (nameRef) ;

@ if (inAttribute && (reader.matchesLetter ) || reader.matchesDigit() || reader.matches('=")))
// don’ t want that to match
reader. rewindToMark ()
return null:

® if (Ireader. matchConsume (":"))
characterReferenceError (); // missing semi
return Entities. getCharacterByName (nameRef) :

8 MH XN’ unique; D—ER
org.jsoup.parser.Tokenizer.java

Fig. 8 A part of detected unique;

EDATH
5. BEETE

5.1 T/\v I ZEEAM
TNy IO LTT R MRBIEREZRET 5
LEZBEMNE LEBIEFENFET 5.

(Spectrum-based) Fault Localization[6], [7] i&HXRE
sy —2a— B (a—F7) 2RETZ2 It zH
e LAFETH L. Ffllld 148 TERTEBEDTH 5.

Version Control System DRI, 7R MREEE
AT2a— R NEREZRHO2AIY FERETIEVWS T
o —J [11], [12], 13] dMETEhTWw 5. Hl 21X Git Bi-
sect[11] & git 24252, TAMERREEAT 233 v
NIODRHERMMTTH 5. SZZ[12], 13| 1INTHEIET 3 a
Ty MEEAIL, NTEEATEZAIv FORRRX—VEMN

*10 Bug/Error Introducing Commit. 7 X MR FEET 5 X 5
kot (RRFIFNCRDEY) a3 v .

ECHD el L.
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FETH 3.

B RIE 7 R R ORR L 72 2 2 — FEIEZ EfiS
B2OMNT TV r—2a vHIREETHZ L 2R LTV
5. FDiHY —Ra— RIBEDOREIELETH 2 —)
T, 7AMRMOFEK L 72 2 kO EBHNEDREIXE R
o TV,

5.2 T MEERAM

DT, REDT A ba— FE2RH$ 2, w5k
2B 2 BSR4 RS .

Test Suite Reduction[14], [15] &, 77V & —>a > d
TAMAA = ML E HWE LIRS TH L. FAT
REBERREZFNT 22 THRRZT A N ERHT 3.
EFICKRTTA2T7AMNEENRET A2 D0, TAMY
KT 2 Z2ELTBLT, TNy ZMEEOUARTOD
ERICIRES 220,

Test Suite Selection[16], [17] 1%, FEEDIHEICEEHT 5
TAMZA = 2ERTZ e 2HNE LEHESTTH

CBIZBBIELEY —Ra— REFTEEITT 27 A b2
Call Graph R LK DAL Z T, HERTA MDA
FEBRT S, B—oFaY s bTo (ThbET Y
r—yaVIiZBU) FRADPEHETHD, 47TV ET
ZEEWTOBEMIZEEL V.

Code Search[18], [19] I¥, 2 — FOEADPLRED I —
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FEBRTIMADTHETHS. F—V— FRELEXHRR
YWolRR—vyF (18 15, a— FOREKRERE
T3 FHE 19 pMER I TV 3. BHEHWEFET
X, a— F2EPENU LT R ha— FEEEMOT %2
CHHIHTE S, 2FL, TR MNRMOBERIEE TSR
BABEDIETFVr—2arDTFAra—Fe 54 750D
TALaA—RTH37=0, TNENIMHIET 57 A MEH
B3RS, 207D, BERMMRRICEEZTA I Z20HDD
ORI, 77V —2aryDF R MEREBEES 2
D7 2 b DRHIZHW 2 DIZRE#ETH .

6. Conclusion

77V — a VESFIIBIT 5T R MBI OWT, R
BRROIERIZIZY — R 3 — B RO ZEENED —
FPEBSRETH S, AFRTIE, 947797 v FF—
kT HE OB N —77, BHFEMECIEETET
WRWI e ERLZ. 947597 v T — M THRROE
HENAOERICIEHATRE R M B LR, 7y 7
T ESEDEFOIATI VT A NIEMTH B[
BEMEDRD 2 BR L. £, 7R MEBREROERIC
B4 7797 A OFERXIRT 2 HffiOMEt & 12
RL, XEHMO—HEREL . BRI E S
fifizil L CTERBICTIA 77V TR MERETE2H60DH
5% L7.
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