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Research on controlling hardware offload technology
from virtual machine guests

Abstract: With the spread of 5G and 6G, it is expected that services that take advantage of high capacity
and low latency will be deployed to MEC platforms. In addition, with the spread of container technology, it is
expected that containers will also be used in MEC. However, container infrastructures such as Kubernetes re-
quire software implementation of various network functions, which imposes a large performance overhead. To
solve this overhead drastically, in the case of deploying container infrastructure to physical machines, a tech-
nology called hardware offloading is employed. On the other hand, when deploying container infrastructure
to VMs for improving flexibility or other reasons, this technique cannot be applied because the management
software of the container infrastructure running in the guest cannot directly control the hardware offloading
of the host. Therefore, in this study, in order to speed up the container infrastructure running on VMs using
hardware offloading controllable from guests, we investigated a method to make guests recognize a virtual
function (VF) of a SR-IOV device on hosts as a physical function (PF) in guests. In this paper, we imple-
mented hardware offloading of virtual networks on VMs to support SR-IOV’s L2 switching functionality, and
confirmed the improvement in network performance in two aspects: throughput and latency. In addition, we
also show the outline and challenges of the implementation for offloading container network functions other
than L2 switching.

Keywords: Virtual network, Container, MEC, Edge Computing, Offloading, SR-IOV, vDPA
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Fig. 1 Target area of our performance improvement
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Fig. 2 Deploy containers to a physical machine
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Table 1 Hardware and software used to build the environment

NTAZVESE | ARG | 7 2 B AT
P — K FE HPE ProLiant DL360 Gen9
CPU Intel Xeon CPU E5-2600 @2.3GHz (CPU #(2, 1 CPU %7z b ® 2 71 10)
NIC Mellanox Technologies MT27710 family ConnectX-6 Dx
A+ OS Red Hat Enterprise Linux 8.4
#Z b 0S - | CentOS 7.9
ARZ b kernel 5.15
7 Z b kernel - 3.10.0-1160.45.1.el7 5.18
(CentOS 7.9 &1 —>xIL)
gemu version - 5.2.93
Kubernetes version - 1.21
CRI 7574~ - containerd 1.4.4
CNI 75274~ - Calico 3.18.1 Calico 3.18.1, SR-IOV CNI 2.6.2, Multus CNI 3.6
SR-IOV Device Plugin - - 3.5.0
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@ Master/Worker / — F & L, Worker / — ROHIT,
netperf OH— N7 T+t R (netserver) BENET % Pod %
EE L7z, R~ > OEENCFH L7z gemu X, 1FH
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AEEEL: qgemu ZHVWTED, KA MD VF 25 2 b
W PF ¥ LTEEHBEE2 e TES. £/, CNI I,
SR-IOV CNI #{#H L 7. SR-IOV CNI 1%, Kubernetes
T VF Z%|) 4T3, SR-IOV Device Plugin ¥ 58
LTEMEL, Multus REDX XS5 274 e T2 C
Yi2koT, EIbYToHN VE @ PCI 7 R L 2% EUS
LT, PCI 7 FL AT, SR-IOV CNI ZM-UH$Z 22T
%3, SMEEX&X TS5 74 LT, Multus ZHH L7
2, Multus 23 5125725 T, FHAFHZ CNI 7574
VWA VAN =NEINTWBRENRD B0, Z I T,
Calico % Multus D 7=®12, FIHLTW3.

7272 L, virtio-net-pci 7N RO X v V=T F N
AREEZD PCIL TN RAZDDDN Ay NI —T7 T4
ATId7 <K, PCI 734 RBEL T D virtio bus 124> b7 —
TTFNAADPEREINZHERE o TWVWD., ZDAA—F
V7RO RZTDOERDIZD Linux I — VD sysfs
T4 L7 PUEBEPMO Ay U= FNL R8Iz T
B, SRIOV CNI 75 74 U ZHUTKHIEL TWigh o
V272, AEREECHEEH L7z SR-IOV CNI 12 Z DX LD 7=
HOBIEEMATWS. 72, 2 MO Linux & —3L
2B W virtio-net-pci 734 2D PF 5 VF OIE#R%
Netlink THUS T 2HHEL, VF @ vlan Z RT3 2 HEHES
MEEXNTEST, SRIOV CNI 75 74 VHEEL 2
Mottzd, ZOWRERFEET L LD D —FIVICEEZN
ZATW53,

ZOLT, 7o ARNHOYEY U HEEL, HHE
WAL E T o 7=, BRBEERICFERA LN~ N2 7BXU0Y
7 U2 7iEER 1IORT.

4.2 Z)IL—=Tv bk
VEREM F2TEER S 27000, HAEETH 2R 7 X ZILER
Hr ARNERAR, 3 2ORETDOY Y7 1ra 7 TOMEE
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beig, MEREMEDS A 7 —F 2 DR T B 72002, FGEA
oy rray, <AFay (2a7, 4a7) OEHBED
MR R T o 7. 22Tk, ¥ ¥ Zva 7 ToMREMGE
Hik, <F a7 TOWREMEESTE, BEEERIC OV T
3.
4.2.1 DYV AT TOMEERREESE

N7 X ZVERES, ARGEAR®RENZNOIREICB VT,
AR~ > > & Kubernetes 27 7 A X[ET®D 60 #fE UDP ®
POV HLIERATO 28T, HREMGEEZIT o 72, HIEX 5
\fTV, ZOFEEEEREZFEZNENDAL—T v D
BELAER Y L7z, X7 X ZLVERETI, W~y v kT
netserver ZEIWEX &, EEFEMEREE, fiAFD~<> > UDP
PILIEEREE | ZEMREX, D~ > h S netserver 23
BES 2B~ > >\ UDP N ZEEERTTS 2 & CHGEE
L7z, %7z, AREARIRORREIZOWTIE, Kubernetes
IZ netserver ENIET 2 Pod % 1 D77 A L, EEE
HElX, A~ >\ Pod 725 UDP NIV ZERER, Z(E
TERENE, SMEE~ > > 925 Pod 5EiC UDP 2L 7 BRik 247
5 Z & CHEE L7z, EEMREICOWTIE, Linux A —3b
DIEYNC NIC DBV 7y bADNy 7T Ly ¥ x 2T
78, X7y FRABEERWI 22RO L, HIEH
HEIThbTWE L. —AT, ZEMEIIOWTIE, <
7y bu AR E RV ERERER IS 720, EERITHIR
FEZITY, R EREZRLAICEFTZEY 7 v PET
7y bRAPHBRVERKD ZL—Ty FEFHIL TV S.
MREERTIC, FDIAAFRED a7 BMEEHFICERE RV K
912, KR D irgbalance DENEZ 1L, K I A4 Nh 5D
HIDiAAZE CPU a7 28E L THAET L XS IHEL
TW5.
4.2.2 TIILF A7 TOMRERESE

netperf DENET 2 Pod % 2 D7 70 A LIS, 40
T7uA4 LEGEZNEAORTEICBWT, 4.2.1 LAk
12, A~ > > & Kubernetes 7 7 X X[ET 60 #fE UDP
DNV EGE AT o 72, EEWRRIE, HEi~> oAz he
ND Pod 205 UDP N VERIE T vt 2% 1 DF DT,
ZEMRER, A~ 262N FND Pod %81 UDP N
NIRRT a R R ERIT, ThDLL, M~ v bRk
Warzno a2 k8T U THEEL 2. #IEX 5 [H
TV, 7t X2 e o HERR O E % %52
BErhrho -7y MREEERE L. 28, ZEHE
RERIERED %% v b E 2DV TIE 4.2.1 L[ABRICEE L
7=, RREERTIC, BIDIAAFEED 2 7 BIREEHICEE Sk
WX 512, KR MDD irgbalance DEIEZ LD, BT A3
5D DAALZE CPU a7 Z2HEE L THRAET 2 L5 ITH
ELTWS. i, ZEAETIE, BIDAARERLN TS
netperf 7Rt 2D 70 —OfHaATHR 2 a7 4 2
T END L5112, Worker /— KT UDP 71—
21T ethtool -U 2 L TL—ILZFELTWVW3.
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xR 2 YrrnrarycolEHRI#RO VYRR
Table 2 Performance comparison before and after application

of the method on a single core

E(EMERE [Mbps]  3Z{E1ERE [Mbps]

N7 R ZOVEREE (FEAR(HE) 4029.0 6079.2
R AE A A 957.9 940.0
1R A% 2493.8 2408.7

£ 3 ARNEABRO~ALFaT 2>y a 7 DR
Table 3 Comparison of multi-core and single-core performance

after application of the method

KEMERE [Mbps]  3Z{EMERE [Mbps]

yyrray 2493.8 2408.7
<AFazy (23a7) 2461.9 2414.5
<AFaAT (437) 2395.7 2348.0

4.2.3 MHEERGLER

vy rna7ToRFREHROMEREEE R 212, A
REABOS Y/ Nra7, < LF a7 TOMREHKEF 3
RS

EIEMRE, ZEMEI, AN L CEA%RE 2.5
U EotRE b, KRERMAER LEZHER T2 220 T
&7=. ¥/, wAFaTveIyINar7 THERLTY, &
MREE L7z 4 a7 £ TOHEHFATIIRA T — L L TWb I %
MR TE /. 72721, HEEDON T X ZOVEE I LT,
FRE T B RIGEEMEREIA 2/3, ZSMEREK 1/3 ©
PRE Y 72 5 7=,

4.3 L1472
LAFUINzonTd, RL—Fv ke[RRI, HEHEn
LEHEET 270, HAREE T 27 X VIR & AR
BEAATRO > > 7 a7 ToMREE, PEREED R 7 —L
TH0MERT 270, ARNEHRO> Y Irvay, <L
Fay (2a7, 4a7) OBaOMREZ{To7. ZC
TlE, Yy 7ra7 TOMRMEESIE, <L F a7 Tok
REMREE T 5, BREERESRIC DOV TIARS.
4.3.1 DU AT TOMEERREESE
HRBEHAIRZNAZNORRKICEVT, Ai~v e
Kubernetes 27 7 A X[, 60 #E UDP i2B W THEEE
Request/Response #BE%1T5 Z & THIE L7z, HIEE 5
[TV, FoNHERRD S bORKEEZLAL TV
DOREERERE L7z, 20720, i~ VRITH, R
12 60 FfE UDP 12 B 2 I [E D Request/Response &
5% 5 [EfTW, 4.2.1 EFEBIC, N7 X ZVESETRYH~<
> T netserver 7' 1t 2% EH), HAUEHRIRERE T
netserver 7Rt ADEE L TWB Pod 2 1 27704 L
T, UDP 281} 2HE (0D Request/Response #13 %1T
5 Z & THEE L 7=, MREERTIC, FIDAAFEAED a7 HIMEEE
FIZEEINRNE ST, KR bD irgbalance DENEZ 11
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R4 >rrrar7 o EHRI#ROMER LR
Table 4 Performance comparison before and after application

of the method on a single core

LA T ¥ [usec]
N7 R ZOVERS (FARAE) 607
R A AR 15400
L7 YRR w ik 4676

x5 HFNEHBOSLVFaT LYy Na7 OMERELR
Table 5 Comparison of multi-core and single-core performance

after application of the method

VAT Y [usec]
SyrAay 4676
uFay (2a7) 4694
LFay (4a7) 4764

B, RIANDEDOEDAAREE CPU a7 2IEE L TH
ET2ECHELTVS.
4.3.2 TIILF AT TOMBEREESE

netserver OENET % Pod % 2 D770 A L=GE, 4
DFTRA LEGEENZNORBEICBWT, 4.3.1 & FEkk
12, AR~ > ¥ Kubernetes 7 7 A X [T, 60 #f UDP
BV THEEIE Request/Response #5217 o 7z, MEEA(]
12, HIDIAARED a7 BREAFHICERE IV K 512,
AR A+ D irgbalance DEHEZ (LD, F T4 NP 6DE|IDIA
AHEH CPU a7 2 E L THRETZ LR ELTWVWS.
F7z, ZEHETIE, #DIAARERR TS netpef 71
t207u—0fHa 7 2 a7200 4 37 ITHEE
N3 X512, Worker / — FT UDP 71— Z ¥IZ ethtool
U REHLTL—ALEZRELTWAS.
4.3.3 MEERRELER

vy a7 o EAEROERIEREZ KR 412, 77
REHBLDOS 7N ay, < LF a7 TOWRELKEE 5
RS

AN U GERAZO LA 7 ¥ 138 1/3 ARIh&
KR, RERMEMLEZHRTL2IeNTEL., £,
~LFaTey a7 CHELTSH, SEMREEL7: 4
A7 ETOHRPFATIIRY— AL LTWE L ZHRETET
72770, HEETHZRN7 X ZVREICH LTI, BEh
FOEHRIFH 8 52 W\ S HEREIC 2 - 7=
5. SBRORE

MREMGEAS R 2 £ 2, SHROBEELRNS. £, %
REM bicowTik, AGEARTE T 2 2, YEREM B
TR T X 7228, MAAEY T 57 X ZVEREIH LT,
Z—T"y + OEETEREIZKY 2/3, ZEMREIEH 1/3 D
REERD, LAT YIS ffe RED o7, ZhEHo0
T, SHREREZINL, XEERFTI2LEN DL E
ZTW5,
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RIZ, FENFIZOWT, AFETIE, L2 24 v FDAIZ
IS L7z Linux E® gemu OFEER{T-7z. LarL, Z
DEEDATIE, 21X Kubernetes DEEE, 7747
v 4 —VEFE®D Kubernetes DERK T 24 v bV — 7 HEE
EHTETORWD, SHOMFEEREECHEH L7 SR-1I0V
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CETWEFARY. 77470 =7 axsR¥D—
Ry bV — ZHRED A 7 1 — R, AN
EREY DT v MLEEERES, L2 DTy A X
7 4 =V RIZK 287 v ML T RHERSBED L EEIT A8
4. Linux TiZ SR-IOV T switchdev E— F [10] &5
BEREDS D D, WIHEERIR T, Z OMEEEICHIG L 7= NIC % H
W3 ZETIDES REER ATy MUEDATREICIR 5.
%7z, switchdev E— FIZ&d "=y 274 7u—-F7%
FHAFT272HDY 7 v =27 & LT Open vSwitch [11] 23
»H Y, #HlzZiX Kubernetes ® CNI 75 74 > Tld OVN
S Antrea ¥ EHH$ % Z £ T Open vSwitch 2B U 72
switchdev €E— FiZ k> T, BELXN—FYv 74 70—
ROA[RETH 5. - T, ME PF I switchdev €E— F %
RETDHILT, 774794 —VFDRy bV —IHHE
DN=Fv 7t 7n—RKeEEHT5.

switchdev E— FiX, Open vSwtich D L 572710 —~X—
ADAA y FHERED AR F N7z NIC ZFIH T 2 HAET
HBD, TDEIRNICDZIalL—rarye LTE,
Open vSwitch 72\ UM OIRIBRA A v F% K A + THEIfE
SR DFEPHRNERLRGELZEEZ NS, £, V
Th T 27RETODIZIalL—2aryTlEA—N—Ay R
DRI BV, ZOHETE, KA M THEX
BHERBAAL v FOREERA D NIC ANA 70— KT
ZRENDH L. FIZIE, 70—R—ZADNL—LDA 70—
RH3A[EE7% Open vSwitch OHREZFIHL T, =TI 21—
FL7ZNIC O 78— FEREZFEHT 2 AENEZI LN
5. XoT, KA MD Open vSwitch DA 7 1 — FERE
WL T, SR-IOV @ L2 BUD T v by X< v FHERE
WHNIEEE, avrrry V- EiEr A 7a—F
ASAEEZS switchdev E— FDEREREZ TV 5.

6. F&&

AFETIE, MEC ® VM IZBWTay s Fr2EifEx4
2BED, MEC NOIRIEA v bV — 2 O KIERMERER L
FHOD, N—Fvz7F7u— ROEHICEREYT
7. Bz, av7FHEEY 7 v =7 D Kubernetes T
X, "—Fvzr7Avu—REMNHALEZEESRY bv—2
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ZD7H, VM LOFEEAy bV —2%F 70— NAlRE
2T 3720120, R~ 7 2 NATEIET 2 B8 Y 7
FY 275, PREIRTZEATES, EEKRZAFDN—
Fo =74 70— FEHETERVERRICBWT, ~N—F
V7 A 7u— REEET S WS HTRREO R B
W27 %, FiffERERER D=0, SR-IOV DFRZ + VF 274
ZMZX LT PF 2B 22 5RERE L. ZOH
UL, qemu TYHEERBE Y (RERREOZBREZHDH S Z LI
FoT, ARy Y= BEOEHY 7 MY 270 VM
BIETON—Fy 74 7n— REREL TORWERIRT
A7n—FEARICTZHRNTH 5.

ZLT, ZOARDFERDI-DDFEERITV, FHEITk
BYEEN LR B 7212, MEEMGEEZ 1T o 7=, ThAE
AEDFEIE, ZAL—F v reLATYID2/mEL, R
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