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Proposal of integrated management and real-time visualization system

for SSH server logs based on graph theory
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Abstract: SSH provides secure access to remote servers using authentication and encryption techniques and
is widely used on UNIX and other operating systems. However, since the purpose of SSH is directly shell
operation of servers, it is an easy target for attackers who aim for confidential corporate information. Moni-
toring and analyzing SSH server logs on a daily basis is useful for dealing with such threats, but those works
require much effort from administrators. In this paper, we propose a system for the integrated management
and real-time visualization of SSH server logs using graph theory.
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Table 1 Packet statistics (past 10 years)

E | By b K
2011 | %946 &
2012 | %979 &
2013 | #9129 &
2014 | #9257 f&
2015 | #9545 {&
2016 | #9 1281 f&
2017 | #9 1504 &
2018 | #2121 f&
2019 | #9 3279 &
2021 | #5001 f&
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query {
authLogIp(range: { from: "2020-12-10", to:
"2020-12-10 0:01" }) {
ip
asn {
organization {
userList
passwordList
ipList {

ip

user

password

}
¥
}
}
}
YRk 2 7z ofER
{
"data": {
"authLogIp": [
{
"ip": "A.B.C.D",
"asn": {

"organization": {
"userList": ["louwg"],
"passwordList": ["louwg"l,
"ipList": [

{
"ip": "A.B.C.D",
"user": ["louwg"l,
"password": ["louwg"]

}

]
}
}
}
]
}
}
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tion, Subscription @ 3 DM H 3. Query X7 — X = Hif5
T2 ZICHWS. Mutation 1&, T —&XZBMT 5 & =
WZHW 3. Subscription 37— X DEELZ V7L X A4 LT
G35 & Z2ITHW 3.
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)X 3 REST T® URL O

http://example.com/2020-12-10/2020-12-10%200:01/
authLogIp/ip/

http://example.com/2020-12-10/2020-12-10%200:
organization/userList/

http://example.com/2020-12-10/2020-12-10%200:
organization/passwordList/

http://example.com/2020-12-10/2020-12-10%200:
ipList/ip/

http://example.com/2020-12-10/2020-12-10%200:01/
ipList/user/

http://example.com/2020-12-10/2020-12-10%200:01/
ipList/password/
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Fig. 4 System Constitution
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PH, RAV—FZEAM X =~y T EicTay bT 5.
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DT 72 ZADH, EELTWSE T 7€ R1E, KWERT
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1R Z e ou 4 TR, SSH v 24 ¥ EfTE
ok 1R Z 2 c8 Gt LT, iR s 7 71tk Lzv 0T
H5. MENIRFZZRL, HEENIEEZERS. VA4
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query ($range:
authLogCount (by:
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query ($range: InputTimeRange!) {
authLogCount (range: $range) {
_id
count
}
}
Accessiday @oadM A=
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query {
authLogCount (by: country) {
_id

count
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% ECORH, EMEH,EHOHENW, SSH 7'a b 2L oiEE
MOFEENE RIT, <A 27 TE2EL7 7LD
R, 73V X LDREHHED o TIN5, $AHD5ET
L7z 2 72 o T3, SSHY —RNDON—Ta izk->T
i, 7747 MllOoR—+EER, RN 2—F4H,
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RERT 7AW TERVE IR >TWDS. KK T
5% SSH #— 1%, Hi1&h b1 2% OpenSSH O a2
YIZERZY 7 27 (13 2ERA LTV,

3.4 AT LD
AIRATLDRBEEL DS, KSAFALTIE, 702
T b7 x—0, REEE, V7ALEAL LHED 3 ODR
WHH 5.
3.4.1 JORFSyvbhT74—L4

0y EEETSZ 0T AL, Go SETEINATWS T
%, BIFEREEICIRIFE SIS FATRIRETH 5. ¥ 72, GraphQL
H— & JavaScript TE2NLTWS, Nodejs N—Y 3~
16.13.0 M E OB HIUX, FITAJRETH L. ZDzd,
AFETER L2 AT LIE, FLALDT Ty b7 +—
LTEIEAIRETH D, BAIRX PRV EWVR 5.
3.4.2 B SSH H—N\OJ ZHEaEE

AWFED S AT LT, HEOD SSH b — N2 EET 3
ZEeNTES., V=PI HETORRCNIET 2 2
COHRETH B, SSH B —NEHEER LR, v %k
T2 LB LT SSH Yy —NLETHETTEZL
I2& D, GraphQL H— NIl Tr 72X ETE 5. 7
0275 A%FATT B, host F 7> a v BRIEET AL
T, SSHHY —NEXHFTZIHMNTE 3.

YR b 7 SSH ou ZjER

Sep 30 14:36:51 localhost sshd[4726]: [Auth:Fail,
User:root ,IP:A.B.C.D,Time:0.479649,Detect:Attack
,RTT:0.000000, Year :2019,Month:09,Day:30,Hour:05,
Minute:36,Second:51,MicroSec:055325] KEXINIT
:0.000000, NEWKEYS :0.000000 [preauth]

Aug 1 03:37:21 localhost sshd3[19616]: Fail,root,A
.B.C.D,0.120138, Attack
,0.103100,2020,07,31,18,37,21,391265,0.103724

,0.102476 [preauth]

Sep 1 03:16:56 localhost sshd3[3229]: Fail,6
e696e61 ,6e696e61313233 ,A.B.C.D,0.348250, Attack
,0.675394,1598897816,997971,0.107193,1.243594

Oct 1 11:46:59 localhost sshd3[4469]: [Auth:
Success ,User:root ,IP:A.B.C.D,Time:0.129587,
Detect:Attack ,RTT:0.000000, Year:2019,Month:10,
Day:01,Hour:02,Minute:46,Second:59,MicroSec
:706609] KEXINIT:0.000000, NEWKEYS:0.000000 [
preauth]

Nov 8 20:59:41 localhost sshd4[6409]: Fail,726
f6f74 ,7a68656e7275696463 ,A.B.C.D,44422,0.136092,
Normal ,106.016872,1636372781,075988,109.678610

,102.355134 [preauth]
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Table 2 Environment of Performance Evaluation

oS Ubuntu 20.04.3 LTS x86_64
Kernel 5.11.0-38-generic

CPU AMD Ryzen 9 5950X (32) @ 3.400GHz
Memory 128GB

9 SSH ¥—& GraphQL ¥ — N TD 87 4 —~ > ZFH
Fig. 9 Graph of Performance Evaluation between SSH Server
and GraphQL Server
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BIEBIC AL X =< v 7 LICHEH NS,

4. ¥

SSH #— N At 27 ARTO, V7 &x4 LM%
SIS 372012, X7 4 —< Y AFHliETo 2. FHliE T -
7-3EHEE, SSH ¥ — ¢ GraphQL ¥ — N[, GraphQL
P— e AL X7 A0, SSH %r— N RIS 2T 4
i, geojs IC& ZIBIETH 5. MIIRELE 2 1R T.

4.1 SSH #—/\¢ GraphQL H—/\[H

AJHH T, SSH #— ¥ GraphQL ¥ — N[ TD S
7 % =Y AFHli R 1T o 7z, BIE LR, SSH ¥ —
NIZT7 A D - K&, GraphQL ¥ —NI2H 3
MongoDB 127 — X DL T L7 D2 TH 5. £ 9
WKIEZD 77 7% Rd. BALEI VB TH 2. FHE
X, 360.0 2 VMTH-7-.

4.2 GraphQL H—/Ne a1t X7 LK

ARIHH T, GraphQL #— e a[fi{Ls 2 7 AMTD
R F =<V RAFHMi%A T o 72, BIE L7KfEE, Web 75
Y55 GraphQL H— >N 7 2V REEFELT, 7 —&20
BoTELKMEDETHS. K10, 11, 12121 HH7=bD
T7IRCADVARYARA L, 1RBHZODT 722D
LVARVAZA L, BHHDT772ADV AR ARA
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10 1H®ZDDT7 7ERADLARY ARA A
Fig. 10 Query time of Access per Day

11 1 REBEDDOT I ERADVARYARA L
Fig. 11 Query time of Access per Hour

12 EHDDO7 7 ADLVARYARA L
Fig. 12 Query time of Access per Country

L%Rg. 7)) L72EEIE 100 B, BAIZI VB TH 5.
FEfEEEnZR, 786.44 I UM, 30.68 I VR, 2042 I
VB TH 2.

4.3 SSH H—/N&u Rt X7 LM

AEHETIE, SSH P — N AL X7 LBTDNRT 4 —
< ¥ AFHIi R AT o 72, BIE L 72REREE, SSH H— N7 2
t2D3H o = L AR LS R T 2O EEHRAD B o -
MoAETHZ. £13CKEEDZZ 7ERT. B3
VR THB. FHHIZ 180.93 SV TH » 7.

4.4 geojs IZ& BB

R AT LTI, SSH BT —RXRX—RIZHEHI N5
A, geojs NV 7T A MEREELT, EHFOEHREE
BLTWAD. geojs NV 7T A MEEEFELTLL, IBED
H 2 EXTORMZX 14 1R, BEfNXEE, MR
THb. BMZIVHTDH 2. FEERMIE, 3076 S VR
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Tholz. UEDHERMS, SSH ¥— 2 GraphQL ¥ —
NEIZBWVT, geojs NDUZ TR MARI30 I VHE LD
TWBZehbhrolz. geojs NV 7T AT 2bHIC
GraphQL $-— PNC IP 7 KL A L [H, EdioMEER%EH
BLTBLZLT, FHEZEMHTEZ2EZLN5.

4.5 FHEFER

DL EOFHlifER D B, LAKY AR A L, EPHEHIRE,
F— B AR— 2R 2 TI2BWT 1 LA E > TW
L. ZDOZEehd, AAKEDS AT LI, VFIALEAL L
AL 27 L LTHHIERTEZ23DTH L &
5.

5. SEOFE

AR RT LTI, SSHY —RAND7 72 2E5H LT,
V7 NVEAL LR A E 52 Z  DARET H 3.
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