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awareness and consideration for educational use

HARU Fusiwaral®  MikiFuMi SHIKIDALP)

Abstract: The number of security incidents has been on the increase every year, and companies and in-
stitutions have been suffering from information leakage and other damages. The majority of incidents are
caused by human errors that cannot be protected by the system alone. It is therefore important to raise
awareness more effectively. Therefore, in this study, we focus on the human factor and analyze the effects
on user’s awareness of security measures when several types of phishing mail samples are presented to users
in stages based on their sophistication, and show the relationship between user’s threat awareness and their
willingness to take security measures. We examined the usefulness of this method in the implementation of
educational activities aimed at promoting security countermeasure behaviors.

The analysis of impacts of threat perception patterns on security
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