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Abstract: We propose a method that dynamically generates secret questions from a user’s location trajec-
tory. Our proposed method aims at an authentication method that 1) does not require users to set up their
own authentication information in advance, and 2) does not require permanent memory like passwords or
static secret questions. The authentication system of the proposed method uses WebAuthn protocol and
adapts dynamic questions based on location information as an authentication method for WebAuthn au-
thenticators. In this paper, we conducted a lab study, generating questions from location trajectory obtained
from its participants’ smartphones as a preliminary experiment to implement the system. In addition, we
conducted a qualitative evaluation of our proposed method through a questionnaire to the participants. As
a result, we confirmed that our proposed method was accepted by the participants and identified issues for
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Developing Personal Knowledge Questions Using Location Trajectory

the implementation of the system, such as ones in creating questions.
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