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Abstract: Today Layer 2 overlay networks such as wide area ethernet services and virtual networks sited in
the TaaS of cloud services are increasing more and more. In such networks, service providers of overlay net-
works do not block customer networks even when they detect layer 2 network loops and only report to their
customers the existence of loops. However, as most of the conventional methods detect layer 2 network loop
when broadcast storm is occurred, the quality of customer network is influenced by broadcast storm in this
situation. Therefore, the authors propose layer 2 loop detection method that uses two kinds of unicast packet
(probe packet and clear packet) and consume far less bandwidth. In this paper, the authors also evaluate
and verify the efficiency of the proposed method. We found that the necessary bandwidth of the proposed
method was very small and the duration where test packets retain in the network was also very short. The
dulation from network loop creation to network link depletion is enough long for netowrk administrators to
fix layer 2 network loop.
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Fig. 1 The conventional active mehtod.
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Fig. 2 The problem of computer with conventional active
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Fig. 3 The combination of twho conventional methods.
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Fig. 4 Loop of test packet.
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Fig. 5 Loop detection sensor.
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Fig. 6 Loop detection by rounding test packet.
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Fig. 8 Flow of test packet.
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Fig. 9 Loop network after sending clear packet.
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Fig. 10 Type A network topology.
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Fig. 11 Type B network topology.
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Fig. 12 Architecture of loop detection sensor.
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Fig. 13 Performance evaluation environment.
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Fig. 14 Bandwidth comsumed by rounding test packet.
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Fig. 15 Duration until to clear test packet loop.
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Table 3 Definition of parameters.
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Fig. 16 System configuration of measurement.
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Table 4 Bandwidth ratio of broadcast/multicast packets.
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Fig. 17 Time period until bandwidth exhausting.
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