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Reducing Revocation List in a Revocable
Group Signature Scheme Using Bloom Filter

Kar KiIMurab®  ToORU NAKANISHI!P)

Abstract: A group signature is a signature scheme that allows a user in a group to prove the membership to
the group while keeping the anonymity. Group signatures require a revocation function to prevent revoked
users from sending messages. Previously, a revocable group signature scheme for crowdsensing has been
proposed. However, this scheme requires periodic transmission of the revocation list to the verifiers, and the
data size becomes a problem. In this study, we aim to reduce the data size of the revocation list by using
Bloom filter, where the Bloom filter is a probabilistic data structure with false positives, but its probability
can be controlled. Considering the number of revoked users, the acceptable probability of false positives, we
applied the Bloom filter, and then we evaluated the degree of reduction of data size and the communication
time.
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