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Proposal of Robust Adversarial Detection for White-Box Attack

Kyohei Yamamoto '* Masayuki Yoshino' Yumiko Togashi'

Abstract: Deep learning is utilized in various fields, and it is expected that it will be introduced into fields related to human life such
as automobile systems and medical systems in the near future. On the other hand, with the spread of deep learning, research on attacks
on deep learning is also progressing, and there is concern about damage to the system. A typical attack is the Adversarial Example
Attack, which causes misjudgment of the inference model by adding artificial noise to the input. On the other hand, countermeasure
methods are also being researched, and in particular, Adversarial Detection, which detects Adversarial Examples, is known, but if the
attacker has information on the detection method, detection accuracy will decrease. In this paper, we report the experimental results
of Adversarial Detection, which can be expected to have high detection accuracy even when the attacker has information on the
detection method.
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Main

Input: x € RY

Output: result € {0,1}

1. result, x,,..,x, = Stepl(x)
2. if result ==

3. Lresult = Step2(xy,...xp):
4. return result;

Stepl

Input: x € RV

Output: result € {0,1}, x,...,x, € RV
Parameter: 7,

1. count = 0;result = 0;
2. foriin{l,..,n}k
3. | Generate noise § € RY;
4 |x=x+8

5. |if F(x;) # F(x):

6. count +=1;

7 i count >7 1

8. L result = 1;

9

. return result, x,.., Xy,

Step2

Input: xy, ..., x5 € RY

Output: result € {0, 1}

Parameter: 7,

1 List=[0...0]; (List?D#EZ)=(label¥)
2. count 1=0;

3 foriin{l,..,n}

4 |count_1=0; x; = x;;

5 While F(x;) # F(x;) and count_2 < max:
6. Generate noise § € RY;

7. X = x; +8§;

8 | count 2+=1;

9 |if F(x{) # F(x;):

10. List(F(x{)+=1;

11, count_ 1+=1;

12 i B,

13, | result =1;

14.return result;
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20 4
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10 1

N E— S
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