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Comprehensive Survey of Password Composition Policy
on Japanese Authentication Websites

Masahiro Fujita! Tadakazu Yamanaka ! Nori Matsuda! Akira Kanaoka 2

Abstract. In this paper, a comprehensive survey of password composition policy on Japanese authentication websites was
conducted. Specifically, the following four factors of the policy was analyzed: (i) minimum password length, (i) maximum
password length, (iii) character types that users can use for a password, (iv) character-type composition requirements. Compared
the result with that obtained by previous works, some new findings were shown. In addition, based on the result and some references
(i.e. password standards and guidelines), the following research question was discussed: “why developers of the websites selected
the password composition policy?”.
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