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A Study on Tamper Resistant Software utilizing Return-Oriented

Programming
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Abstract: Self-destructive tamper resistant software based on self-modifying code was proposed. However,
it cannot be used on a CPU which cannot run self-modifying code. As a solution to this shortcoming, another
construction method of self-destructive tamper resistant software that utilizes data memory was proposed.
The method utilizes Return-Oriented Programming (ROP). In this manuscript, we study the self-destructive
tamper resistant software utilizing ROP more in detail and discuss its features and issues.
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