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A Study on Mitigation of Model Leakage by Model Fragmentation,
Shuffle, and Aggregation for Federated Learning
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Abstract: Federated learning is a privacy-preserving learning system where users locally update a shared
model with their own training data without sending them to the server. However, federated learning is
vulnerable to a model inversion attack, which infers training data from the models updated by the users,
referred to as individual models. A solution to prevent such attacks is differential privacy, where each user
adds noise to the individual model before sending it to the server. Differential privacy, however, sacrifices
the quality of the shared model by noise. This paper proposes a federated learning system that is resistant
to model inversion attacks without sacrificing the quality of the shared model. The core idea is that each
user divides the individual model into fragments, shuffles, and aggregates them to prevent adversaries from
inferring training data. The resulting shared model is identical to the shared model generated with the naive
federated learning.
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