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A Collaborative Data Analysis Method Considering Privacy
in Different Industrial Fields
-- A Bilateral Analysis using Common Data Structure and Garbage Class --

Hiroshi Someda'* Shigeyuki Osada® f

Abstract: Digitalization in social and economic activities brings expectations to create new values by sharing and analyzing data
between different industries that have different data structures. On the other hand, there are increasing concerns about privacy
violations that accompany the deepening of data utilization. To achieve both privacy protection and data utilization, various privacy
enhancing technologies have been proposed. In this paper, we propose a federated transfer learning by transforming different data
structures into a common data structure. This paper also shows a method for generating classifications by setting garbage classes
and unseen classes to improve their precision and recall. In addition, the paper illustrates several examples to evaluate the
effectiveness of the proposed method by creating classifications that cross two organizations in different industries with different
data structures and confirm the effectiveness of the method from its precision and recall.

Keywords: Privacy, Vertical federated learning, PSI, Garbage class

L LB DRI A b OLER B 5. —HIC, SRR TR
- W BoLaB2nl, Kx o7 — MG ICR
7 IFMEIC & o TIMEAREE L TN CIEOILE, B pg - e gyl S g e, ZOFEEHE D I Z

DEFOMMM T — 4 G35 2 L THIZRMA 2% Y12 2 RN D

TH—ERARMIIENT ZEREETHDH. LrL, 7 F 7 L SRR EE D & FHEATEE 1T 9 Private Set
ANVHEIR DS Z LD, BEOREEZNS Z L7 M Intersection (PSI) [S]MER I TWD. LavL, fEAFEH
AOFIEESBROWHEERATIATO 2 LB TER gy (e 0H A FI4 28D L, FAZIELS S
W EIT, TIANVERBLIERBORE, TS0 e B L bOIoVTh, BARRE LRSS

P2 FEDSRD LTS 39 EHICED TS, ZOFEENS & (X
77 A N gLl (Privacy Enhancing Technologies: AOREERE L huEie b7aue).
PETs) [1]&MEENAEM A H D, Z DT, 7—F &k ABFZECIE, LR L7 RL2EHE 2 E N EIET B A

FIbZ e, BFEIT2FHEELTCHEESEY BHE LT, KaBEoF— 2 HED 55, 1 S -IE
RIBI4IMER ENTWAD. 2 b, RS 2EFR L TAEREZESLONHNIT, D EZHAEEIC AN
TTF —Z T A 0BTV, SHTICHWS 7 — 2§

1 FUR TR REMGSE TR 1/ X—a VAR * someda.h.aa@m.titech.ac.jp
School of Environment and Society, Technology and Innovation Management / + osada.shigeyuki@jri.co.jp

Department of Innovation Science, Tokyo Institute of Technology.
2 S AAREMIER &%= U7 o HLfE

Security Control Department, The Japan Research Institute, Limited.

© 2021 Information Processing Society of Japan —253—



T & CHERMZEGTHFE 21T O FEERET .

LIRS, ARERO XD ITHIRT 5. 2 T, R 5
I L HAABICOVWTHAT 5. 3 BTIE, EeYE %
JSRLT, @9 27 — A HERFET D 2 DO T,
T2 aAT 5 e MEBENFET LI LEk
R D TEERRET D, 4 ETIE, BEEZFERIZIVEF
flidsd. 5SHETELDEAROPBEELERD.

2. BR
2.1 REBHOEEE TS/ DOERE

RO TF — &2 2 LOWT2541%, K 1
TR & D I T BT LT — 2 A E T D
N5,

Organization A
(e.g. Bank)
—

<
Data

Data analysis
Organization C

(e.g. Ad)
v &
Collective — Insights
(Value)

Organization B
(e.g. Web service)
—

=
Data

—
{9} Machine
{§} Learning

X 1 SEFZMET DT — & o iR

Figure 1 A data analysis platform for different industrial fields.
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Figure 2 A data analysis platform using federated learning.
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Figure 3 Horizontal and vertical federated learning.
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