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Abstract: The TLS security model enables the identification and secrecy of the host-to-host communica-
tion channel; however, TLS cannot guarantee the relationship between service providers in Web services that
cross multiple service providers such as PaaS providers and CDN providers. The user may be rerouted to
an unintended destination due to an attack or operational accident. In this paper, we propose a lightweight
self-managed mutual declaration mechanism, M2DMRT, where service providers mutually sign their TLS
public keys and publish them in DNSSEC-protected zones. With M2DMRT, service providers can mutu-
ally declare their relationships with each other without relying on a third party, and users can easily trust
the relationships and avoid threats by verifying the signatures. We designed a protocol for registering mu-
tual declarations in M2DMRT, implemented a server-side proof of concept, and, after evaluating its basic
performance, found it to be sufficiently performant for practical use.
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SHOA YR =%y MBI 2EF 2V T4 ET LI
Transport Layer Security (TLS)[1] {2 & % host-to-host @
HEROMA - MEEZREARL LTW3. TLS TldEE
HFEDOFRR MDERT 2 B EICE 0 2 N HH
% Web PKI 72 & OISR EOWTHEEL T, N6
PERERAE ISR I N F XA YR EFRFEL /2D (DV GEA
E), FXA VHADOFFECIMA TR XA 2 EET 5/
MZFEEL /2D 35 (OV itfE, EV FEAE). £7- TLS
T, DHE/ECDHE2], [3] 72 ¥ DD A A% v
THITMEE O - /- HBH 2 AR L GEFRZIESL
T, BENEOWE BIEMHRIAEZEHR T 5. TLS &
host-to-host DEFEEDFINICE SVt F2 )T 1 T
NTHB—HT, KBRS —E R T a1 ZREICBT
NP ZEOEHA Lo a A PR EEEZEERELT, B
D RX A VHIZER > TRFEIAZE 2 1G5 2 A
(Subject Alternative Name; SAN[4]) HE R L TW3.

A B =%y b ED Web - RZHLET 20—
ATaNA RiE, Web 77V r—2 arom&eet - Fl
AEHEOKBEL - o> 7Y oRaEtR EITHIG LT,
Ny 7Y REROEMILPHETST . ZDDEKD
PaaS 7B N4 X% CDN 7ung Zroy—rxrn
NARIZED Tz —EAMF 7 4 v 7D reroute IZ& o
T, —D2D Web —EADPHBEINZHEDZ V. Hlx
¥ e-commerce ZEH T 2 Web — ¥V 21%, REY—L
AZFHITAS P —E R T B N4 X% 3-D Secure #oalk [5] &
BUASI LYy P A— F&RHIC HTTP VXA L7 D
AL > TH - R NTF 7 4 v 7% reroute 5. %7
CDN FuAA Kiday 7 v VEEROHRN LA E
PGB EEHT 52 HWE LT, DNS SV U R
0L VI & B 4HIRERR TP anycast IZHDWT 2 — W
Way sy YREY—NZHETTH LA NI T4 v 7
% reroute 3 % [6].

AFETIE Web 4 —ERZHRT 27D ICE SN b
P—VE R NT 7 4 v 7D reroute DEIEMICEIT 2 BREE
THAEWOWS. ZOBRET MV, EEaIhky—L 2R
Tung XEEEWERICE S S BEEATHEE LTWS D
DD, ZDEEHIFAEZEOH R, SAHMENRNZ 2 IZH
k55, HITP VX4 L7 M-I < reroute RO B &
L TiX, URL XX A, DNS spoofing, ARP spoofing 7 ¥
HEFONE. INLDEHEBEADONEL LT HSTS[7]
2 X B HKF SSL (bR Y & 25| L L To HTTPS ©
MHD#E Z 5N 5. HTTPS AT 2 2 & TEEHFO
RAMPERL T ERNMBIEAEIC X o TEEHETFD
RIEXh, HEROESIZE S WEZza YT Yy YVHREA
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DRREN - BFIEDAEEE 225, LA L HSTS Ik 5 KY >
DEHIDEA T ERWGEIE, REFICX S HTTP ~
@ downgrade[8], [9] AAJAEL 78 %. F7z HSTS 2k 23R
V> ORGSR RBETD, SAN W TRFREE
HEPERD R PTHAEIRTWVWEHE [10] ZED—
EDFRM T TRY > o5l [BlE#C = 2 ATREMEAHER S 1
TW3 [11]. £/ DNS KHE ISP —L AT T4 v 7D
reroute RFO BB L LTI, EHEBICLAZREIRRZED
HEAHEBICHK T % subdomain takeover[12], [13] 23281F
5N%. Web —ERZMMT 59— 2711 K]
DEBRDTHIM L 7B, RICH O —E R T mrNA
KZOEREDRE IAZELSETD, WEDBITHG D
uukﬁomtﬁﬁﬁ#ﬁ&éhfmé#%i #@ﬁﬁ
POMRTE e TENUL, ZOXIBREREHSZ
MTES.

U ELOBRETNERRT 2720, KRFRTIE Web ¥—
R EWT 2D Y — R TN A KD - 7Bk
MEHAICES TE 5L LT, M2DMRT (Mechanism
of Mutual Decralation of Multi-provider Relationship for
Trusted Web Services) Z#%3 %. M2DMRT (& Web
PKI % TLS 2% 7= host-to-host DE(EE DFAIDR
FEENTWAIREZHTEE 5. ZobeT, ¥y—E X b
Z 7 4 v 7D reroute TLOH —E X T 0 NA XX reroute
HOY—E R TS XORNFEGIC LT, BE DM
TTORNBHEERT S, YV —ELR VNI T74 97D
reroute LI — L X T a4 KB [FEFRIZ, reroute JTLD
PF—E X7, XORFEBIINLT, BHOMEHRTT
PENVNBHERERT S IhHDTIRIVEL L BLNR
DRNFICNIET 2 —E X T a g Z41%, Web —t
2 DORHHE O HIEEATRER LAY b VIR 5.

ARTIE, VR MNVOBRCEEESR IS VI a
BBT 227578V T4 QB2 EELT, ZOLK
Y+ VU & LT DNSSEC BE#MbENTWVWS Z & ZHiRIC
DNS Z#H 3 %. DNSSEC {2 X b DNS ®/L— b zone
ZEEOIEL Y T 5 trust chain ET, V' — Y HICHERZE
2 DNS H— Dk, ZZIXERIhIZY Y- L
J— FOEIEMDIRIAEESNS. Web ¥—E RDRIHE L,
Y- 27N XDV —E R NF 7 4 v F D reroute
Ff1Z, DNSSEC DEAHAIZHFED W T, reroute JLE reroute
DY —ERATONAL ZEZNZNDY —E X T 0L XH
M RF#, 2G5 ENLTIXVBHL RIS 5.
INODTIRNBHERAEST 52T, S —E X
Z 7 4 v Z® reroute A3, reroute JLE reroute FoDFNE
NP —CRTaNA ZIPERI LD DN S %, P—
ERHHE DR THEES % Z L AR 72 5.
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2. FEBERRE

2.1 HTTPS ZHifZL 9 318

Certification Transparency (CT)[14] (¥ Web PKI 23
V% P EREE R O S [15]) wes LT, EREERIIC & B
FEAE OMBEITOER D H 2 WEBEH 2 2T X 5 RN EREEH
ERTEBRAT 2HHATH 2. RBEITORECHETEN
f:?Eﬂﬂibi I —F O HITIEYREEAE & XF23D

"3, WEENRDHPHIELWT A T\’C%Zo?b)@i SUTH
Z5BDY A MICHEREERZETAN LT —2R2ED
BENEIEZINZEREIET 5. CT TR
FAERAE AT T ABICE = EHA T2 CT v/ —n—
WCEFRE 2 BT 5. BRI CT a7 — "= 53k
BAEZx LT Signed Certificate Timestamp (SCT) &
I XA LRR Y THNEENS. GEAEDKELRIC X
SCT 2% ¥ CT u 29— NIZEHT 2itHEICET 3
FATORERD D 202 nEbE 5. BMEHKRKR L7256
WIERI—D AR M a2 RO OREHE T H 2 FATREMD D 2
LT 5.

Cross Origin Resource Sharing (CORS)[16] 1&[A—3 Y
YRV IIZEDVIHEHEINT WS Web 7TV o —
¥ a BV, ol E—ERERR L THloY —"AD
HTTP V27 TR M 2§ 2 -0 OHMATH 2. F—F
)Y YR Y 2UE Cross-site Scripting (XSS) % Cross-site
Request Forgeries (CSRF) W57z Web &2V 7 4 &
B2 < 7o DICEE R EH 2R =5, CORS LI 5
%a, HITP UV 7 A by XIZid Origin 7 4 =L K3
BIMXAT, HTTP ¥ — 2% L TILD Origin ZAVRE
N5, Origin 7 4 =V FftED HTTP VY 7T X b %2%F
- 7= HTTP ¥ — N Origin 7 4 —V FE S L TTOD
Origin #7833 5. Origin 25F8AE X /=85, HTTP L
ARV ANy ZIZIE Access-Control-Allow-Origin 7 1 —
L RASEMENT, HTTP 7254 7> M L TEREX
7z Origin 4% 7R3 .

Subresource Integrity (SRI)[17] i& Web ¥ — ¥ A DAL
12 CDN REDY— F =T 4 L TR YT M RED
subresource 25 A M EN BRI EEL T, D subre-
source DX A XN ZAJREMEZ BB R 5. Web —V
AT script X 7% link # 7 CH— Fo8—F 4 ETHR
b X7z subresource ST BRI, H 5D L subre-
source b LICETHE L TBWz Ny ¥ 2% integrity JB
B LTINS 3. Web ¥—E 2D —4% subresource
W27 7 AT BB, integrity B ICE S NNy
YafHr EBECERGE N ary Ty nbEE LY
YafEER L CTHEIEEZREET 5.
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WE 4  Distributed Hash Table (DHT)[18] =%
Blockchain[19] FffiicE S WA FE L K MU O
EPEATHS. DNS Z0EILEAI PV LTR?S
K%, 72 4 8% Transaction ID spoofing[20] 72 ¥ D&
Fa2V 74 LO%EE2S, DHT % Blockchain % FWT
DNS ZHME L L5 3T 2WMOEAND S [21], [22].
Handshake[23] i&7 0 v 7 F = — > % V7 JEHR LSRRy
M7 Fa)LTHhs. Handshake v bV — 27 2SN
TAHRETE, v IFz—ZED by FLRILRXA
VEBHTA NI U a vEARULBEFTE S, %
7z, ARRIC R XA Y HOEEE I 7ay 7 F 2 — 2 L TE
HMEZ LT % % 72, Handshake v » 7 — 213 PKI
B 2R 0% EI D B2 3. Handshake 1& K X A >
# O EIRHEREIAR G NSRRI IR A v T4 TR 52 %
T & THREMILZINT WS,

2.3 DANE TLSA

DANE TLSA[24] iZ DNSSEC 1 & » TfR# X7z DNS
V=T, V—=YHADEKANTHAT 2 TLS DNFISHAE
HESNFEFFIAE L B4 T 28R EHET 57 b a
NTH5. V—rDEHEEX DANE TLSA 754 7k
W0 U CRERHE OMGEE A ERIEET 2 2 e TE, PKI I
#EH 5312 DNSSEC @ trust chain @O A %S L CTHEE X
BHBZIENTES. BB, HELLER MIBT SAEE
REFEHEOIFRITE 20, HEO KR MIER 2R
R, V=UHNDERXNEIEET S IETERL.

2.4 FEBEMAZEEDLLEE

AR TIIBEE 2 RS 2 -0 DFFlif & L TUT 2
ERT 5. Th o OFHH I ES T RE 2 LS %
¢ R1%EE5.

1. Mutual and verifiable declaration of service relation-
ship: Web ' —E A ZMHHKT 29— 27 a1 XE O
BEEZY—E AT 7 4 v 7D reroute HifRD N DI
DOERTEIBRELNDS. I TERIN Y-
AT a4 ZOBIRMEE L —F DD HMEERRET H %
WEDRDH 5.

2. Localization of transaction of declaration modifica-
tion: Hr—bE 2T aNA XEOREREDERICHHZ
YHITavid, 4 & =2y MO 71 —oN 07 Web
RER X Z2EK TR =7 TV THIMENDHE. D
72T - 2T aNA ZEOBBRMEDER LS T
Y a VAR TH20EDRD 5.

3. Self-manageable declaration of service relationship:
P — 27 aN A X OBRMEIE G FEE R LD ZRBIRIC
Mb2MEEETS. 20D ITERINSBEMEZ
HEHEOEHT 2 LAY P VARENIATOT, HFEH

— 150 —



® 1 BEDIE L DL

_ Web PKI / CT CORS / SRI "a"‘;s:Take / DANE TLSA M2DMRT

Mutual and
verifiable declaraion

Localization of

i Middle Yes
transaction
Self—mar?ageable No No
declaration
challzatl?n of No Yes
failure points
Minimum No No

disclosure

DEEDAIZEDSNVTLRY M) h S HERHIRT X 244
EdHb.

4. Localization/minimization of failure points (indepen-
dent from central authority): ¥ —E 2 7w N4 XE DY
FRUEEZERTILVRI PV, A v&X—3v MDD S
0 — L7 Web BREEZ XX 2 BKRTH A2 E T 202
DHb. ZODIDLRY b VIFHREMEN AR Y
DY —FEFIHKIFE LR VR L T2 080D 5.
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3.1 BETBRERE

B 1 1ZBEFD Web PKI 2 & %52 b OEIEMHED A
PRALEREEZELTWS., 22— EC ¥4 F Tl
EEALIZWD, RELEST2LHD Web %4 T
H 3 Payment 4 AV XA L7 M Eh, RFEEERSH
Tl BET S, 2—FDT N4 REE LD Web ¥ —
NETLS ZFALTEFBLTED, 2—FD7 1 Rk
Web ¥— 20 S X N2 NEASHEEAE - b 12, TR
DINBASHAEAE % trust anchor ¥ 5% Web PKI O trust
chain ZFIH L, &% D Web ¥ — NOHEMZMGET %
5. L»L, =X EC ¥4 b ¥ Payment ¥4 b&K 4%
DY —LR7uNf XETOEREERIETE R VWD
VXA LTk ENTz Payment ¥4 M LIRFER T 12
T2 TARYIC EC VA FOERHEHBATE 20b
DBV, Fiz, HTTPS N1 ¥ v v 7 K &S CDN B
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WBFBY T XAV TA A —NKEIZEDY, 2—F1F
EC ¥4 POERLARWHEERIZV XL L7 FERD 3.
B 2 1% Web PKI & AR THRE T 2 HMIC & 2 Web ¥4
MR OBEGRMEAEHH UZREEEL T0 5. AR
TlE, BFREEEFOEROV—E 27 a A XD Web H—
NOFFH LTV TLS 2NFfICOWT, TLS a8
HICBHT 5. BAHGBEREEOHEES £ LT, DNSSEC
TREINZY — LR TBANL XOHER DNS % — TR
Bi$%. DNS ¥ DNSSEC #flfis2 T, HEES
B —VERATuN, REFICK D EETE, JEhIREEt
BHO. Fi, Y-V RN, XIE=FIEL 7
CHEESZIENR, £, WEITZ2Ze2TE5. BAX
-V RATHHATBTRTD TLS #R7IZOWTHEIZ
TV, £AZHIILZDNS UY —XLa— R LT
T30, =R 7aNAL RiFZTRTD Web H— %
D2+ UTABT 208N 2w, Ak, 22—
BY—E27uNA R OBEGRENE D ICHAETE .

3.2 HEESOEHROI -T2

31E EC ¥ A4 & Payment 4 +D 2 DDH%—V
A TANA BENEFNIZET 5 MRDA (Mutual Relation
Declaration Agent) [+ OFRGEE & D> — 7 v R %R
3. E 413 MRDA 12X 3% TLS NBEANDBL L, B4
WEDAERSINIAHEES DNS VY =L a— Fx /R
TEY—T Y ARRT.

Y — 27N ZTIE, BHRZHEAS 2 Web ¥ —
NOD TLS RH#E% H 55 L MRDA &L THBL.
F 72, M MRDA TIXFBALICIENFRERE S X 28R T %
RS 2725, Y= X774 XETHEVWONHERC
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HHEHES OFBUWERDBREL ko 75E811%, £3, W
MRDA F-CERAE & #2175 . X 3-(1) - K 3-(3) Tld
HWOIZELEK (noncey, nonces) BEE L, WMEHRTEHIN
72 b DR MHFORNBAAE THILT 2 Z L THALT 5.
3-(4), ® 3-(5) TiZ Diffie-Helman Ephemeral $#33#1%
TV, HEH (SK) 24T 2 2 & TUROEEZIHEL
TEL L1275,
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HEEEL, TRTOPFIZOVWTHAEICBLT 2L T,
D Web H— T TLS @EEKIHT2HATH IO
BHIFHTE 5. BHITMES TLS WEH#EIZ MRDA T
137 K4 D Web = "DEH L TW5 79, MRDA &
TLS MEHE#ELZFE-> TBHXRTEZHOT—I =Y MBS
HERT B, B TLS KT FEE S 2Mlo MRDA
WREXAURRE SN 5. MELICKR L 723555, HEBLE
FRT 5.

®%IC, HHEES%2 DNS VY —2La—Fe LT
35, VY—ALa—Ni&, BHT S TLS WE#Hr B4
X3 TLS NBH# O OB ER SIS,

—— : Relation
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4. RE

RFE T, 3, 4 1ZR L7 EC %4 F KU Pay-
ment ¥4 b MRDA % PoC E#¥L7%. TN TOKAE
% Python3.8.2 THEL . BEICIIERED socket 7 4
77V EMALL. BELEIZOWTIE, DiffieeHelman
Ephemeral $#3#121% cryptography 74 72 U %, TLS
INBRSEAN DB ¥ Z DMEEIZIX PyOpenSSL 74 75 1)
%, BED AES 5t E5 12k PyCryptoDome 7 A
TV eEhERARAL .

MRDA FLOFRECHELE, 2D —L X TaNf X
¥ RSA BRT7ZAERL, BCOMBRTESL LB
FERAE 2 RS TV B HME R RIS 5. FRALIE A VIS
nonce #iEE L, MEHTEH LIRIE L 2RICNBAEEEH
ETEBUREMIET 2E TITo72. T/, BAELIBROMEED
PENE L 2R RS % 728, Diffie-Helman Ephemeral
FRUIT K 2Bz TV, DBEOMEEIZ0Hmiic X -
TW&% AES CTHEE{LT 5.
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R 2 FHllisRIE.
(O} Apple MacOS Big Sur 11.4
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R 3 L - DB XIS o K O F.
1) (2) (3) (4) (5)
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(6) ) (8) - -
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R 4 TLS REHEEL DX H 0 o R D35,
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fli5 > MRDA ZxfL, TLS Ky Zo#zFH T2
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%5 L7z MRDA &, fi/5®D Web %4 M THEALTW
5 TLS NH#ZMEH LU THEES 2. Zhz50 TLS &
BSICH LTITS 2 e CIRTOMHAEES OAERMNRET T
5. BB, BED Web —N2fHH L TH— L A2
LTWBRYE, —Do0F—L2xFafKITH L TLS #
R PEEBEET 25E81E, $TXTO TLS #ER7IZOWV
THEESZ4MKT 3.

5. 5T
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JUHERERS 2 R L7z, B 5 2 B 6 ICFEMRER o X % R
. AHMEEREEY LT, R 2ITRTaryPa—XEHAn.
x 3, ®4i1, zhzhoXE%Z 100 FEFHIIL THEH L%
EERT. FHEITIE, 2 00— RTaNS XBZTH
ZH1DOD Web — & TLS #R7ZMFHLTVWS Z
LEHitEe L.

5.1 BRGE - S5k

£ 31BN, (1), (3) 1Z MRDA DMEH#IZ X % nonce
ANDBXZ D BEEEE, (2), (4) X (1), (3) THEBHLD
REAEIC X B BEEC D0 2K %, (5), (6) 1 Diffie-Helman
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R %, ZHZ24HRL TW3. nonce NDEHLR Diffie-
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f23hiroT0W2 b DD, BHMEERHEHE DR &
THEITTETWB Z e bhoT-.

5.2 TLS RHBADEH

£ 412BWVT, (9), (14), 17) W FFERICEIZ X v —
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6. Xr& | SHROFE
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