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Recognition Characteristics of QR Code and Their Vulnerabilities

Itsuki Hashimoto'* Yuto Murai' Daichi Nishii' Shogo Nakajima'
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Abstract: With the distribution of smartphones, it is possible to take pictures anytime and anywhere, and this utility
has accelerated the use of QR codes for a variety of purposes. Currently, smartphone cameras are linked to QR code
decoders, and some smartphones are set to automatically recognize a QR code when the camera is pointed at it and
not only display the URL, but also access the website with the URL. Since QR codes cannot determine the
correctness or incorrectness of their contents, unexpected authentication and guidance to malicious sites have
become problems. Therefore, it is highly desirable to allow authentication and guidance to a site after carefully
examining the contents of QR Code. In this paper, we give a method of constructing a so-called invisible QR Code,
in which the QR Code itself cannot be seen. We will demonstrate that some smartphones can misidentify the image
as a QR code.
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