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Hardware-Trojan Classification at Practical Trojan Netlists
Utilizing Random Forests

TATSUKI KURIHARAD'® KENTO HASEGAWAZ KAZUHIDE FUKUSHIMA? SHINSAKU KIYOMOTO?
Nozomu ToGAawal!

Abstract: Recently, with the spread of Internet of Things (IoT) devices, embedded hardware devices have
been used in a variety of everyday electrical items. Due to the increased demand for embedded hardware
devices, some of the IC design and manufacturing steps have been outsourced to third-party vendors. Since
malicious third-party vendors may insert malicious circuits, called hardware Trojans, into their products,
developing an effective hardware-Trojan detection method is strongly required. In this paper, we learn the
hardware-Trojan features in gate-level netlists with a random-forest classifier and classify the nets in the
netlists into a set of normal nets and Trojan nets. We develop a machine-learning-based hardware-Trojan
detection method by introducing an oversampling technique for imbalanced data and evaluate the perfor-
mance of the methods using Trust-HUB benchmarks as well as several practical Trojan netlists.
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IO LEBERERZY, "—Fv =7 buAf omHIcET

SIENBATHS [6. LhL, Hirth —F7 =7 b

oA OBRHAEPRRERINTD, TRZATHTIL

Hilln—Fo 7 baA RTINS BEEID

% [6],[7]. RHIDOA—FY =7 bafE2RHT 2720, #

WEEEZFHELEAN—Ry 27 b4 OBHELRARA R E

%5,

ARTIE, EERBEEEELZN—RFY 27 baA R
XU, HWEE WA= Y 27 b a4 BHFEE#E
AL, @RS 2. B EzHnenn—FY =z
7 ha AT, ETERREHERTH LS — LV
2y FPURARDESRY ML, 2y VEZADF— B X
Uty b OIEHRPHBMEZREE L LT3 5. K
B2, wR v FEEOS — MEES A v N ORE SR
L7z 11 HORE 8] BLY, MR v b ORENRE
R L7z 25 [EORE [9) ZEH L7z, 536 DR
BEZIVRXLT A LVAPTEEL, &4y POIN—FY =
7 haAERERT 35y FELPERNT . FEHOR,
J—==py b (IEHZEBEZEET 2%y ) IS5 b
Bty b (N=Fvz7 baAfE2EET25y ) 0BG
P 15% KL, 75 ZADRHBREHTH 5. R
F—RIHEMEE BT 2 2, DEBIRY 5 2 DG
BWENTLES CepfrRoTW3 [10. 22T, K
ET -2 L, BAEROEAMNITEZELTE L7
KL, A—N—Y YT IRMEHT ST, baf Xty
M OFHHEEERL, T—XBORD 2E L. FHES
BB EBR DNy F~v— 271k, Trust-HUB [11] 122B X
T3 2 @A, EEECOMAZEE L7 22
A a7 BEDS — L _LERy PUZX M2V,
AR & 2 30 TR DFER, F¥ TPR (True Positive
Rate) 78.1%, “F¥J TNR (True Negative Rate) 98.7% % 1%
L7z,

RO EIRE L TIRT.

(1) 7Y RL7+ VA MIEEN—FY 27 baAfBHFE
% A BEONY Fv— 27 ICHEAT 5. @MBIEBRO
FER, 5 TPR 78.1%, ¥ TNR 98.7% % MK L 7z.

(2) FHET -2 LA —N=Y > TV RT3
Z & T, Trust-HUB D 32D+ » + U X MZDOWT,
PERTFIL (9] LB L2 2 25, ¥ TNR % 100.0%
KR F %, P TPRA 6.0 KA > MMaEL-.

(3) EERBEARELZN—Fv =7 baAfREECHL, #

U7 20 B2 TOERETMa A 2y M OBHITHK
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2. N—FUIT7HRARRBICEIT2HMEEZ
BWeN—Fo 7 bOA DOEH

AETE, N—FNY = 7HBEECBIF 2N —Fv =7
Fe A BHFEEENL, PBFOFEOBREEZHS 2ICT
3. EAE, B ICE O WEANA— R Y 27 baA BET
FEEE CREIh T3 [7],[12],[13]. R, [8],[14]-[18]
T, RILBEUFF— L3y FURRZRRE L
TEY, BEF¥E 7LV XL LT, =2—F% vy b
T—20, Y R=bRT X2V (SVM), SV ELT7 LA
FEHAWTWS.

SCHR [14],[15] 4, =2 —F 1%y P Y= B XU SVM
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DPEP (/=< y M) AT 5. Fik [14) 1%, 17
FOxy b YA MIHLUFIB%D ha Ay MRS
5Z LTV, HEREEHliicH WS hTVwE Ry
FUZR D2y FMEUEE 4 9,000 TH 5.

SRR (8] 1, BMEEE T ALY RACT VXA T+ LR
FERHALEANA—FY 27 beAf BREFEEEEZEL TV 5.
FYRLT LA MIERFEE T LY X LD—DT, %
BOWEARDERO TR S ZHIRTTH Y 7 2% HRD %
T YITNVERTVNITYIALTDHS [19]. FVRLT *
LA MIZHORERGERDO TR EME ST
TH—O BRI DBEEOBWEREZEONS. R
DGR, 15 BED X v U R MK LFEE TPR 68.3%,
S TNR 100% %2R LTW5. Lo L, MEERHICH WS
NTVEA2y PR bDOxy MUIZHESHEA 9,000 T
H5.

SCHR [16] 1%, RTL ofilffiza —2'7 7L, wWEN
—a—I1Fxy V=AW TA—FY 74D b
) AR RS 5. 1THEEDO RTL ©5 5, 16 EED
MY AEEEERHTETED, §lfll7a -2 788 T0
/=Ry I THEEIN SN L TEAENRFET
H5.

R [17) 4, "—Fo =7 baA RIcHW2 713y X
2 & LT Fine Tree, Weighted k-NN, Fine Gaussian SVM,
Bagged Trees @ 4 DDHENH D B 2 HIRL T\ 5. [l
DFHHE & LT SCOAP [20] 2 ¥ 2 FEZHRELT
B, Bagged Trees 34 TPR 82.5%, 4 TNR 99.0%
BEMRLTNWS. RYFv—2121% Trust-HUB O 16 FHH
DEEEBHNSATWEH, WIAD/NMNIETH 5.

SR [18] 1, k-means EIC LB 7 AKX Y 7 SVM
ZHWEANA=FY 27 VA BEFEEREL TS, F
i [18] 1, 100% D Accuracy TN—Fv =7 b4 ZHH
LTW32, baA Sy PORSEIZTETOARL.
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DEo &k 5iiz, B [8 & Accuracy 99.2%, F-
measure 0.793 LD EWVWRIATEHLTED, 70X
L7 A VA MEANA=FY =7 baABRHICBWTRICHR)
TH5 [13]. W [9] 1, bV HEEE ORGSR Z Kt
L7-FHEZRRL, 2 EO Ly PV XA MIHL >~
BLT7 VA eHWIN—FY =27 b BHFiEzH
W TPR 63.6%, “F39 TNR 100%%ZZM L TW5.
TERFIETIIEZERTERD - 2B OMEN RS T
522 T, MERFETHIITCE R oTonNn—RFy =T b
A BB ZHHT 5 2 I LTVS. WTROFETH
HREFHEiIC 1X Trust-HUB OV F~<— 2 2{FHHLTED,
XD ERBIGEVEFKICOSELTH A=Y =7 b a A&
FEOEMEERETT 2 0ENDH 5. 22T, RRETIEE
BEEEELENA—FRyz7 bafEEICHLTT VXA
T7ALVAMERAVWIENA=FRY 27 b4 HFEEEA
L, #HMid 5.

3. SUALIALANERWEN—RDTT
O REFE

AETIE, FVXL74LVAMeAVEA—FY 27 b
o4 B TFEOFMZ R

3.1 RHEOFHEN

BMHEFEZ, FEHe#EAD 20070 —1X9hhb. ¥
FHoo—TlF, baAtxy bOHMNATOREINTVWS
H¥BEF—ZERNT, barAf Ry b2/ —<Lxy Ok
WEEET 5. 25, BAOAY PV RSy M
MLThaAry bERHEOT 2 36 HORHYEZ M3
3. 36 HORHMEELR 1 IR, FEEE, SRy
NEZA DT — MEES R v N OBUESER L 11 HORH
B[ BXY, WRExy b OGS E KL 72 25 1
DOFME [9) OFt 36 HE A L. Xic, MH L7 36
DRMEZHLICT VY E L7+ LA NBRAIBRTEEL, X
FIRX—REPFET S, Ao —TX, ¥BLET XL
74 VA M#EABEEZHOWTRADOAY PYRME b A
v b/ =<ty MZOETE. £9F, KRAOA v b
VR M6 36 HORHHRE 2T 2. X, FELLT Y
A7+ LA PEEREZAWTCRYy PUX b2 bR AL Ry

F 2 EBRMEHALEAY PUZ b
J—=)  tudg

EAN S . .
S b Fv b

RS232-T'1000 309 10
RS232-T1100 309 11
RS232-T'1200 310 13
RS232-T'1300 309 7
RS232-T'1400 306 12
RS232-T1500 311 11
RS232-T'1600 311 10
s15850-T100 2,420 26
$35932-T100 6,408 14
$35932-T200 6,405 12
$35932-T300 6,405 37
$38417-T100 5,799 11
s38417-T200 5,802 11
s38417-T300 5,801 44
s38584-T100 7,343 19
$38584-T200 7,373 97
s38584-T300 7,615 873

EthernetMAC10GE-T700
EthernetMAC10GE-T710
EthernetMAC10GE-T720
EthernetMAC10GE-T730

102,969 12
102,969 12
102,969 12
102,969 12

B19-T100 70,649 96
B19-T200 70,649 96
wb_conmax-T100 22,186 11
hwtl_gu 1037 1464
hwt1_ht 22 1461
hwt2_gu 1043 496
hwt2_ht 23 504
hwt3_gu 1039 424
hwt3_ht 23 428
hwt4_gu 1042 180
hwt4_ht 2 186
hwt5_gu 1040 193
hwt5_ht 2 204
hwt6_gu 1037 121
hwt6_ht 2 124
hwt7_gu 1041 1660
hwt7_ht 22 1659
hwt8_gu 1041 1672
hwt8_ht 22 1677
hwt9_gu 1055 113
hwt9_ht 22 133
hwt10_gu 3735 396
hwt10_ht 15 391
normal_blink_gu 1035 0
normal_wdp_gu 3740 0

F 2 E D DT 5.

3.2 ERBICEOVWEN—RY7OCER
ENER U s 4 O R v b Y R M ER2ITRT. £2
D55, F IR 32 I Trust-HUB ICABIX LT WS F v
MU R b, KT 22 I E IOV TR S e 4 v
PR MTHS. 22FEHDA Y MY R POWEREFHAT 5.
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hwtl RS CI— LI RXEH
hwt2 | KXY AN TE IR A
hwt3 IR ST 1E IR Z
hwt4 | flhiot >4 PEREAR T
hwt5 | R& AN PEREIR T
hwt6 IRERIG HREET
hwt7 | fiot >4 CI— LY R XEH
hwt8 | RZ VAN P — LY RXEH
hwt9 RF R fHO®X A
hwtl10 | FEREIRSE 1IN 2V

28D / — < LEF normal_blink_gu, normal_wdp_gu &,
10 EEON—FY 27 ba A4 hwtn ht (1 < n < 10) H37F
fEL, 2D/ —~< LA LT 10 BEON— F 7 =
7 bu A E2HA LB hwtn_gu (1 <n <10) TH 5.
N— 2 DEIFIIFRIEE L > RN E 3, DA
L UIBBHINTEY, 277 TLEHRADAN—F
V7 baAfDHAEBELTWS., N"—Fvxz7baAg
hwt1-10 @ b U FEIEE & XA 10— FEEOFEE X 3 12
R

3.3 ®YHTFT—RIIWIBIEAFFeF—N—=B>TF1)
7

R22WWRENZ I ICtaf 32y FORIZ ) —~<L %y
P OFUTHARIEF I N, =<ty MIXT S b
42y bDEIERFII 1.5% KL, 7T ADTMHEARY
Tz, FHET— XN EEEHT 2, DBk
I ADEEPHMEINTLES ZeAMEE 2> TV
% [10].

R — R 28 Tk, BREBIC X > THE
IR2 S AZEAMIT L TEET 2FHEL, 7—2BORD
PRIELTHEICT 39 7Y Y I FRERD 5.

BRI & > TYRIRY S A REAFIF L THEE T3
FHEE, SR [8],[9] OB IC X2 A=Y =7 brAg
MHEFETHHEAINZHDTHD, ITDO XS ICHERX
N3HDTH5. Fxv FOHIZIE, trf v b/ —
<Lty MENEND S B TREBENERT 2 D ODBEE
T5. ZIT, FHENEET S v b EEWEE O
TP OHIRL, TNEND Y 7 ATERT 2FHYUED
BWESEET 5. R, EEBEEICHRES 2EALZY 7
AZCWEHETE. W72 E ¢, HFTIFIRADF T
e N, Lz E, 25 RkEICE5EZON2EA w, DEF
BAzK (1) 1wRT.

_ 25:1 Ni

N, (1

Wk

L723oT, baAfxy hOEE N, /—~<L3y bOB%E
N, LR E, Fadiy FOBEHE (N +N,)/(25N,),

J—=<F%y bOEHAZ (N, + N,)/(2%N,) TEZbhH
. FYXLT F LA MMAIERTIE, PMEOFRICY Z
ZDEAMFIEFEAT 2 28T, AT —2E2ER LT
FENUEETH S, buA 3y MIOEHEINEZ YV T
DENEE pt), /—~<xy PIHEEINZY Y TIAED
#HE%Z p(n), trA 2y POEAE w, /—<ILI v b
DEAY w, T 5. PECHEZREICZY FrE—ZHWL
2BG, T ier— TR (2) TitEIN3.

I = —w;p(t) logy wyp(t) — wnp(n)logy wap(n)  (2)

RGOSR, AR TR ST —ZBDRY ZHIELT
B 29 ) Y FREREAT A YUV IF
B, YIRS 2 ADT — BT AN TS
VY7, ZHIRS JRADT —RBERST 7 VX —%
TV IBBHS [21]. N—FT =7 bafBEicEuTid
raAftxy b/ =<ty bDTF—REDIRD DIEHIC
KEWED, 7VX—V ) IEREHATZ 2T —
ROBHBNEL o TLES. 7V R—Y T Y7 Tk
RPN 3T oTLED Z e DRI 2720, 4 —
N—=HP Y TRRAT 3.

F=N=B T IR A RFEIREEIR T
% [22]. ARETE, REWNERA —N—H 2TV ¥ IFED
—DT®H% SMOTE [23] £ ZDHLIRT7 VTV XL TH 5
ADASYN [24], BorderlineSMOTE [25], SVMSMOTE [26]
EFHEAL, ZOHrO5ANA—FT =7 bo A BHEICEHE R
F=N—=H TV IFEEMGET 5. MAETIE, &FE
TRIR—XORBELEEML, RBb LA —N—H >
TV Y IEEEREA LR O R R LT 5.

4. HPIRER

AETE, EREZEELENN—FY =27 buf 280
S4FED A Y FU A MIHL, A== TV TS5
VELTFVANMIEBZN—RY 27 buf MHETFIEEE
U725 B ORE R %2 R T

4.1 EBRRE

231213 Python 3.9.2 ZfEM L, scikit-learn 0.24.2 [27]
DIATIVETVELT LA DEBAIECHW, %
BRIZIZ X £ Y 1.0TB, CPU & L T Intel Xeon Platinum
8180M Z1B# T 23T HEM LA L. AL RV F v —
7%, R2WRT ABHEO Y PURITHD. Thbd
S4By Fv— 7 2EE SN L, —ERER
EMGECHBIERZT5. 2Fh, dfEHORNVF~v—7
D5H, 1EHEERMOL Y PY R LTHAT A D
XL, OO 53 HEE baA 3y ~OGMBEHIO
v PURMELTHEETE. EXVF =707 R
FOXRE LD XS MEER#ED IR LTI R a7 %3
3 5.



& 4 SMOTE D87 X — X E#E{LFER.
kneighbors | TPR[%] TNR[%] Precision[%] F-measure Accuracy|%)]

1 72.6 99.4 88.2 0.717 98.1
2 74.0 99.4 87.5 0.729 98.4
3 74.9 98.8 87.4 0.732 98.4
4 75.8 98.6 87.4 0.738 98.5
5 76.4 98.9 89.1 0.755 98.6
6 76.4 98.6 87.4 0.743 98.6
7 76.9 98.8 88.8 0.749 98.6
8 76.4 98.6 87.3 0.753 98.6
9 76.9 98.6 88.9 0.757 98.6
10 77.1 98.6 87.4 0.749 98.6
11 77.5 98.7 89.6 0.769 98.7
12 .7 98.6 90.2 0.777 98.7
13 76.8 98.6 87.6 0.756 98.6
14 77.1 98.6 88.7 0.758 98.7
15 76.7 98.6 87.8 0.747 98.7

&5 ADASYN D¢ X — X IRi# L FER.
kneighbors | TPR[%] TNR[%] Precision[%] F-measure Accuracy|%)]

1 72.7 99.9 98.9 0.768 98.0
2 73.7 99.7 87.2 0.728 98.3
3 74.6 99.7 85.6 0.732 98.3
4 76.0 99.1 85.8 0.741 98.4
5 76.1 98.9 85.9 0.741 98.4
6 77.2 98.5 85.8 0.751 98.5
7 77.1 98.7 85.6 0.749 98.4
8 77 98.6 85.8 0.758 98.5
9 78.0 98.6 85.4 0.757 98.6
10 78.4 98.5 86.1 0.761 98.6
11 78.2 98.6 85.7 0.759 98.6
12 78.5 98.5 85.8 0.761 98.6
13 78.9 98.5 85.8 0.766 98.6
14 78.4 98.4 85.9 0.762 98.6
15 79.4 98.5 85.8 0.767 98.7

4.2 FHEHERR

AHITE, EBEROFMHERZHHT 5. True Nega-
tive (TN)IZIEL K /=<ty b LTHEHESNL /=<
Nty b OEERT. False Positive (FP) 1ZioT a4
Sy b LTHEINT =<ty bOEERT. False
Negative (FN) 338> T/ —= 3 v b LTHEI N b
243y hDEERT. True Positive (TP) 1IZIEL L b1
A3y b LTHEINZ AL 2y POEERT. True
Positive Rate (TPR) &t A4 %y +D 55, IELL FaA
v b LToEIhZb00E&%RL, TP/(TP+FN)
TEHRZNS. True Negative Rate (TNR) 1&/ —< L3t v
FDS5B, IELL /=<ty b2 LTHEINEZHDOD
#H&%EZamL, TN/(TN + FP) TE#FEEXH 5. Precision &
taAtxy b LTIy bDSE, HiZtrAg
v bTH2H00EIEZRL, TP/(TP + FP) TER
XN 5. F-measure I TPR ¥ Precision OFHIFITTH
D, (2-TPR - Precision)/(TPR + Precision) TE& SN 5.
F-measure 23E\WE Y, TPR ¥ Precision D 5 A5E W &
WZ 5. Accuracy 32 TDXy bD S5, HEOERMIE
LWty FOEIEERL, (IN+TP)/(TN+FP+FN+TP)
TEHIND.

4.3 F—N—B2FVVIFEDRBEL
FF, 4200 F—N—H% 7Y v FFiE SMOTE,

& 6 BorderlineSMOTE D87 X — X i b FZEA.
kneighbors | TPR[%] TNR[%] Precision[%] F-measure Accuracy[%)]

1 70.9 99.8 92.1 0.705 97.9
2 72.1 99.8 85.9 0.712 98.2
3 74.0 99.8 86.0 0.723 98.3
4 75.1 99.5 86.5 0.734 98.3
5 76.2 99.1 85.9 0.740 98.3
6 76.1 99.1 85.4 0.743 98.4
7 77.0 99.1 85.6 0.750 98.5
8 77.4 99.1 86.2 0.754 98.5
9 7.7 99.0 85.7 0.753 98.5
10 78.0 99.0 85.9 0.757 98.5
11 77.8 98.8 85.9 0.756 98.5
12 78.0 99.0 86.0 0.759 98.5
13 77.2 98.9 85.7 0.751 98.5
14 78.3 98.6 85.8 0.760 98.6
15 78.5 98.5 85.8 0.762 98.5

| 7 SVMSMOTE D 87 X — X b EE.
kneighbors | TPR[%] TNR[%] Precision[%] F-measure Accuracy[%)]

1 1.7 99.6 92.9 0.713 98.0

2 73.3 99.0 86.6 0.719 98.3

3 74.8 98.6 86.6 0.729 98.4

4 76.0 98.6 86.0 0.738 98.5

5 76.4 98.6 87.1 0.740 98.5

6 76.9 98.5 86.3 0.747 98.5

7 76.9 98.4 85.5 0.745 98.5

8 77.6 98.4 86.0 0.751 98.5

9 77.8 98.4 85.7 0.753 98.6

10 7.9 98.4 85.5 0.753 98.5

11 78.0 98.5 85.7 0.755 98.6

12 78.0 98.4 85.9 0.756 98.6

13 78.1 98.4 85.7 0.758 98.6

14 78.5 98.4 85.8 0.761 98.6

15 78.7 98.4 85.7 0.761 98.6

KR8 A—N—H2F) I FEOHIE.
FATY XA TPR[%] TNR[%] Precision[%] F-measure Accuracy|%]

SMOTE 7.7 98.6 90.2 0.777 98.7
ADASYN 72.7 99.9 98.9 0.768 98.0
BorderlineSMOTE 78.5 98.5 85.8 0.762 98.5
SVMSMOTE 78.7 98.4 85.7 0.761 98.6

ADASYN, BorderlineSSMOTE, SVMSMOTE Z#1Z T
NRIRXA =R FEMT 5. Rt T 507 X =&,
k_neighbors T® 5. k_neighbors 1%, ¥ FLEEKT %
BucfiFEH s coORaHE T — X 2T 20 %2HET 5.
k neighbors % 1 205 15 F TELIVHTI VX LT 4 L
AMCEEZIN=FT 7 buaAi#RlEBRE2ERL, F3
F-measure DB & 223837 X —XEEHHAT 5. Zofth
DXT A —&IZ sampling _strategy 23 523, ZHUZ ‘auto’
WEEL, brf Xy b2/ =<3y PRIUEET
F—N—H TV TFTDB. FURLTH LA PDNA
NR=RNFA—=RIF, ROBKIRZ ZHIRZL, 59575 HD
Bz 500, MIEHEEZIERTZY ba—, 7703
ZEAFEERTE, D IZ scikit-learn DF 7 + L MMEIZ
[EE L.

SMOTE DA EROFERZ R 4 1TRT. TPR, TNR,
Precision, F-measure, Accuracy (&, & 2 @ 54 I D
2y PR MNORERIFCEZFEHRaT7TH 3.
k_neighbors = 12 ® & &, 5 F-measure 2% 0.777 ¥ &%
BT®»2%. ADASYN OB HEBR O R 2R 5 ITRT.



R9 FUELTHLAPDAALNR—TF X — RRELER F—
N—H% 7Y Z12iE SMOTE %ZFIA).

max_depth | TPR[%] TNR[%] Precision[%] F-measure Accuracy|[%)]
5 73.2 74.0 37.1 0.410 83.4
6 75.7 72.0 38.4 0.431 85.0
7 76.0 78.0 39.4 0.444 86.8
8 7.1 81.0 41.5 0.465 88.7
9 78.0 83.9 43.8 0.489 90.4
10 78.4 84.9 46.7 0.517 91.8
11 78.7 89.0 52.3 0.576 93.6
12 79.5 92.6 64.4 0.665 95.2
13 79.4 94.5 72.0 0.715 96.3
14 78.8 95.5 80.6 0.753 97.0
15 78.6 96.6 85.7 0.778 97.5
16 78.6 97.4 89.1 0.792 97.9
17 78.7 97.9 90.8 0.790 98.3
18 78.6 98.3 93.3 0.804 98.6
19 78.2 98.6 93.2 0.797 98.7
20 78.1 98.6 94.7 0.807 98.7
21 77.9 98.7 95.1 0.806 98.8
22 78.0 98.7 94.9 0.807 98.8
23 77.9 98.7 93.5 0.797 98.8
24 7.7 98.7 94.9 0.805 98.8
25 77.9 98.7 94.8 0.797 98.8
26 77.8 98.7 94.9 0.806 98.8
27 78.1 98.7 96.2 0.810 98.8
28 78.1 98.7 95.3 0.809 98.8
29 77.9 98.7 95.3 0.808 98.8
30 77.9 98.7 95.3 0.808 98.8

k_neighbors = 1 ® & %, F F-measure 73 0.768 ¥ xR
T®»%. BorderlineSMOTE DRI EEBRDOFER % % 6 1R
3. koneighbors = 15 D ¥ &, F4#5 F-measure 23 0.762 &
RETH 2. SVMSMOTE O#AIEROFEREE 7 1R
3. k.oneighbors = 15 D ¥ =, FJ F-measure 2’ 0.761 &
®RETH 3.

D EOMREREZ T, 420F —N=H 7Y Y 7Fik
DL %R 8 1R T, SMOTE D5 F-measure 73 0.777
YHRETHD, TPR ¥ TNR O TREMIZRWEEZ R
LTV, FJYXLT7 4 LVAMIEEN=F V=7 buA
MHFETIX, koneighbors =12 & LT, SMOTE %W
THA—AN=B IV T7FTEZ T 5. £/, Precision
ICEHT %L, kneighbors =1 2 LT, ADASYNIZX 3
F=N=F TV THERS BV, REOEFFKRTIE,
INHDA—N=H TV Y TFEZHVT, 7YX A
7 4 LA MZ K 2#AFERZ I § 5.

4.4 RHRER

SMOTE 2 k24 —N—=H%> 7V > 7 %M LR
BEIVRLT7 A VA MTHEELLEHRERIWKCRT.
ZYRLT LA MEHOEBIEICH L, RKORKEF
X max_depth 2 505 30 DI TEEL, NA,8—%F
X —REFHEL L. ZOMDANLR—RF X —RF, X
ik 9] IcHEO X, FEEROKE 500, FHIEIEEEIFR
IV IRE—, 7I7RINTI2EATARELE, KDL
scikit-learn @7 7 #+ /L MEIZEE L7z, max_depth 2% 27
D =, F-measure DI AMEZED, TPR & Precision 53

NTVARLEWEE 25 TW5. max_depth 2327 D &
= OFAFEROFEME R 10 1R T. Y TPR 78.1%, F
¥ TNR 98.7% % #EK L, HREICHE S WnN—Fv 27

b\ A [BIE 2 FHl R 2 CTd, FiE (9] L L TF
YITNR DIET% 1.3 K4 > Mz 7-% %, ‘F9 TPR %
145 R4 Y A EZEZLDHDER-TNS.

Trust-HUB O N—F v =7 b1 A 32 fFEEIC§ 26558
(X2 TEAOR2MDOAy YR MIHT /R &2,
NoDRYF—2 W L TRREDR A7 ZHLTWSF
%9 35, SMOTEIZ K2 A —N=B Ty 7
EIVRLT A VA MW= Y 27 buABHF
BT, 320y Fv—2ifl, FH TPR 69.6%, F
¥ TNR 100.0%%EK L7z, 24Uk, Fik[9) e H#kL T,
¥ TNR % 100.0% R o 72 £ £ ¥4 TPR % 6.0 KA >~
MAlEXEZDDLR5TWS. SMOTEIC & %4 —N—
TV IRBALZIET, baAtky MELDIR
FNZHEE T2 Z 8L .

EBRBICEOSWENA—FY =27 A 22 BEICHL
T, ¥ TPR 88.3%, ¥ TNR 96.9%, P33 Preci-
sion 98.6%, “F¥J F-measure 0.908, ¥ Accuracy 97.8%
ZRLU7. Trust-HUB O N— Ry =7 b A IZHBEL T
b, N—FYz=7 b BRHFEIEREZE L 7o —
Fo =7 baA i LESMER SV L RE N,

728 D ADASYN IZIFEH$ % &, kneighbors =1 D & X,
¥ Precision 1 98.9% & 72> TED, o713V X4k
HART8.7HRA ¥ FUEDEDLDWTWA. Precision i
KMegzzeid, "—Fv =7 baAREOFEMA EOBIA
PHIERTHE. "—Fvz7 befBHEFEICE-T
beA Ay bl R Y MR LTI, Precision 3
EWVIE AR OEE s EW. ADASYN Zi#EMH L7
FURNT A VAMIEEN=FT 27 FaAf BRIEFED
NA 2= F X — R ERF LR S U 724G, max_depth 23
26 Dk =, F¥E TPR 73.4%, 45 TNR 99.5%, ¥ Pre-
cision 99.1%, 5 F-measure 0.777, ¥ Accuracy 98.0%
ZmL7:. FP OfEIERE4 8T, taA 7V =Dty MV
Z b 10 IS LCTIZ 9 EEO Xy PYXFTFP 230
Yol THE, N—FKRuz7 oL OFADEERT
TIN5 EC b4 FEEF 53 O X v b YR MTEAINC
BILTWBZeilkd. L7zd-> T, Precision DAt
BN 2855 ADASYN A4 — =3 > 7)) ¥ 7FiE
LLTHRDRWV.

5. BBHOHIC

ARETE, EERECTOMHAZEE L TE NS =T
vx7 a4 2FEEED 56 BEO Ly YR MK
L, SMOTEWZ LB A—N—=H> TV T I3V RLT 5
VAMZEEZAN=FY 7 bafBEFEREHA L. #%
BIEBROFER, ¥ TPR 78.1%, F# TNR 98.7% % iZ/K



R 10 max depth 32T DL EDS VX L7+ LA M B3#HIFER (F—nN—HF>FY >

Z21d SMOTE ZFIH).

FETZHy FUR B TN FP FN TP | TPR[%] TNR[%] Precision[%] F-measure Accuracy|[%)]
RS232-T'1000 309 0 0 10 100.0 100.0 100.0 1.000 100.0
RS232-T1100 309 0 0 11 100.0 100.0 100.0 1.000 100.0
RS232-T1200 310 0 0 13 100.0 100.0 100.0 1.000 100.0
RS232-T1300 309 0 1 6 85.7 100.0 100.0 0.923 99.7
RS232-T'1400 306 0 0 12 100.0 100.0 100.0 1.000 100.0
RS232-T'1500 310 1 0 11 100.0 99.7 91.7 0.957 99.7
RS232-T'1600 311 1 1 8 88.9 99.7 88.9 0.889 99.4
s15850-T100 2420 0 0 26 100.0 100.0 100.0 1.000 100.0
$35932-T100 6409 0 7 6 46.2 100.0 100.0 0.632 99.9
$35932-T200 6405 0 11 1 8.3 100.0 100.0 0.154 99.8
$35932-T300 6405 0 0 37 100.0 100.0 100.0 1.000 100.0
$38417-T100 5799 0 10 1 9.1 100.0 100.0 0.167 99.8
s38417-T200 5801 1 10 1 9.1 100.0 50.0 0.154 99.8
$38417-T300 5798 3 9 35 79.6 100.0 92.1 0.854 99.8
$38584-T100 7344 0 15 3 16.7 100.0 100.0 0.286 99.8
s38584-T200 7316 28 99 27 214 99.6 49.1 0.298 98.3
s38584-T300 7344 1 1099 44 3.9 100.0 97.8 0.740 87.0

EthernetMAC10GE-T700 | 102969 0 1 11 91.7 100.0 100.0 0.957 100.0
EthernetMAC10GE-T710 | 102969 0 0 12 100.0 100.0 100.0 1.000 100.0
EthernetMAC10GE-T720 | 102969 0 0 12 100.0 100.0 100.0 1.000 100.0
EthernetMAC10GE-T730 | 102968 1 0 12 100.0 100.0 92.3 0.960 100.0
B19-T'100 70649 0 0 96 100.0 100.0 100.0 1.000 100.0
B19-T200 70649 0 0 96 100.0 100.0 100.0 1.000 100.0
wb_conmax-T100 22186 0 10 1 9.1 100.0 100.0 0.167 100.0
RS232-free 303 0 0 0 - 100.0 - - 100.0
s15850-free 2419 0 0 0 - 100.0 - - 100.0
$35932-free 6405 0 0 0 - 100.0 - - 100.0
$38417-free 5798 0 0 0 - 100.0 - - 100.0
$38584-free 7343 0 0 0 - 100.0 - - 100.0
EthernetMAC10GE-free 102944 23 0 0 - 100.0 - - 100.0
B19-free 70618 0 0 0 - 100.0 - - 100.0
wb_conmax-free 22182 0 0 0 - 100.0 - - 100.0
hwtl_gu 1031 6 24 1440 98.4 99.4 99.6 0.990 98.8

hwt1_ht 22 0 1 1460 99.9 100.0 100.0 1.000 99.9

hwt2_gu 1042 1 0 496 100.0 99.9 99.8 0.999 99.9

hwt2_ht 22 1 2 502 99.6 95.7 99.8 0.997 99.4

hwt3_gu 1038 1 0 424 100.0 99.9 99.8 0.999 99.9

hwt3_ht 23 0 1 427 99.8 100.0 100.0 0.999 99.8

hwt4_gu 1039 3 1 179 99.4 99.7 98.4 0.989 99.7

hwt4_ht 2 0 0 186 100.0 100.0 100.0 1.000 100.0

hwt5_gu 1035 5 121 72 37.3 99.5 93.5 0.533 89.8

hwt5_ht 2 0 0 204 100.0 100.0 100.0 1.000 100.0

hwt6_gu 1037 0 100 21 17.4 100.0 100.0 0.296 914

hwt6_ht 2 0 0 124 100.0 100.0 100.0 1.000 100.0

hwt7_gu 1033 8 0 1660 100.0 99.2 99.5 0.998 99.7

hwt7_ht 22 0 1 1658 99.9 100.0 100.0 1.000 99.9

hwt8_gu 1040 1 0 1672 100.0 99.9 99.9 1.000 100.0

hwt8_ht 22 0 0 1677 100.0 100.0 100.0 1.000 100.0

hwt9_gu 1048 7 4 109 96.5 99.3 94.0 0.952 99.1

hwt9_ht 22 0 9 124 93.2 100.0 100.0 0.965 94.2
hwt10_gu 3720 15 258 138 34.9 99.6 90.2 0.503 93.4
hwt10_ht 6 9 39 352 90.0 40.0 97.5 0.936 88.2
normal_blink_gu 1030 5 0 0 - 99.5 - - 99.5
normal_wdp_gu 3719 21 0 0 - 99.4 - - 99.4
Average B - - - 78.1 98.7 96.2 0.810 98.8

L, fERFECHN A 2y FOBHEEZ M EXE7
bDEIRo>TWVWE. ARTEALKZ SMOTE & 7 VX A
TAVAPMZEBEN—FRv =7 baABHFERE, ER
BREBELENA—FYz7 b4 R L THAEMMEE R
L A—N—H TV THREALEIET, N—F

v =7 burAREOMETH 3 R M7 — X 2RI
BI2ZHlMLe. £, RENBRE—N=H> T
YIFEOR R EAN—FY 27 oA BHIZ SMOTE %3
BWZ r%®/RL7. —77, Precision IZFH L7512,
F—N—=H T FFEKE LT ADASYN b RV



LHRLT. AROMREREE X, HHMEEZ2 AWz —
Fo =7 baA@ilORExR R EXE 2035 %OFEL
BB,

B AREERBED TG 8B 2F v 7D
Hags R FIE DA B XURBEO S 2 FE -
S 3EE h—F v 27 F v 7NN TFEORE -
METEDFHEE] ORRED—ETH 3.
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