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Study on information security fatigue
in visually impaired university students

Abstract: For ICT users, information security measures are always an issue that must be considered, and
it may lead to a sense of mental exhaustion (information security fatigue) due to the troublesome and
time-consuming measures. It has already been shown that such information security fatigue prevents the
effectiveness of information security measures, and some necessary measures are proposed. However, even
though the visually impaired have some problems that cannot be dealt with by the measures taken by the
sighted, the previous studies have targeted only the sighted and not the visually impaired. In addition, in
the research of usable security for the visually impaired, although there has been research on authentication
technology and methods, there is still little research on information security fatigue. In this paper, we con-
ducted a survey only among visually impaired university students and analyzed the results. As a result, we
found the distribution on the condition matrix of the sighted students was almost even among the six groups,
in contrast, the distribution of visually impaired students was very different, and we found that the higher
the level of implementation of security measures, the higher the level of security fatigue. In addition, we
clarified the countermeasures for the visually impaired, taking into account the fact that the countermeasures
proposed in the existing research for the sighted cannot fully compensate for their effects.
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Table 1 Information security condition matrix.
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Table 3 Scale scores and standard deviations of information

security fatigue level.

RS Im Bf

(SD) TR EMEEE

[ImL] [ImH]

57+ — 44.50

[F+] (9.64)

PR I 0 52.00 59.00

[FO] (0.00) (0.00)

IR 55 F - 48.25 64.00

[F-] (5.74) (0.00)

x4 L x 2V 74 WREMEORER SR & R
Table 4 Scale scores and standard deviations of implementa-

tion of information security measures.
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Table 5 Results of assessing open-ended questions by group for information security
condition matrix, countermeasures and evaluation.
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