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Applying of Herugolf Puzzle into information security technology
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Abstract: Currently, public key cryptosystem is one of the fundamental technologies in Internet security, and RSA cryptosystem
in particular has become a mainstream cryptosystem. However, there is an entity that threatens these cryptosystems. This is the
quantum computer, which can efficiently solve prime factorization problems and discrete logarithm problems due to its
extremely high computational performance compared to conventional computers. The RSA cryptosystem, whose security is
based on its inability to efficiently solve prime factorization, will lose its security when quantum computers are realized in the
future. In this research, we aim to develop an information security technology that can be secured against quantum computers by
using the Herugolf puzzle, whose NP-completeness has recently been proven.
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Figure 1  Problem(left) and Solution(right) of Herugolf Puzzle
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Figure 2 Herugolf Puzzle with a Dummy Ball
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Figure 3 Example of Incorrect Answer in the Problem in Fig. 2
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