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Abstract: Gait contains enough information to identify the individual. If it is possible to generate gait data that is
identified as intended, a third party can be identified as another person, and the reliability of the identification system
will be damaged. In order to make sure whether it is possible, we estimate the training data of the classifier that has
been machine trained to classify individuals from the Gait Energy Image (GEI), which is data that aggregates gait
information. In this paper, we propose a method to estimate the training data of the classifier, and to generate images

classified as intended by the classifier.
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Figure 1 Schematic of an attack on a gait identification model
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Figure 2 Schematic of training data
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Figure 3 Model structure of Vanilla GAN

m(i;n m;XV(D, G) = Eeva, [log(D(x))] +E,q, [log (1 - D(G(z)))]
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3.1.3 conditional GAN
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Figure 4 Model structure of PrelmageGAN
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3.2 Gait Energy Image (GEI)
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Figure 5 Model structure of SPIGAN for MNIST
4.3 SPIGAN for GEI
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(16)
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Figure 6 Schematic diagram of SPIGAN for GEI's Storage
Model
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7 SPIGAN for GEI O 7 /L AiE
Figure 7 Model structure of SPIGAN for GEI
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Figure 8 Learning progress of SPIGAN for MNIST in 10-

class classification when the training data is GEI.
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Figure 9 Learning progress of SPIGAN for MNIST in 10-class
classification when the training data is EMNIST.

(a)SPIGAN for MNIST CHAMBIZ L% T (b)SPIGAN for ('H'Cﬁ'k!é}#ﬂ‘k(? =4
PARI-SE

2] 1]2]3]H] Ellll
BERAn BEEa

(d)SPIGAN for MNIST -CHI %02 Hinge
¥
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Figure 10 Generated images at 100 epochs for each case when

the training data is the MNIST dataset.

(c)SPIGAN for GEI "CH4M#GE Hinge IE

B 11 T —% & LC GEI36 M L7zIEdd 110 7 Z
ASVHEIZEIT D SPIGAN MMAIERLY) L 7ok 7 ~ VB (R K
BI%IT /52N Hinge RIS, A3z v b B —#z2EHH)
Figure 11 Total number of labels successfully generated by
SPIGAN in 110 classifications when 36 GEIs were used as
training data (left: Hinge function, right: cross-entropy error

function is used as loss function).
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Figure 12 GEIs of training data and generated images by
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SPIGAN for GEI when there are 36 training GEIs and 110

class classifier.

110 110
100 100

13 T —% & LT GEI364 Kl i L 72K 110 7
T ASFEIZET D SPIGAN MAGE ) L 12/ T ~ vk
(/2 : SPIGAN for GEI, #7 : SPIGAN for MNIST)
Figure 13  Total number of labels successfully generated by
SPIGAN in 110 classifications when 364 GEIs were used as
training data.(left: SPIGAN for GEI, right: SPIGAN for
MNIST)
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