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Ծ૝తBGPϦϯΫͷ෼ྨͱݕ஌ख๏ͷݕ౼

௕ࡔ ل໌ 1 ૬ా ਔ1

֓ཁɿԾ૝త BGPϦϯΫ͸ࡏݱͷΠϯλʔωοτʹ͓͍ͯ๷͗ͮΒ͍ෆਖ਼ܦ࿏ͷҰछͰ͋Δ͕, ͦͷجຊ

తͳੑ࣭ʹ͍ͭͯͷٞ࿦͸ະͩෆे෼Ͱ͋Δ. ຊڀݚͰ͸Ծ૝త BGPϦϯΫΛͦͷܗଶ͝ͱʹ෼ྨ͠, ͦ

ͷجຊతͳੑ࣭Λ෼ੳ͢Δ. ·ͨ͜Εʹ͍ͯͮج۩ମతͳݕ஌ख๏ʹ͍ͭͯ΋ٞ࿦͢Δ. ຊ෼ੳ͔Β, Ծ૝

త BGPϦϯΫ͸ඇৗʹଟ༷ͳܗଶͰ࣮ݱՄೳͰ͋Γ, ͦͷӨൣڹғ΍ಈػ, ஌Մೳੑ΋༷ʑͰ͋Δ͜ͱݕ

͕Θ͔ͬͨ. Өൣڹғͷେ͖͍ෆਖ਼ܦ࿏ࠂ޿͸ͦͷ෼ݕ஌͞Ε΍͘͢, ASಉ࢜ͷྗڠͳ͠ʹݕ஌ՄೳͰ͋

Δ͜ͱ͕ࣔ͞Εͨ. ·ͨൺֱత୯७ͳܗଶͷԾ૝త BGPϦϯΫͷݕ஌͕ॏཁͰ͋Γ, ্ྲྀͷ AS͕ݕ஌ʹ

.Ճ͢Δ͜ͱ͕ॏཁͰ͋Δ͜ͱ͕Θ͔ͬͨࢀ ෳࡶͳܗଶͷԾ૝త BGPϦϯΫ͸ΑΓݕ஌ͮ͠Β͍΋ͷͱ

ͳΔ͕, Ͳͷ༷ʹݕ஌ൣғΛͯ͛޿Ώ͘΂͖͔ʹ͍ͭͯٞ࿦ͨ͠.

Classification of virtual BGP links and consideration of
their detection methods

1. ͸͡Ίʹ

ͷΠϯλʔωοτ͸ࡏݱ Autonomous SystemʢASʣ͕

૬ޓʹ઀ଓ͞ΕΔ͜ͱͰܗ੒͞Ε͓ͯΓɼ͜ΕΒ͕ܦ࿏৘

ใΛ͢׵ަʹ͍ޓΔ͜ͱͰσʔλͷ౸ୡੑ͕࣮͞ݱΕ͍ͯ

ΔɽBorder Gateway ProtocolʢBGPʣ͸ASؒͰܦ࿏৘ใ

Λަ͢׵ΔͨΊͷσϑΝΫτελϯμʔτͰ͋Γɼࡏݱͷ

Πϯλʔωοτͷ઀ଓੑΛఏ͢ڙΔʹ͋ͨΓॏཁͳ໾ׂΛ

୲͍ͬͯΔɽҰํͰ BGPͷ੬ऑੑ͸Α͘஌ΒΕ͍ͯΔͱ

͜ΖͰ͋ΓɼࡏݱͰ΋ͦͷରԠ͸ෆे෼Ͱ͋Δ [1], [2], [3]ɽ

ɼຊདྷͷ઀ଓੑ͕͠ࢄ֦͕ࠂ޿࿏ܦ೔ʹ͓͍ͯ΋ෆਖ਼ͳࠓ

ଛͳΘΕΔͱ͍ͬͨࣄଶ͕ੈք֤஍Ͱ͍͖ͯىΔ [4], [5]ɽ

ͦͷΑ͏ͳෆਖ਼ͳܦ࿏΁ͷରࡦͱͯ͠ɼResource Public

Key InfrastructureʢRPKIʣ[6] ΍ɼߋʹ৴པੑΛߴΊΔ

BGPsec[7] ͕ଘ͢ࡏΔ͕ɼ͜ΕΒΛ༻͍ͯ΋๷͙͜ͱͷ

Ͱ͖ͳ͍ෆਖ਼ͳܦ࿏͕ࠂ޿ଘ͢ࡏΔ͜ͱ͕֬ೝ͞Ε͍ͯ

Δ [8], [9]ɽ

Ծ૝తͳ BGPϦϯΫ͸τϯωϧ্ʹܗ੒͞ΕΔ௚઀઀

ଓ͞Ε͍ͯͳ͍ ASؒͷ BGPηογϣϯͰ͋Δ͕ɼ͜Ε

͸ਖ਼ʹͦͷΑ͏ͳෆਖ਼ܦ࿏ͱͳΔɽ͜Ε·ͰԾ૝త BGP

ϦϯΫͷӨൣڹғ΍ݕ஌ख๏ʹ͍͔ؔͯͭ͘͠ͷ෼ੳ͕ଘ

Δ͕͢ࡏ [8], [10], [11]ɼԾ૝త BGPϦϯΫͷجຊతͳੑ

࣭ʹؔ͢Δ෼ੳ͸ෆे෼ͳ෦෼΋ଟ͍ɽ

1 ౦ژେֶେֶӃڀݚܥֶ޻Պ

ຊڀݚͰ͸Ծ૝త BGPϦϯΫΛϞσϧԽ্ͨ͠Ͱಛ௃

͝ͱʹ෼ྨɾ෼ੳΛ͍ߦɼΑΓෳࡶͳܗଶʹ͍ͭͯ΋औΓ

ѻ͏ɽ·ͨ͜ΕΒ෼ੳʹݕ͍ͨͮج஌ख๏ΛఏҊ͠ɼͦͷ

Λ༩͑Δɽຊ࡯ߟɾܰྔੑʹ͍ͭͯධՁͱੑݱ஌཰΍࣮ݕ

Ͱ͸Ծ૝తڀݚ BGPϦϯΫΛܗ੒͢Δಈػ΍ sibling AS

ʹ͍ͭͯ΋ྀ͠ߟɼΠϯλʔωοτʹ͓͚ΔԾ૝త BGP

ϦϯΫʹؔ͢Δ૯߹తͳ஌ݟΛ༩͑Δɽ

2. ܠͷഎڀݚ

2.1 Ծ૝త BGPϦϯΫ

௨ৗͷ BGPηογϣϯ͸෺ཧతͳϦϯΫͷ্ʹுΒΕ

Δ͕ɼτϯωϧʹΑΓ෺ཧతͳϦϯΫΛ൐Θͳ͍ɼԾ૝త

ͳϦϯΫΛߏங͢Δ͕ࣄՄೳͰ͋Δɽ͢ͳΘͪ௚઀઀ଓ͞

Ε͍ͯͳ͍ೋͭͷAS͕ɼBGPϨΠϠͰ͸઀ଓ͞ΕΔ͜ͱ

ʹͳΔɽ

͜ͷΑ͏ͳ BGPϦϯΫ͸·͞ʹෆਖ਼ͳܦ࿏Ͱ͋Γɼܦ

࿏ϋΠδϟοΫͱݺ͹ΕΔܸ߈ʹ૬౰͢Δ΋ͷͰ͋Δɽ͠

͔͠ BGPϨΠϠ͸෺ཧϨΠϠ͔Βಠཱ͍ͯ͠ΔͨΊɼ͜

Ε͸ਖ਼౰ͳϦϯΫͷΑ͏ʹৼ෣͏ɽ

Ծ૝తͳBGPϦϯΫͷ໰୊఺͸ɼ·ͣͦͷରࡦͷ೉͠͞

ʹ͋Δ [3]ɽԾ૝తͳ BGPϦϯΫ͸ BGPϨΠϠ͔Βͯݟ

શ͘ਖ਼͍͠΋ͷͰ͋Δɽ͢ͳΘͪ BGPϨΠϠͷΈͰ͸͜

ΕΛ׬શʹ๷ࢭɾݕ஌͢Δ͕ࣄͰ͖ͳ͍ɽRPKI΍BGPsec

ͳͲͷٕज़͕׬શʹ༗ޮͱͳͬͨ৔߹Ͱ͋ͬͯ΋ɼԾ૝త
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ϦϯΫʹΑΔෆਖ਼ܦ࿏Λ๷͙͜ͱ͸Ͱ͖ͳ͍ɽ͞ࠂ޿Εͨ

ͦͷΑ͏ͳܦ࿏͕෺ཧతϦϯΫʹΑΔ΋ͷͰ͋Δ͔͸ɼ֎

෦͔Β֬ೝ͢Δ͕ࣄͰ͖ͳ͍͔ΒͰ͋Δɽ

·ͨ TracerouteͳͲͷσʔλϓϨʔϯͰͷπʔϧ͸τ

ϥϑΟοΫͷܦ࿏Λௐ΂Δ͜ͱ͕ՄೳͰ͋Δ͕ɼຊख๏Ͱ

͸τϥϑΟοΫࣗମΛτϯωϦϯάͰ͖ΔͨΊɼ͜ͷΑ͏

ͳπʔϧͰݕ஌͢Δ͜ͱ΋Ͱ͖ͳ͍ɽଟ͘ͷछྨͷϋΠ

δϟοΫΛݕ஌Մೳͳπʔϧ [12]Ͱ͋ͬͯ΋ɼԾ૝తϦϯ

ΫΛݕ஌͢Δʹ͸ࢸΒͳ͍ɽ

ผͷ໰୊఺ͱ࣮ͯ͠͠ݱ΍͢͞΋͋Δɽೋͭͷ AS͕ڠ

ྗͯ͠τϯωϧΛுΔ͚ͩͰ࣮ݱՄೳͰ͋Γɼ෺ཧతڑ཭

͕཭Ε͍ͯΔͲͷೋͭͷ ASͰ͋ͬͯ΋͜ΕΛுΔ͜ͱ͕

ՄೳͰ͋ΔɽҎ߱ͷ෼ੳͰ෼͔ΔΑ͏ʹ͜ͷ࣮͠ݱ΍͢͞

͸ඇৗʹຊ࣭తͳ໰୊Ͱ͋Γɼ؆୯ͳख๏ͱ௿͍ίετʹ

Αͬͯ RPKIͳͲͷηΩϡϦςΟΛճආͯ͠ߦΘΕΔɼӨ

஌͢Δ͜ͱ͕ॏཁͱͳΔɽݕΛࠂ޿࿏ܦͷେ͖͍ෆਖ਼ڹ

2.2 ؔ࿈ڀݚ

2.2.1 Өڹɾݕ஌ख๏

͜Ε·Ͱड़΂ͨΑ͏ʹ͜ͷෆਖ਼ܦ࿏Λະવʹ๷͢ࢭΔ͜

ͱ͸೉͍ͨ͠ΊɼطଘڀݚͰ͸ͦͷӨڹͷେ͖͞΍ݕ஌ख

๏ʹؔ͢Δ͕ূݕऔΓ্͛ΒΕ͍ͯΔɽ

LiΒ [10]͸Ծ૝తͳ BGPϦϯΫʹΑΔෆਖ਼ͳܦ࿏ࠂ޿

ͷӨڹʹ͍ͭͯɼASͷେ͖͞ʢΧελϚʔͷ਺ͷଟ͞ʣͰ

෼ྨ͍ͯͯ͠͠ূݕΔɽLiΒʹΑΕ͹ɼ࠷େͰ 89%΋ͷ

AS͕ӨڹΛड͚Δɽ

஌ख๏ʹ͍ͭͯ͸ɼYoussefΒͷఏҊݕ [11]΍ LiΒͷఏ

Ҋ [8]ͳͲ͕͋ΔɽLiΒͷఏҊ [8]Ͱ͸ɼޙड़͢Δ network

flow watermarking[13] ͱݺ͹ΕΔٕज़Λར༻ͯ͠ɼτϥ

ϑΟοΫ͕τϯωϧ͞Ε͍ͯΔ͔Λ͢ূݕΔɽ

͜ΕΒͷূݕͰ͸֤Ծ૝త BGPϦϯΫͷݕ஌ํ๏ʹͭ

͍ͯٞ࿦͍ͯ͠Δ͕ɼԾ૝తͳ BGPϦϯΫͷҰൠతͳੑ

࣭ʹ͍ͭͯ͸े෼ͳٞ࿦͕ߦΘΕ͍ͯͳ͍ɽҰޱʹԾ૝త

BGPϦϯΫͱͯͬݴ΋༷ʑͳλΠϓΛ͑ߟΔ͜ͱ͕Մೳ

Ͱ͋ΓɼͦΕͧΕͷঢ়گʹ͓͍ͯͦͷӨڹ΍ಈٴػͼޮ཰

తͳݕ஌ํ๏͸มΘͬͯ͘Δͱ͑ߟΒΕΔɽ্هͷطଘख

๏Ͱ͸ඇৗʹ୯७ͳτϯωϧͷܗͷΈྀ͕͞ߟΕ͍ͯΔ

͕ɼΑΓෳࡶͳܗΛ͑ߟΔ͜ͱ΋ՄೳͰ͋Δɽ·ͨطଘख

๏Ͱ͸ݕ஌ީิͷൣғ͕ඇৗʹ͘޿ɼޮ཰తͳݕ஌ख๏Ͱ

͋Δͱ͸͍ͮݴΒ͍ɽݕ஌ީิͷൣғΛڱΊΑΓޮ཰తͳ

ΔͨΊʹ͸ɼԾ૝త͢ݱ஌Λ࣮ݕ BGPϦϯΫͷద੾ͳ෼

ྨɾ෼ੳ͕ॏཁͱͳΔɽӨڹΛਖ਼͘͠ධՁ͢ΔͨΊʹ͸ɼ

BGPϨΠϠͷΈͰͳ͘τϥϑΟοΫʹ͍ͭͯ΋ྀ͢ߟΔ

ඞཁ͕͋Δɽ·ܸͨ߈ख๏ͱͯ͠Ծ૝త BGPϦϯΫΛଊ

͑Δ৔߹ɼऀܸ߈ଆͷࡁܦతͳಈػ΍ͦͷ࣮͠ݱ΍͢͞Λ

΍༗ޮͳ֐Δ͜ͱ΋ॏཁͰ͋Γɼ͔ͦ͜Βਖ਼ຯͷඃྀ͢ߟ

Ͱ͸͜Ε·ͰٞڀݚՄೳͱͳΔɽຊ͕ࣄΔ͑ߟ஌ख๏Λݕ

࿦͞ΕΔ͜ͱ͕গͳ͔ͬͨ͜ͷΑ͏ͳ఺ʹ͠ٴݴɼԾ૝త

BGPϦϯΫΛͦΕͧΕͷܗଶʹΑͬͯϞσϧԽͦ͠ͷੑ

࣭Λ෼ੳ͢Δɽ·ͨͦΕʹ͍ͦͯͮجͷӨڹͷେ͖͞ɼ࣮

۩஌ͷ͠΍͢͞ʹ͍ͭͯධՁ͠ɼݕͼٴػ΍͢͞ɼಈ͠ݱ

ମతͳݕ஌ख๏Λ͑ߟΔɽ

2.2.2 Network Flow Watermarking

Network flow watermarkingʢNFWʣ͸௨৴ͷܦ࿏Λݕ

ূ͢ΔͨΊͷٕज़Ͱ͋ΔɽτϥϑΟοΫʹwatermarkͱݺ

͹ΕΔ৘ใΛؚ·ͤΔ͜ͱͰಛ௃Λ࣋ͨͤɼ͜ΕΛ؍ଌ͢

Δ͜ͱͰͦͷ௨աΛ൑ఆՄೳͱ͢Δ΋ͷͰ͋Δɽจݙ [13]

ʹΑΔͱɼNFW͸ͦͷख๏ʹΑͬͯओʹ࢛ͭͷํ͕ࣜଘ

ΔɽΤϯίʔμ͸͜ΕΒͷํࣜʹΑͬͯτϥϑΟοΫ͢ࡏ

ʹ watermarkΛຒΊࠐΈɼσίʔμ͸؍ଌͨ͠τϥϑΟο

Ϋ͔Β͜ΕΒ৘ใΛಡΈऔΔ͜ͱͰɼτϥϑΟοΫ͕ͦͷ

஍఺Λ௨աͨ͜͠ͱΛ֬ೝՄೳͱͳΔɽຊڀݚʹ͓͍ͯ΋

஌ख๏ͱͯ͠ݕ NFWΛར༻͢Δ͕ɼͲͷΑ͏ͳ NFWΛ

༻͍Δ͔ɼٴͼͦͷ۩ମతख๏ʹؔͯ͠͸͠ٴݴͳ͍ɽ

3. ෼ྨɾ෼ੳ

3.1 ϞσϧԽ

ҎԼͰ͸Ծ૝త BGPϦϯΫͷ෼ྨɾ෼ੳͷͨΊͷϞσ

ϧԽʹ͍ͭͯࣔ͢ɽASؒͷ઀ଓʹ͸ҎԼͷೋछྨ͕͋Δɽ

τϥϯδοτ

AS͕Πϯλʔωοτ΁઀ଓ͢ΔͨΊʹɼτϥϑΟοΫ

ྔʹରͯ͠ྉۚΛࢧ෷͏Α͏ͳɼΑΓେ͖ͳ ASͱͷ઀ଓɽ

্ྲྀ ASΛϓϩόΠμɼԼྲྀ ASΛΧελϚʔͱݺͿɽ

ϐΞϦϯά

ASಉ͕࢜߹ҙͯ͠ແྉͰτϥϑΟοΫΛަ͢׵Δ઀ଓɽ

֤ ASΛϐΞͱݺͿɽ

Αͬͯ AS͸ɼϓϩόΠμܦ༝ͷτϥϑΟοΫ͕૿Ճ͢

ΔͱΑΓଟ͘ͷίετ͕ൃੜ͠ɼΧελϚʔܦ༝ͷτϥ

ϑΟοΫ͕૿Ճ͢ΔͱΑΓଟ͘ͷརӹΛಘΔɽ͢ͳΘͪɼ

Ұൠʹ AS͸ΧελϚʔܦ༝ͷܦ࿏Λ࠷΋޷Έɼ࣍ʹϐΞ

࿏Λબ୒͢Δɽͦ͜Ͱɼܦ༝ͷܦϓϩόΠμʹޙ࠷༝ɼܦ

࣍ͷ Gao-Rexford Ϟσϧ [14]Λ༻͍Δ͜ͱ͕Ͱ͖Δɽ

Gao-Rexford Ϟσϧ

( 1 ) AS͸ࣗ਎͕ࣗ਎ͷؒ઀తͳΧελϚʔʹ͸ͳΒͳ͍ɽ

( 2 ) AS͕ a͔Β b΁ͷܦ࿏Λ͢ࠂ޿Δͷ͸ɼa͔ b͕ࣗ

਎ͷΧελϚʔͰ͋Δ৔߹ʹݶΔɽ

( 3 ) AS͸ϕετύεͱͯ͠ɼΧελϚʔ͔Βͷܦ࿏Λ࠷

΋޷Έɼ࣍ʹϐΞ͔Βͷܦ࿏ɼޙ࠷ʹϓϩόΠμ͔Β

ͷܦ࿏Λબ୒͢Δɽ

ผͷϙݸͷΠϯλʔωοτʹ͓͚ΔBGP͸֤ASͷࡍ࣮

Ϧγʔʹ͍ͯͮجಈ͢࡞Δ͕ɼଟ͘ͷ AS͸ Gao-Rexford

ͷϙϦγʔʹ͍ͯͮجಈ͠࡞ [15]ɼ͜Εʹ͍ͨͮج ASϨ

ϕϧͷϞσϧԽʹΑͬͯ෼ੳ͕ߦΘΕ͍ͯΔ [16]ɽΑͬͯ

ຊ෼ੳͰ΋Gao-RexfordϞσϧΛ࠾༻͠ɼϕετύεͷબ

୒खॱΛҎԼͷΑ͏ʹఆΊΔɽ
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ਤ 1 Ұຊͷτϯωϧ্ͷԾ૝తτϥϯδοτ

Fig. 1 Virtual transit on one tunnel.

ϕετύεબ୒खॱ

( 1 ) ΧελϚʔܦ༝ͷܦ࿏Λ࠷༏ઌ͠ɼ࣍ʹϐΞܦ༝ɼ࠷

࿏Λબ୒͢Δɽܦ༝ͷܦϓϩόΠμʹޙ

( 2 ) AS PATH ࿏Λબ୒͢Δɽܦ΋୹͍࠷͕

( 3 ) AS൪߸͕࠷΋ए͍ AS͔Βͷܦ࿏Λબ୒͢Δɽ

Valley-freeߏ଄

Gao-Rexfordͷ৚͔݅ΒɼΠϯλʔωοτʹ͓͚Δܦ࿏

ͼτϥϑΟοΫ͸ٴࠂ޿ Valley-freeͱݺ͹ΕΔੑ࣭ʹै

͏ɽܦ࿏ࠂ޿͸্ྲྀܦ༝ͰԼྲྀʹ఻ൖ͢Δ͜ͱ͸͋Δ͕ɼ

ԼྲྀΛܦ༝্ͯ͠ྲྀ΁఻ൖ͢Δ͜ͱ͸ͳ͍ɽ͜ͷੑ࣭Λ

Valley-freeͱݺͼɼGao-Rexford৚݅ͷݩͰ͸ܦ࿏ࠂ޿ͱ

τϥϑΟοΫ͸͜ͷੑ࣭ʹै͏ɽಛʹ௚઀઀ଓ͞Ε͍ͯͳ

͍ೋͭͷ ASʹ஫໨ͨ͠৔߹ɼ͜ͷ ASؒͷ௨৴͸ඞͣͲ

ͪΒ͔ͷ ASͷϓϩόΠμΛ௨ա͢Δɽ͜ΕΒੑ࣭͸Ծ૝

త BGPϦϯΫͷτϯωϧͷܗ੒ํ๏ٴͼτϥϑΟοΫͷ

ྲྀΕʹಛ௃Λ༩͑ɼҎ߱Ͱͷ෼ྨɾ෼ੳٴͼ࣍ষʹ͓͚Δ

஌ख๏Ͱͷٞ࿦Ͱॏཁͳ໾ׂΛՌͨ͢ɽݕ

3.2 ෆਖ਼ܦ࿏ࠂ޿ͷछྨʹΑΔ෼ྨ

௨ৗͷ ASؒͷ઀ଓͱಉ༷ʹɼτϯωϦϯάʹΑΔԾ૝

తͳ઀ଓ΋τϥϯδοτͱϐΞϦϯάͷೋछྨΛ͑ߟΔ͜

ͱ͕Ͱ͖Δɽଟ͘ͷ ASʹ͢ࠂ޿Δ΄Ͳܦ࿏Λࠐ͍ٵΉ֬

཰͸ߴ·Δ͕ɼͦͷΑ͏ͳ͕ࠂ޿ແ৚݅ʹߦΘΕͨ৔߹ɼ

͜Ε͸ϧʔτϦʔΫͱͯ͠֎෦͔Β؍ଌՄೳͰ͋ΔͨΊɼ

௨ৗͷ઀ଓͰ͋ΔτϥϯδοτͱϐΞϦϯάͷΈΛ͑ߟΔɽ

3.2.1 τϥϯδοτܕ

ਤ 1͸τϯωϦϯάʹΑΔτϥϯδοτΛද͢ɽ͜͜Ͱ

֤ϊʔυ͸ ASΛද͠ɼAS൪߸ͱڞʹඳ͔ΕΔɽϊʔυ

ಉ࢜Λ͙ܨփ৭ͷΤοδ͸ ASؒͷ઀ଓΛද͠ɼ༗޲Το

δ͸ ASؒͷτϥϯδοτ઀ଓΛɼແ޲Τοδ͸ϐΞϦϯ

ά઀ଓΛද͢ɽτϥϯδοτ઀ଓͰ͸໼ҹଆ͕ϓϩόΠμ

ASʹɼٯଆ͕ΧελϚʔ ASʹରԠ͢Δɽ੨৭ͷ໼ҹ͸

௨ৗͷܦ࿏ࠂ޿Ͱ͋Γɼ໼ҹ্ͷจྻࣈ͸ AS PATHΛද

͢ɽ੺৭ͷ໼ҹ͸ෆਖ਼ܦ࿏ࠂ޿Λද͢ɽAS m ͱ AS n ͕

Δ͢ྗڠ ASͰ͋Γɼm͕Ծ૝తϓϩόΠμɼn͕Ծ૝త

ΧελϚʔͰ͋ΔɽAS aɼbɼcٴͼ AS a’ɼb’ɼc’͸ͦΕ

ͧΕmٴͼ nͷϓϩόΠμɼϐΞɼΧελϚʔͰ͋Δɽm

͸Ծ૝తϓϩόΠμͱͯ͠τϯωϦϯάʹΑΔ n͔Βͷܦ

࿏Λ઀ଓ͢Δશͯͷ ASʹ͠ࠂ޿ɼ઀ଓ͢Δશͯͷ AS͔

Βͷܦ࿏Λ nʹ͢ࠂ޿Δɽn͸Ծ૝తΧελϚʔͱͯ͠τ

ϯωϦϯάʹΑΔ m͔Βͷܦ࿏ΛΧελϚʔʹͷΈࠂ޿

͠ɼΧελϚʔ͔Βͷܦ࿏ͷΈΛ mʹ͢ࠂ޿Δɽ

Өൣڹғɾಈػ

τϥϯδοτܕͰ͸ϓϩόΠμܦ༝Ͱ্ྲྀ΁ܦ࿏ࠂ޿

ՄೳͰ͋Δɽ͕ࣄΉࠐ͍ٵ࿏ΛܦΔͨΊɼଟ͘ͷ͢ࢄ֦͕

ΑͬͯͦͷӨڹͷେ͖͞Λ͑ߟΔͱे෼ͳಈ͕͋ػΔɽҰ

ํͰࡁܦతͳಈػΛ͑ߟΔ৔߹ɼೋͭͷ ASͷҐஔ͕ؔ܎

ॏཁͱͳΔɽຊϞσϧͰࣔ͢Α͏ʹɼϓϩόΠμɾϐΞ΁

ͷࠂ޿͸ΧελϚʔͷܦ࿏Ͱͳ͍ݶΓଛӹͱͳΔɽΑͬͯ

Ծ૝తϓϩόΠμʹͱͬͯɼτϯωϧτϥϑΟοΫ͕Χε

λϚʔܦ༝Ͱ͋Δ৔߹ʹݶΓརӹ͕͋ΓɼͦΕҎ֎Ͱ͸අ

༻͕ൃੜ͢Δɽ͜Ε͸ҰຊͷτϯωϧʹΑΔԾ૝తϦϯΫ

ͷ৔߹Ͱ͸ɼn͕ mͷؒ઀తͳΧελϚʔͰ͋ΔΑ͏ͳ

ঢ়ݶʹگΒΕΔɽ͜ͷ৔߹ m͸্ྲྀ͔Βࠐ͍ٵΜͩτϥ

ϑΟοΫΛτϯωϧͱͯ͠ΧελϚʔʹૹग़͢ΔͨΊɼܦ

ͷ࣌ɼԾ૝తϦܗతͳརӹ΋ൃੜ͍ͯ͠Δɽ͜ͷΑ͏ͳࡁ

ϯΫ͸ଟ͘ͷܦ࿏Λࠐ͍ٵΈ͔ͭࡁܦతͳརӹ΋ൃੜ͢Δ

ͨΊɼ͜ͷܗ੒ʹΑΓ͍ڧಈػΛ࣋ͪ΍͘͢ɼैͬͯ͜ͷ

஌͸ॏཁͰ͋ΔɽݕͷԾ૝తϦϯΫͷܗ

஌Մೳੑݕ

Ծ૝తτϥϯδοτͰ͸ෆਖ਼ܦ࿏ࠂ޿͸Πϯλʔωοτ

શମʹ͕޿ΓಘΔͨΊɼͦͷӨൣڹғ͕େ͖͍ҰํͰΑΓ

஌͠΍͍͢΋ͷͱͳΔɽଟ͘ͷݕ AS͕͜ͷܦ࿏ࠂ޿Λड

͚औΓɼಛʹ্ྲྀͷ AS͕ͦͷ৘ใΛऔಘՄೳͱͳΔ͕ɼ

ͦͷΑ͏ͳ৘ใ͸༷ʑͳํ๏Ͱެ։͞Ε͍ͯΔɽTier1ͳ

Ͳͷେ͖ͳ AS΍༷ʑͳ૊৫͸Πϯλʔωοτͷܦ࿏৘ใ

΍τϥϑΟοΫ৘ใΛఏ͍ͯ͠ڙΔ͜ͱ΋ଟ͘ɼྫ͑͹

RIPE RIS[17]΍Route Views[18]ͳͲ͔Β͜ͷܦ࿏৘ใΛ

औಘՄೳͰ͋ΔɽΑͬͯͲͷ ASͰ͋ͬͯ΋͜ͷܦ࿏ͷଘ

Λ஌Δ͜ͱ͕ՄೳͱͳΔɽಛʹτϯωϧ͞Ε͍ͯΔࡏ AS

΋͜ͷΑ͏ͳܦ࿏ࠂ޿Λड͚औΔ৔߹ɼࣗ਎Λ௨ա͢Δτ

ϯωϧτϥϑΟοΫͱൺֱ͢Δ͜ͱͰɼͦͷ ASͷΈͰԾ

૝తτϥϯδοτΛݕ஌͢Δ͜ͱ͕ՄೳͱͳΔɽ

3.2.2 ϐΞϦϯάܕ

ਤ 1ʹ͓͍ͯɼm͔Βग़Δ੺৭ͷ໼ҹ͕ cʹͷΈ৳ͼΔ

ঢ়͕گԾ૝తϐΞϦϯάʹ૬౰͢Δɽm ͱ n ͸͍ޓʹԾ

૝తϐΞͰ͋ΔͨΊɼ͍ޓʹΧελϚʔ͔Βͷࠂ޿ͷΈΛɼ

ΧελϚʔͷΈʹ͢ࠂ޿Δɽ

Өൣڹғɾಈػ

ϐΞϦϯάܕͰ͸ෆਖ਼ܦ࿏͸ΧελϚʔʹ͔͠͞ࠂ޿Ε

ͳ͍ͨΊɼೋͭͷ ASͷҐஔ͕ؔ܎ͲͷΑ͏ͳ৔߹Ͱ͋ͬ

ͯ΋རӹͱͳΔɽΑͬͯࡁܦతͳಈػ͸ΑΓ͘ڧͳΔɽҰ

ํͰෆਖ਼ܦ࿏ࠂ޿͸Լྲྀʹ͔֦͠͠ࢄͳ͍ͨΊɼͦͷӨڹ
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ਤ 2 Ծ૝త BGP ϦϯΫͷܗ੒લޙͰτϥϑΟοΫ͕มԽ͠ͳ͍

ঢ়گ

Fig. 2 The traffic does not change after the virtual BGP link

between near ASes.

ൣғ͸τϥϯδοτܕͱൺֱ͍ͯͩ͠Ϳখ͍͞ɽ·ͨͦͷ

Өڹ͸ద੾ʹ൑அ͢ΔͨΊʹ͸ɼ࣮ࡍʹͲͷΑ͏ͳτϥ

ϑΟοΫͷมԽ͕ൃੜ͢Δͷ͔Λྀͨ͠ߟਖ਼ຯͷӨڹΛߟ

͑Δඞཁ͕͋Δɽ

ྫͱͯ͠ೋͭͷ AS mͱ n͕ɼڞ௨ͷϓϩόΠμΛܦ༝

ͨ͠τϯωϧʹΑͬͯԾ૝తϐΞϦϯάΛܗ੒͢Δɼਤ 2

ͷΑ͏ͳঢ়گΛ͑ߟΔɽෆਖ਼ܦ࿏Λड͚औΔҎલͷ c2ͷ

c1Ѽͷϕετύε͕ npmc1ͩͬͨ৔߹ɼԾ૝తϐΞϦϯ

άʹΑΓෆਖ਼ܦ࿏ nmc1Λड͚औΔͱɼ͜ΕΛϕετύε

ͱͯ͠બ୒͢Δɽ͢Δͱ c2͸Ծ૝తͳ BGPϦϯΫΛଘࡏ

͢Δͱͯ͠௨৴͢ΔͨΊ᱐͞ΕΔ͜ͱʹ͸ͳΔ͕ɼ࣮ࡍͷ

τϥϑΟοΫ͸ͦͷલޙͰมΘΒͳ͍ɽݩʑ npmc1͕ϕ

ετύεͰͳ͍৔߹͸ɼAS PATHͷ͕ࠩখ͍͞ͷͰӨڹ

͸࠷΋খ͍͞ܗʹͳΔͱ͑ߟΒΕΔɽ͢ͳΘͪ͜ͷͷΑ͏

ͳԾ૝తϐΞϦϯά͸ϩʔΧϧͳੑ࣭͕͋ΔͨΊɼΑΓݕ

஌ͮ͠Β͍ҰํͰɼਖ਼ຯͷӨڹ΋খ͍͞ɽ

஌Մೳੑݕ

ϐΞϦϯάܕͰ͸ෆਖ਼ͳܦ࿏ࠂ޿͸ϓϩόΠμʹ͞ࠂ޿

Εͳ͍ͨΊɼ͜ͷܦ࿏৘ใ͸Πϯλʔωοτʹ͘޿͸֦ࢄ

͠ͳ͍ɽΑͬͯԼྲྀͷ AS͕͜Εʹؾ෇͘ඞཁ͕͋Δɽτ

ϯωϧ্͕ྲྀΛܦ༝ͯ͠ுΒΕ͍ͯΔ৔߹ɼෆਖ਼ͳܦ࿏޿

Λड͚औͬͨԼྲྀࠂ AS͸τϯωϧτϥϑΟοΫΛӡͿ্

ྲྀ ASͱ͢ྗڠΔ͜ͱͰݕ஌Ͱ͖ΔՄೳੑ͕͋Δɽ

3.3 Ծ૝త BGPϦϯΫͷܗ੒ܗଶʹΑΔ෼ྨ

3.3.1 ҰຊͷτϯωϧʹΑΔԾ૝త BGPϦϯΫ

Ծ૝తBGPϦϯΫͷ࠷΋γϯϓϧͳܗͱͯ͠ɼҰຊͷτ

ϯωϧʹΑΔ΋ͷ͕͑ߟΒΕΔɽԾ૝త BGPϦϯΫΛܗ

੒͢Δೋͭͷ AS͸ɼࣗ਎ͷॴ࣋͢ΔϓϦϑΟοΫεͷ͏

ͪҰ෦Λ͜ͷτϯωϧͷͨΊʹ࢖༻͠ɼ͜ ͷ্ͰBGPηο

γϣϯΛҡ࣋͢Δɽ͢ͳΘͪτϯωϧτϥϑΟοΫͷૹ৴

ͱૹ৴ઌͷΞυϨε͸ɼԾ૝తݩ BGPϦϯΫΛܗ੒͢Δ

ೋͭͷ ASͷ΋ͷͱͳΔɽ·ͨ 3.1અͰࣔͨ͠ Valley-free

ͷߏ଄͔ΒɼτϯωϧτϥϑΟοΫ͸ೋͭͷ ASͷ͏ͪͲ

ͪΒ͔ͷϓϩόΠμଆΛඞͣ௨ա͢Δɽ͜ΕΒੑ࣭Λར༻

͢ΔࣄͰΑΓޮ཰తͳݕ஌ख๏Λ͑ߟΔ͜ͱ͕Ͱ͖ɼ࣍ষ

Ͱ͸ͦͷ۩ମతखॱΛݕ౼͢Δɽ

3.3.2 ෳ਺ຊͷτϯωϧʹΑΔԾ૝త BGPϦϯΫ

Ҏ্ͷͭࡾ AS͕ͯ͠ྗڠෳ਺ຊͷτϯωϧΛ͗ܨɼͦ

ͷ্ͰҰͭͷԾ૝త BGPϦϯΫΛܗ੒͢Δ͜ͱ͕ՄೳͰ

͋Δɽ͜Ε͸ҰຊͷτϯωϧʹΑΔԾ૝త BGPϦϯΫΛɼ

఺ͱͯ͠෼ׂͨ͠Α͏ͳ΋ͷͱͳΔɽܧASΛதྗڠͳΔߋ

͜ͷΑ͏ͳํࣜΛ࠾༻͢Δ͜ͱͰɼҰຊͷτϯωϧͷ৔߹

ͱൺֱͯ͠ɼΑΓԾ૝త BGPϦϯΫΛݕ஌͞ΕͮΒ͍΋

ͷʹ͢Δ͜ͱ͕ՄೳͱͳΔɽ͜ͷํࣜͰ͸τϯωϧͷதܧ

AS͕ଘ͢ࡏΔͨΊɼτϯωϧτϥϑΟοΫͷૹ৴ऀΞυ

Ϩεٴͼૹ৴ઌΞυϨε͸ɼԾ૝త BGPϦϯΫΛܗ੒͢

ΔೋͭͷASͷ࣋ͭ IPΞυϨεͰ͋Δͱ͸ݶΒͳ͍ɽΑͬ

ͯͦͷΑ͏ͳΞυϨεΛର৅ͱͨ͠ݕ஌ख๏Ͱ͸͜ͷํࣜ

ͷԾ૝త BGPϦϯΫΛݕ஌Ͱ͖ͳ͍ɽ

·ͨෳ਺ຊͷτϯωϧΛܦ༝͢ΔͨΊɼԾ૝త BGPϦ

ϯΫͱͯ͠ͷτϯωϧτϥϑΟοΫ͸Valley-freeͷ੍໿Λ

ड͚ͳ͍ɽΑͬͯValley-freeΛ૝ఆ্ͨ͠ྲྀͰͷݕ஌Λճ

ආ͢Δ͜ͱ͕ՄೳͱͳΔɽ

͜͜Ͱɼsibling ASʹ͍ͭͯ͑ߟΔඞཁ͕͋Δɽsibling

ASͱ͸ɼผͷ AS൪߸Ͱ͋ͬͯ΋ಉ͡૊৫ʹΑͬͯӡӦ

͞Ε͍ͯΔ ASͷ͜ͱͰ͋Δɽྫ͑͹ GoogleʢAS15169ʣ

ʹର͠ YouTubeʢAS36561ʣ͕͋Δ͕ɼ͜Ε͸རศੑͳͲ

Λͯ͑ߟผͷ ASͱͯ͠ӡӦ͞Ε͍ͯΔɽ͜ͷΑ͏ͳߏ੒

͸௝͘͠ͳ͘ɼΉ͠Ζେ͖͍ ISP͸ෳ਺ͷ AS൪߸Λॴ༗

͍ͯ͠Δ͜ͱ΋ଟ͍ɽ͜ͷΑ͏ͳঢ়گͰ͸ɼ͋Δ૊৫͕ೋ

ͭ໨Ҏ߱ͷ AS൪߸Λ͏·͘ར༻͢Δ͜ͱͰɼ؆୯ʹԾ૝

త BGPϦϯΫΛݕ஌͞ΕͮΒ͘͢Δ͜ͱ͕ՄೳͱͳΔɽ

ͱ͜ΖͰͦͷΑ͏ͳঢ়گΛ૝ఆ͢ΔͱɼΑΓෳࡶͳߏ੒

Λ͍͘ΒͰ΋͑ߟΔ͜ͱ͕ՄೳͰ͋Δ͕ɼͦͷΑ͏ͳ΋ͷ

஌͢Δݕͨ·͸͋Δҙຯ౰વͰ͋Γɼࣄ஌Ͱ͖ͳ͍ݕ͕

ඞཁ΋ͳ͍͜ͱ͕Θ͔Δɽಉ͡૊৫ͷ ASͷΈʹΑΔԾ૝

తϦϯΫͰ͋ͬͯ΋ɼBGPϨΠϠ͔ΒݟΕ͹΍͸Γෆਖ਼

ͳϦϯΫͱͳΓಘΔɽ௚઀઀ଓ͞Ε͍ͯͳ͍ʹೋͭͷ AS

͕ɼ BGPϨΠϠ͔Βͯݟ ͦ͏Ͱ͋ΔΑ͏ͳܦ࿏ࠂ޿Λ

Ͱ͸τϯωϧτϥگΒͰ͋Δɽ͔ͦ͠͠ͷΑ͏ͳঢ়͔͏ߦ

ϑΟοΫΛӡͿ ASͱͯ͠֎෦ͷ AS͕ࠐ͖ר·ΕΔ͜ͱ

͸ͳ͘ɼྗڠ ASಉ࢜ͷΈͷ΍ΓͱΓͱͳΔɽ͢ͳΘͪ͜

ΕΒ AS͕݁߹ͨ͠ΑΓେ͖ͳ ASͷΑ͏ʹ͑ݟɼτϯω

ϧτϥϑΟοΫ͸಺෦ωοτϫʔΫͰͷ΍ΓͱΓͱಉٛͰ

͋ΔɽΑͬͯ͜ΕΛ֎෦ͷ AS͕ݕ஌͢Δࣄ͸౰વෆՄೳ

Ͱ͋Γɼݕ஌͢Δඞཁ΋ͳ͍ͱ͑ߟΒΕΔɽΑΓෳࡶͳߏ

੒ͱͯ͠ɼߋʹෳ਺ͷ AS͕ෳ਺ͷτϯωϧʹΑͬͯԾ૝

త BGPϦϯΫΛܗ੒ͨ͠৔߹Ͱ͋ͬͯ΋ɼྗڠ ASʹΑ

ΔΫϥελʔͷΑ͏ͳߏ଄͕τϯωϧτϥϑΟοΫΛࣗ༝

4ⓒ 2021 Information Processing Society of Japan

Vol.2021-DPS-186 No.17
Vol.2021-CSEC-92 No.17

2021/3/15



৘ใॲཧֶձڀݚใࠂ
IPSJ SIG Technical Report

͸Ͱ͖ͳ͍ɽࣄ஌͢ΔݕͰ͖ΔͨΊɼޚ੍ʹ

Ή͠ΖԾ૝త BGPϦϯΫͷຊ࣭తͳ໰୊͸ɼͨͩτϯ

ωϧΛ༻͍Δͱ͍͏؆୯ͳख๏ʹΑͬͯɼطଘͷηΩϡϦ

ςΟͰ͋Δ RPKIͳͲΛճආͯ͠ෆਖ਼ࠂ޿Λ࣮ߦՄೳͰ͋

Δͱ͍͏఺Ͱ͋Δͱ͑ߟΒΕΔɽΑͬͯԾ૝త BGPϦϯ

Ϋͷݕ஌ର৅ͱͯ͠͸ɼෳ͗͢ࡶΔ΋ͷΛ͑ߟΔඞཁ͸ͳ

͍ͱ͍͏͜ͱ͕෼͔ΔɽಛʹҰຊͷτϯωϧʹΑΔԾ૝త

BGPϦϯΫΛݕ஌͢Δ͜ͱ͕ॏཁͰ͋ΔɽຊڀݚͰ΋ݕ

஌ର৅ͱͯ͠͸ൺֱత୯७ͳܗΛ·ͣ૝ఆ͠ɼஈ֊తʹݕ

஌ର৅ͷൣғΛ͛޿Δ͜ͱΛ͑ߟΔɽ

4. ஌ख๏ݕ

4.1 ஌खॱͷఏҊݕ

4.1.1 ৚݅ɾൣғ

ͷԾ૝తن஌ର৅ͱͯ͠͸ɼ৽ݕ BGPϦϯΫͷΈΛߟ

͑Δ͜ͱʹ͢ΔɽࡏݱͷΠϯλʔωοτʹ͓͍ͯطʹԾ૝

త BGPϦϯΫ͕ଘ͍ͯ͠ࡏΔՄೳੑ͸े෼ʹ͋Δ͕ɼߟ

͑ΒΕΔީิͷ਺͸๲େͰ͋ΓɼͦͷશͯΛ͢ূݕΔࣄ͸

తͰ͸ͳ͍ɽԾ૝త࣮ݱ BGPϦϯΫΛܗ੒͠ಘΔ 2ASͷ

ީิ͸ɼ؍ଌ͞ΕΔશͯͷܦ࿏ࠂ޿ͷ AS PATHʹؚ·Ε

Δɼશͯͷ࿈ଓͨ͠ 2ASͰ͋Δɽͦͯͦ͠ΕΒީิ͕Ͳ

ͷτϥϑΟοΫΛͲͷΑ͏ʹτϯωϧ͍ͯ͠Δ͔΋ݶఆͰ

͖ͳ͍ɽԾ૝తϦϯΫ͕֎෦͔Βͯݟશ͘໰୊ͳ͘ػೳ͠

͍ͯΔঢ়گͰ͸ɼ׬શʹ௨ৗͷϦϯΫͱಉ༷ʹѻΘΕɼ͜

ΕΛٙ͏ख͕͔Γ͕ଘ͠ࡏͳ͍ɽΑͬͯطଘͷԾ૝తϦϯ

ΫΛݕ஌͢ΔͨΊʹ͸ɼ໢ཏతͳ͕ূݕඞཁͱͳͬͯ͠·

͏ɽͦ͜Ͱݕ஌ର৅ͷൣғΛ৽نϦϯΫʹݶఆ͢ΔࣄͰɼ

తͳൣғʹઃఆՄೳͰ͋Δɽ͜ΕΒީิΛ࣮ݱΛิީূݕ

AS PATHʹؚΉܦ࿏ࠂ޿Λड͚औͬͨͱ͖ɼAS͸ϕετ

ύεͱͯ͠࠾༻͢Δ΋ͷͷΈΛ͢ূݕΕ͹ྑ͍ɽͳͥͳΒ

ͲͷΑ͏ͳෆਖ਼ܦ࿏Ͱ͋ͬͯ΋ɼͦΕΛར༻͢Δ AS͕Ұ

ͭ΋ଘ͠ࡏͳ͚Ε͹ඃ֐Λड͚Δ AS͸౰વଘͣͤࡏɼ࣮

࣭తʹͳΜͷҙຯ΋࣋ͨͳ͘ͳΔ͔ΒͰ͋Δɽ

Ҏ্ͷΑ͏ͳಛੑΛ౿·͑ͯɼݕ஌ख๏ͷࣜܗͱͯ͠͸

֤ AS͕ड͚औͬͨܦ࿏ࠂ޿ʹର͠ɼͦΕͧΕ࣮͢ߦΔΑ

͏ͳ΋ͷͱ͢Δɽͦͷํ͕ͦΕͧΕͷঢ়گʹର͠ར༻͠΍

͍͢΋ͷͱͳΓɼదԠతʹݕ஌ՄೳͰ͋Δͱ͑ߟΒΕΔɽ

ʹ੩తʹݩ࿏΍τϥϑΟοΫσʔλΛܦଌ͞Εͨଟ͘ͷ؍

ղੳ͢Δख๏Ͱ͸ɼઌʹड़΂ͨΑ͏ʹ໢ཏతͳ΋ͷͱͳͬ

ͯ͠·͏ɽ

4.1.2 ۩ମతखॱ

τϯωϧͷݕ஌ʹ͸ɼ2ষͰ঺հͨ͠ network flow wa-

termarking Λར༻͢Δɽ֤ AS ஌ख๏ͱ͠ݕΔ͢ߦ࣮͕

ͯɼҎԼͷΑ͏ͳखॱΛ͑ߟΔ͜ͱ͕Ͱ͖Δɽ

( 1 ) AS͸৽نϦϯΫ mnΛؚΉܦ࿏Λड͚औΔɽ

( 2 ) ͜ΕΛϕετύεͱͯ͠࠾༻͢Δ৔߹ɼ͜ ͷϓϦϑΟο

ΫεѼʹwatermarkΛೖΕͨτϥϑΟοΫΛૹ৴͢Δɽ

( 3 ) ࣗ਎Λ௨ա͢Δର৅τϥϑΟοΫͷ watermarkΛ֬

ೝ͢Δʢwatermark self-checkʣɽ

( 4 ) mͱ nͷपล ASͱ͠ྗڠɼର৅τϥϑΟοΫͷ wa-

termarkΛ֬ೝ͢Δɽ

watermark self-checkͰ͸ɼࣗ਎͕τϯωϧͱͯ͠ར༻

͞Εɼͦ ͷ্ͰԾ૝తBGPϦϯΫ͕ܗ੒͞Ε͍ͯΔ͔Λ൑

ఆՄೳͰ͋Δɽ͜ͷஈ֊Ͱݕ஌͞ΕಘΔԾ૝త BGPϦϯ

Ϋ͸ओʹτϥϯδοτܕͰ͋Γɼ্ྲྀΛܦ༝͖ͯͨ͠ܦ࿏

ʹΒΕΔɽ͜ͷํ๏͸ෳ਺τϯωϧ͑ߟओͳର৅ͱ͕ࠂ޿

ΑΔԾ૝తϦϯΫʹ΋༗ޮͰ͋Γɼࣗ਎͕ෆਖ਼ͳτϯωϧ

τϥϑΟοΫͷૹ৴ʹؾ෇͔ͳ͍͏ͪʹՃ୲͍ͯ͠ͳ͍͔

Λ֬ೝ͢ΔҰൠతͳํ๏ͱͳΔɽwatermark self-checkͰ

͸֤AS͕ଞͷASͱ͢ྗڠΔඞཁͳ͘ɼࣗ ਎ͷ౎߹ʹΑͬ

ΔɽΑͬͯ͑ݴՄೳͳͨΊɼΑΓ൚༻తͰ͋Δͱ͕ূݕͯ

·ͣ͸ self-checkΛ͍ߦɼͦͷޙଞͷ ASͱݕͯ͠ྗڠ஌

͢ΔΑ͏ͳखॱΛऔΔɽ

Δ͢ྗڠ ASͷީิͱͯ͠͸ɼm·ͨ͸ nͷपล ASΛ

ΔɽԾ૝త͑ߟ BGPϦϯΫͰ͋ΔͳΒ͹ྡ઀͢Δ ASͷ

͍ͣΕ͔͸τϯωϧ͞Ε͍ͯΔ͜ͱʹͳΔͨΊɼsibling AS

ʹΑΔԾ૝త BGPϦϯΫͰͳ͍ݶΓɼશͯͷྡ઀ ASͱ

஌͢Δ͜ͱ͕ՄೳͰ͋Δɽ͔͠͠ଟݕΔ͜ͱͰඞͣ͢ྗڠ

͘ͷ ASͱ઀ଓ͍ͯ͠Δ AS΋ҰൠతͰ͋Γɼશͯͷྡ઀

ASͱ͢ྗڠΔʹ͸େ͖ͳίετ͕ඞཁͱͳΔɽҰํͰ AS

ͷ઀ଓܗଶʹ͸ภΓ͕͋ΓɼϓϩόΠμͷ਺͸ϐΞٴͼΧ

ελϚʔͷ਺ͱൺ΂ͯগͳ͍ͨΊɼϓϩόΠμ ASͱ༏ઌ

తʹ͢ྗڠΔ͜ͱͰίετΛݮ࡟Ͱ͖ΔՄೳੑ͕͋Δɽ3.1

અͰड़΂ͨΑ͏ʹτϥϑΟοΫ͸Valley-freeʹै্ͬͯྲྀ

ΛྲྀΕ΍͘͢ɼϓϩόΠμͱͷ͕ྗڠॏཁͰ͋Δͱͨ͑ݴ

ΊɼॳΊ͸ϓϩόΠμଆͷ ASͱ͠ྗڠɼ࣍ʹϐΞɼΧε

λϚʔͱൣғΛ͍ͯ͛͘͜޿ͱͰίετΛ཈͑ͭͭݕ஌Մ

ೳੑΛ্͍͛ͯ͘͜ͱ͕ՄೳͰ͋ΔɽҎ্ͷΑ͏ͳ࢓૊Έ

ʹΑͬͯஈ֊తͳݕ஌͕ՄೳͰ͋Γɼ֤ ASͷ઀ଓঢ়گ΍

ϦιʔεʹԠͯ͡ॊೈʹରԠՄೳͳ΋ͷͱͳΔɽίετͷ

۩ମతͳධՁ͸ 4.2અͰٞ࿦͢Δɽ

watermarkΛࣗ਎Ͱ͢ূݕΔ৔߹Ͱ͋ͬͯ΋ଞͷ ASͱ

ݕΔ৔߹Ͱ͋ͬͯ΋ɼͲͷτϥϑΟοΫΛ͢ূݕͯ͠ྗڠ

ূର৅ͱ͢Δ͔΋ॏཁͱͳΔɽISPʹ͸େྔͷτϥϑΟο

Ϋ͕ྲྀΕ͍ͯΔͨΊɼͦͷશͯΛূݕର৅ͱ͢Δࣄ͸ޮ཰

తͰ͸ͳ͍ɽ͜ͷର৅τϥϑΟοΫʹରͯ͠΋ɼஈ֊తͳ

ద༻Λ͑ߟΔ͜ͱ͕ՄೳͰ͋ΔɽҎԼͰ͸ AS mʹଐ͢Δ

ΞυϨε͔ΒɼAS nʹଐ͢ΔΞυϨε΁ͷτϥϑΟοΫΛ

ʢmɼnʣͱॻ͘ɽ·ͣҰຊͷτϯωϧʹΑΔԾ૝త BGP

ϦϯΫͰ͸ɼτϯωϧτϥϑΟοΫ͸ʢmɼnʣ·ͨ͸ʢnɼ

mʣͰ͋ΔͨΊɼ͜ͷΑ͏ͳτϥϑΟοΫͷ watermarkΛ

ݕΕ͹ྑ͍ɽෳ਺ͷτϯωϧʹΑΔԾ૝తϦϯΫΛ͢ূݕ

஌͍ͨ͠৔߹ɼ·ͣʢmɼ*ʣɼʢnɼ*ʣɼʢ*ɼmʣɼʢ*ɼnʣ͕

ީิͱͳΔɽͨͩ͠*͸೚ҙͷ AS൪߸Ͱ͋Δɽ͜ͷ֦ு

ʹΑͬͯm·ͨ͸ nΛ୺ͱ͢Δτϯωϧ·Ͱݕ஌Մೳͱͳ

Δɽߋʹ sibling ASʹΑΔτϯωϧΛݕ஌͢ΔͨΊʹ͸ɼ
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ਤ 3 Ճ͢Δࢀ஌ݕ Tier2 AS ͕ Tier2 AS ͱ Tier3 AS ؒͷτϯ

ωϧ্ʹଘ͢ࡏΔ֬཰ʢTier2 AS ͔Β Tier3 AS ΁ͷϕετ

ύεʣ

Fig. 3 Probability that Tier2 ASes that join the detection ex-

ist on the tunnel between Tier2 ASes and Tier3 ASes

(best paths from Tier2 ASes to Tier3 ASes).

ʢsmɼ*ʣɼʢsnɼ*ʣɼʢ*ɼsmʣɼʢ*ɼsnʣ·Ͱର৅ͱ͢Δඞ

ཁ͕͋Δɽͨͩ͠ smٴͼ sn͸ mٴͼ nͷ sibling ASͰ

͋Δɽ͜ͷΑ͏ʹূݕର৅τϥϑΟοΫʹ͍ͭͯ΋ɼঢ়گ

ʹԠ͡ஈ֊తͳద༻͕ՄೳͰ͋Δɽ

4.2 ੑೳʹؔ͢ΔධՁٴͼ࡯ߟ

4.2.1 ࡯ߟͼٴ஌཰ʹ͍ͭͯͷධՁݕ

্ͷΑ͏ͳݕ஌खॱʹΑͬͯͲͷఔ౓Ծ૝త BGPϦϯ

Ϋ͕ݕ஌ՄೳͰ͋Δ͔͢ূݕΔඞཁ͕͋Δ͕ɼ͜Ε·Ͱͷ

෼ੳʹΑΓͦͷݕ஌཰͸Ծ૝త BGPϦϯΫͷܗ΍ ASͷ

઀ଓؔٴ܎ͼঢ়گʹΑͬͯ෯͘޿มΘΔͱ͑ߟΒΕΔɽͦ

͜ͰຊڀݚͰ͸ΑΓҰൠతͳٞ࿦Λͨ͏ߦΊʹɼ·ͣ AS

ͷ઀ଓ͔ؔ܎Βτϯωϧ্ʹ AS͕ͲͷΑ͏ʹଘ͢ࡏΔ͔

Λ͠ূݕɼ͜Εʹ͍ͦͯͮجΕͧΕͷঢ়گʹ͓͚ΔԾ૝త

ϦϯΫͷݕ஌཰Λ͑ߟΔɽ

ҎԼͰ͸ASΛΧελϚʔͷ਺ʹΑͬͯ෼ྨ͠ɼจݙ [19]

ͱಉ༷ʹΧελϚʔͷ਺͕ 250ΑΓଟ͍΋ͷΛ Tier1ɼ25

ΑΓଟ͘ 250 ҎԼͷ΋ͷΛ Tier2ɼ1 Ҏ্ 25 ҎԼͷ΋ͷ

Λ Tier3ɼ0ͷʢ͢ͳΘͪΧελϚʔΛ࣋ͨͳ͍ʣ΋ͷΛ

Stub ͱݺͿɽ·ͨ Tier1 AS ͸શͯݕ஌खॱΛ࣮ߦՄೳ

Ͱ͋Δͱ͠ɼͦͷ্Ͱ Tier2Ϩϕϧͷ AS͕Ͳͷఔ౓ݕ஌

ݕ஌཰͕มԽ͢Δ͔ΛݕՃ͢Δ͔ʹΑͬͯͲͷఔ౓ࢀʹ

ূ͢Δɽଌఆ͸γϛϡϨʔγϣϯʹΑ͍ͬͯߦɼCAIDA

AS-relationship[20]ͷ 2019೥ 7݄ͷσʔλΛ༻͍ͨɽ

ਤ 3͸ Tier2 ASͱ Tier3 AS͕ҰຊͷτϯωϧΛுͬ

ͨ৔߹ʹɼͦͷτϯωϧ্ʹݕ஌खॱΛ࣮ߦՄೳͳ Tier2

AS͕Ͳͷఔ౓ͷׂ߹Ͱଘ͢ࡏΔ͔Λɼͦͷ Tier2 ASͷ਺

ͱτϯωϧͷ AS PATHͷ௕͞ຖʹࣔͨ͠΋ͷͰ͋Δɽ

ਤ 3͔Β AS PATH͕௕͍τϯωϧ΄Ͳݕ஌཰͕͍͜ߴ

ͱ͕Θ͔ΔɽಛʹAS PATH͕ 4Ҏ্ͷ৔߹ɼTier2 AS͕

Ұ੾ݕ஌͠ͳ͍ঢ়گɼ͢ͳΘͪ Tier1 ASͷΈ͕ݕ஌͢Δ

ঢ়گͰ͋ͬͯ΋ 9ׂఔ౓ݕ஌ՄೳͰ͋Γɼ600ఔ౓ͷ Tier2

AS͕ݕ஌ʹࢀՃ͢Δ͜ͱͰɼ΄ͱΜͲݕ஌ՄೳͰ͋Δͱ

͍͏͜ͱ͕Θ͔Δɽτϯωϧͷ AS PATH͸௕͍΄Ͳτϯ

ωϧτϥϑΟοΫΛӡͿ AS΋ଟ͘ͳΓɼ·ͨඃ֐ AS͸

ΑΓ௕͍ RTTΛ͡ײ΍͘͢ͳΔͨΊɼ௕͍ AS PATHʹ

ΑΔτϯωϧͷݕ஌཰͕ 9ׂҎ্͋Δࣄ͸ɼԾ૝త BGP

ϦϯΫͷඃ֐ͷܰݮʹେ͖ͳҙຯΛ࣋ͭɽ

AS PATHͷ௕͕͞୹͘ͳΔͱݕ஌཰͸Լ͕Γɼಛʹ௕

͞ 2ͷ৔߹ɼ͢ͳΘͪೋͭͷ AS͕Ұͭͷ ASΛհͯ͠τ

ϯωϧΛுΔ৔߹ɼݕ஌཰͸େ͖͘Լ͕Δɽ͜Ε͸͜ͷτ

ϯωϧΛݕ஌Մೳͳ AS͕ͦͷ ASҰͭͷΈͱͳΔ͔ΒͰ

͋Δɽ͜ͷΑ͏ͳ୹͍ʢAS PATH্ͷʣڑ཭Ͱͷτϯω

ϧ͸ݕ஌ͮ͠Β͘ɼ࠷େͰ΋ 7ׂఔ౓ͱͳΔɽ

Ҏ্ͰಘΒΕͨτϯωϧ্ͷ ASͷଘ֬ࡏ཰͔Βɼ༷ʑ

ͳܗɾঢ়گͷԾ૝తϦϯΫʹରͯ͠ݕ஌खॱ͕Ͳͷఔ౓༗

ޮͰ͋Δ͔Λٞ࿦͢Δ͜ͱ͕Ͱ͖Δɽ

ྫ͑͹ Tier2 ASͱ Tier3 AS͕Ұຊͷτϯωϧͷ্Ͱ

Ծ૝తτϥϯδοτΛܗ੒͠ɼ৽نͷϓϦϑΟοΫεΛෆ

ਖ਼ʹ͢ࠂ޿Δ৔߹ɼͦͷݕ஌཰͸ͦͷ··ਤ 3Ͱ͑ߟΔ͜

ͱ͕Ͱ͖Δɽ৽نϓϦϑΟοΫε͸ͦΕ·Ͱ͞ࠂ޿Ε͍ͯ

ͳ͔ͬͨͨΊɼ͜ͷࠂ޿͸ඞͣ࠾༻͞ΕɼΑͬͯͦͷܦ࿏

͸ඞͣϕετύεͱͯ͠બ୒͞ΕΔɽΑͬͯ͜ͷܦ࿏͸Π

ϯλʔωοτશମʹඞͣ౸ୡ͠ɼશͯͷ AS͕Ծ૝తϦϯ

Ϋͷ͕ূݕՄೳͰ͋Δɽ͜ΕΒ AS͕Ͳͷఔ౓ watermark

self-checkΛ࣮͢ߦΔ͔ʹΑͬͯͲͷఔ౓ݕ஌ՄೳͰ͋Δ

͔͸ɼ·͞ʹਤ 3ͱରԠ͢Δͱ͑ݴΔɽ

ASಉ࢜ͷྗڠʹΑΔݕ஌ͷ৔߹Ͱ͋ͬͯ΋ɼ͜ ΕΒଘࡏ

֬཰Λج४ʹ͑ߟΔ͜ͱ͕Ͱ͖Δɽྫ͑͹࠷΋γϯϓϧͳ

ͱͯ͠ܗ sibling ASͳͲ͕ଘ͠ࡏͳ͍ɼTier2 ASͱ Tier3

ASؒͷҰຊͷτϯωϧ্ͷԾ૝తϐΞϦϯάͷݕ஌཰Λ

Λड͚औͬࠂ޿࿏ܦ஌͢ΔͨΊʹ͸ෆਖ਼ݕΔɽ͜ΕΛ͑ߟ

ͨ AS͕ɼτϯωϧ্ͷ ASͱͯ͠ྗڠ watermarkͷূݕ

Λ͏ߦඞཁ͕͋ΔɽΑ࣮ͬͯࡍʹͲͷఔ౓ྗڠՄೳͳ AS

͕τϯωϧ্ʹଘ͢ࡏΔ͔͕ͦͷݕ஌཰Λܾఆ͠ɼ͜Ε͸

·͞ʹਤ 3Ͱࣔ͞ΕΔ΋ͷͱͳΔɽ

Ծ૝త BGPϦϯΫ͕ෳ਺ຊͷτϯωϧͷ্ʹܗ੒͞Ε

͍ͯͨ৔߹ɼݕ஌཰͸Ұຊͷτϯωϧʹ͓͚Δଘ֬ࡏ཰Λ

߹੒ͯ͑͠ߟΕ͹ྑ͍ɽྫ͑͹ೋຊͷτϯωϧʹΑͬͯܗ

੒͞ΕΔԾ૝త BGPϦϯΫʹ͍ͭͯ͸ɼͦΕͧΕͷτϯ

ωϧͷݕ஌཰Λ r1ɼr2 ͱ͢Ε͹ 1− (1− r1)(1− r2)ͱͳ

Δɽ࣮ͨͩ͠ࡍʹ͸ೋͭͷτϯωϧ͸ಠཱͱΈͳͤΔͱ͸

ΒΕΔɽೋ͑ߟ஌཰͸มԽ͢ΔͱݕΒͳ͍ͨΊɼͦͷ෼ݶ

ͭͷτϯωϧ͸͋ΔASΛதܧ఺ͱ͓ͯ͠Γɼͦ ͷASͷप

ลAS͕྆ํͷτϯωϧʹڞ௨ؚͯ͠·ΕΔՄೳੑ͕͋Δɽ

4.2.2 ɾܰྔੑͷධՁੑݱ࣮

ຊݕ஌ख๏Ͱ͸ͦΕͧΕͷ AS ͕৽نϦϯΫΛԾ૝త
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ਤ 4 ྡ઀ AS ͷ਺͝ͱʹ෼ྨ͞Εͨ Tier2 AS ͷ౓਺෼෍

Fig. 4 Histograms of Tier2 ASes classified by the number of

their neighbor ASes.

BGPϦϯΫͷީิͱͯ͠ݕ஌खॱΛ࣮͢ߦΔɽͦͯ͠ݕ

஌཰Λ্͛ΔͨΊʹ͸ΑΓଟ͘ͷ AS͕͠ྗڠɼΑΓ͍޿

ൣғͰ network flow watermarkingΛ࣮͢ߦΔඞཁ͕͋Δ

ͨΊɼ͜Ε͕Ͳͷఔ౓ͷ࣮ੑݱΛ͔࣋ͭɼٴͼΑΓܰྔʹ

ΔͨΊͷख๏ʹ͍ͭͯ΋ٞ࿦͢Δඞཁ͕͋Δɽ͢ݱ࣮

·ͣ network flow watermarkingʢNFWʣࣗମͷੑ࣭ʹ

஌ख๏Ͱ͸ݕΔɽຊ͑ߟ͍ͯͭ AS͸ϕετύεͱͯ͠࠾

༻͢Δܦ࿏ʹର͠ɼ௨ৗͷτϥϑΟοΫʹ watermarkΛೖ

ΕࠐΜͰݕ஌Λͨ͏ߦΊɼASؒͷ௨৴࣌ؒ΍ඞཁύέο

τ਺͸໰୊ʹͳΒͳ͍ɽจݙ [13]Ͱ͸ NFWͷ֤ํ๏ͷܭ

௨ͷ࿮૊ΈͷதͰͷద੾ͳڞ΍ඞཁϦιʔεͳͲͷɼྔࢉ

ൺֱ͕ෆे෼Ͱ͋Δͱ͍͏ࢦఠ΋͋Δ͕ɼඞཁύέοτ਺

͸ 1500ҎԼͷ΋ͷ͕ଟ͘ɼܰྔͳ΋ͷͰ͸਺ඦఔ౓ͷख

๏΋͋ΔɽNFWͰ͸Ұൠʹૹ৴ऀͱΤϯίʔμ͕ಉҰͰ

͋Δඞཁ͸ͳ͍͕ɼຊݕ஌ख๏Ͱ͸ૹ৴ AS͕ watermark

ΛΤϯίʔυ͢ΔɽΑͬͯૹ৴ AS͸ࣄલʹΤϯίʔυ͠

͓͖ͯɼࣗ਎ͷλΠϛϯάͰ͜ΕΛૹ৴͢Ε͹ྑ͍ͨΊɼ

Τϯίʔυ࣌ؒ΋໰୊ʹͳΒͳ͍ɽ·ͨຊख๏Ͱ͸τϯω

ϧͷதܧ AS͕͜ΕΛσίʔυ͢Δ͕ɼ͜Εࣗମ͸ϦΞϧ

λΠϜͰ͋Δඞཁ͸ͳ͍ɽதܧ AS͸௨աͨ͠ύέοτͷ

৘ใʢύέοτͷ௨աִؒͳͲʣΛه࿥͓͖ͯ͠ɼ͋ͱͰ

͜ΕΛղੳ͢Ε͹ྑ͍ɽΑͬͯσίʔυ࣌ؒ΋໰୊ͱͳΒ

ͳ͍ɽ

ಘΔ͠ߦ஌खॱΛ࣮ݕʹ࣍ ASͷ਺ʹ͍ͭͯ͑ߟΔɽ͋

Δ ASͱྡ઀͢Δ ASΛͦͷ઀ଓܗଶ͝ͱʹ෼ྨ͠ɼͲͷ

ఔ౓ͷ AS͕ݕ஌ʹࢀՃ͢Δ΂͖͔Λٞ࿦͢Δɽਤ 4͸લ

અͰ࢖༻ͨ͠΋ͷͱಉ༷ͷσʔληοτʹ͓͍ͯɼTier2

ASΛͦͷϓϩόΠμɼϐΞɼΧελϚʔٴͼϓϩόΠμ

ͷϓϩόΠμͷ਺͝ͱʹ෼ྨͨ͠౓਺෼෍දͰ͋Δɽਤ͔

Β 9ׂҎ্ͷ Tier2 AS͸ 10ະຬͷϓϩόΠμ ASͱ͔͠

઀ଓ͍ͯ͠ͳ͍͜ͱ͕Θ͔ΔɽҰํͰϐΞʹؔͯ͠͸ɼ4

ׂఔ౓ͷ Tier2 AS͸ 10ະຬͷϐΞͱ͔͠઀ଓ͍ͯ͠ͳ͍

͕ɼ2.5ׂఔ౓͸ 100Ҏ্ͷϐΞͱ઀ଓ͍ͯ͠Δ͜ͱ͕Θ

͔ΔɽΧελϚʔʹ͍ͭͯ͸ɼ20ະຬͷΧελϚʔͱ͠

͔઀ଓ͠ͳ͍ Tier2 AS͸΄ͱΜͲͳ͘ɼൺֱతଟ͘ͷΧ

ελϚʔΛ͕࣋ͭ͋޲܏Γɼ100Ҏ্ͷΧελϚʔΛ࣋ͭ

΋ͷ͸ 2ׂఔ౓ଘ͢ࡏΔ͜ͱ͕Θ͔Δɽ͜ͷΑ͏ʹ Tier2

AS͸ϓϩόΠμ ASΑΓ΋ϐΞ ASٴͼΧελϚʔ ASͱ

ଟ͘઀ଓ͍ͯ͠Δ͜ͱ͕Θ͔Δɽ

Ҏ্ͷ݁Ռ͔Βݕ஌ࢀՃ͢Δ ASͷൣғΛݶఆ͠ɼΑΓ

ޮ཰తͳݕ஌͕ՄೳͰ͋Δɽ͜Ε·Ͱٞ࿦ͨ͠Α͏ʹ؆୯

ͳԾ૝త BGPϦϯΫͷݕ஌ʹ͓͍ͯ͸ϓϩόΠμ ASͷ

஌ର৅ʹରͯ͠ݕՃ͕ॏཁͰ͋ΔͨΊɼ͜ͷΑ͏ͳࢀ஌ݕ

͸ൺֱతগͳ͍ ASͱͷྗڠͰे෼Ͱ͋Δ͜ͱ͕Θ͔Δɽ

࣍ʹҰͭͷ AS͕Ͳͷఔ౓ݕ஌खॱΛ࣮͢ߦΔඞཁ͕͋

Δ͔ʹ͍ͭͯ͑ߟΔɽূݕϦϯΫͷީิͱͯ͠શͯͷطଘ

ϦϯΫΛ͑ߟΔ৔߹ɼຊ෼ੳͰ࢖༻ͨ͠σʔληοτͰ͸

Stub ASҎ֎ͷAS͸ 10000ఔ౓͋ΔͨΊɼඇ Stub ASಉ

࢜ͷϦϯΫΛͯ͑ߟ΋ͦͷީิ਺͸ 10000C2 = 5 × 107 ͱ

ͳΔɽຊख๏Ͱ͸৽نϦϯΫͷΈΛ͓ͯ͑ߟΓɼIsolario

Project[21], [22]ʹΑΔͱ 1೔ʹ؍ଌ͞ΕΔ৽نϦϯΫ͸

200ఔ౓Ͱ͋ΔɽASಉ࢜ͷྗڠʹ͓͍ͯ͸্Ͱࣔͨ͠Α

͏ʹɼϓϩόΠμଆͱͷΈͳΒͦͷ਺͸࠷େͰ 10ఔ౓Ͱ

͋Δɽ

ՄೳͰ͋Γɼwatermarkߦ஌खॱ͸ฒྻ࣮ݕ͸ʹࡍ࣮ͨ·

ΛೖΕͨҰ࿈ͷτϥϑΟοΫʹର͠ɼ͜ΕΛࣗ਎ͱશͯͷ

AS͕֬ೝ͢Ε͹ྑ͍ɽ͢ͳΘͪྗڠ 10ఔ౓ͷASͱྗڠ

͢Δͱͯ͠ɼwatermarkΛઃఆͨ͠Ұ࿈ͷτϥϑΟοΫΛ

ૹ৴͠ɼ͜ΕΛࣗ਎Ͱ͠ূݕɼྗڠ AS΋͢ূݕΕ͹ྑ͍ɽ

Մೳߦ࣮ʹϦϯΫʹରͯ͠ಉ࣌ن஌खॱ͸ෳ਺ͷ৽ݕͨ·

Ͱ͋Δɽ

࣍ʹଟ͘ͷ AS͕ݕ஌खॱΛ࣮ͨ͠ߦ৔߹ͷɼ৽نϦϯ

Ϋपลͷෛՙʹ͍ͭͯ͑ߟΔɽݕ஌खॱΛ࣮͢ߦΔ͜ͱͰ

watermarkͷೖͬͨূݕτϥϑΟοΫ͕ൃੜ͢ΔͨΊɼଟ

͘ͷ AS͕ಉ࣌ʹݕ஌खॱΛ࣮͢ߦΔͱɼͦͷѼઌ ASͱ

ٵ࿏͕ܦΑͬͯʹࠂ޿࿏ܦͷن࿏Ͱෛՙ্͕ঢ͢Δɽ৽ܦ

ڍΕτϥϑΟοΫྔ͕૿Ճ͢Δ͜ͱࣗମ͸ຊདྷͷ·ࠐ͍

ಈͰ͋ΔͨΊɼଟগͷෛՙͷ্ঢ͸ࣗવͳྖҬͰ͋ΔͱΈ

ͳͤΔ͕ɼಉ࣌ଟൃతͳݕ஌खॱͷ࣮͕ͨͬ͋ߦ৔߹͸ͦ

ΕΛ௒͑ΔෛՙͱͳΓಘΔɽΑͬͯෛՙΛܰ͢ݮΔͨΊʹ

͸ɼݕ஌खॱΛ࣮͢ߦΔλΠϛϯά͕ूத͠ͳ͍Α͏ʹ͢

Δ͔ɼ࣮͢ߦΔ ASͷ਺ΛݮΒ͢͜ͱ͕͑ߟΒΕΔɽ

τϥϯδοτܕͷෆਖ਼ܦ࿏ࠂ޿ͷ৔߹ɼଟ͘ͷ AS্͕

ྲྀΛܦ༝ͯ͜͠ΕΛड͚औΓϕετύεͱͯ͠࠾༻͢ΔՄ

ೳੑ͕͋ΔɽͦͷΑ͏ͳड͚औΓํΛ͢Δ AS΍ɼෆਖ਼ܦ

࿏ͷ AS PATH͕ൺֱత௕͘ͳΔΑ͏ͳड͚औΓํΛ͢Δ

AS͸ඞͣ͠΋ݕ஌खॱΛ࣮͢ߦΔඞཁ͸ͳ͍ɽՄೳͳݶ

ΓASؒͷྗڠͷඞཁͳ ʢ͘watermark self-checkͰʣݕ஌

͍ͨ͠৔߹ɼଟ͘ͷ AS͕ watermarkΛೖΕͨτϥϑΟο

ΫΛૹ৴͢Δඞཁ͕͋Δ͕ɼASؒͷྗڠΛे෼ೝΊΔ্

Ͱ͸ͦͷΑ͏ͳ ASͷ਺͕ଟ͍ඞཁ͸ͳ͍ɽྫ͑͹ AS͸

Tier1ܦ༝ͰԼ͖ͬͯͨࠂ޿ʹରͯ͠͸ݕ஌खॱΛ࣮͠ߦ
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ͳ͍ͱ͢Δ͜ͱ͕Ͱ͖Δɽ͋Δ͍͸ຊݕ஌खॱͷஈ֊తͳ

ੑ࣭͔ΒɼܰྔͳखॱͷΈΛ࣮͢ߦΔͱ͍͏͜ͱ΋ՄೳͰ

͋ΔɽҰํͰ௚઀ͷ্ྲྀ·ͨ͸Լྲྀͷ AS͸ɼશͯͷݕ஌

खॱΛ࣮͢ߦΔ͜ͱ͕๬·͍͠ͱ͑ݴΔɽ͜ͷΑ͏ʹ௚઀

ͷ্ྲྀ·ͨ͸ԼྲྀͷAS͕े෼ʹݕ஌खॱΛ࣮͢ߦΔ৔߹ɼ

ͦͷ਺͸ਤ 4Ͱࣔ͞ΕΔΑ͏ͳൣғʹݶఆ͞ΕΔɽݕ஌ख

ॱʹ͓͚Δྗڠ ASͷ਺ʹ͍ͭͯͷٞ࿦ͱಉ༷ʹɼҰຊͷ

τϯωϧͷ৔߹Ͱ͸ϓϩόΠμଆ AS͕ݕ஌खॱʹࢀՃ͢

Ε͹े෼Ͱ͋Γɼͦͷ਺͸ϐΞଆ·ͨ͸ΧελϚʔଆͱൺ

΂ͯे෼ݶఆతͰ͋ΔɽΑͬͯͦͷΑ͏ͳԾ૝తϦϯΫͷ

஌Ͱ͸ෛՙ͸े෼཈͑ΒΕΔɽݕ

5. ͓ΘΓʹ

ຊ࿦จͰ͸ RPKIͳͲͷٕज़ʹΑͬͯ΋๷͙͜ͱͷͰ͖

ͳ͍ BGP্ͷ໰୊ͱͯ͠Ծ૝త BGPϦϯΫΛऔΓ্͛ɼ

͜ΕΛͦͷಛ௃ʹΑͬͯ෼ྨ͠ɼ͜Ε·Ͱٞ࿦͕ෆे෼Ͱ

༷͋ͬͨʑͳੑ࣭ʹ͍ͭͯ෼ੳͨ͠ɽԾ૝త BGPϦϯΫ

͸༷ʑͳܗɾঢ়گͰ࣮ݱՄೳͰ͋ΓɼͦͷӨൣڹғ΍ಈػɼ

ΕΒ෼ੳ͜ʹߋ஌Մೳੑ΋༷ʑͰ͋Δ͜ͱ͕Θ͔ͬͨɽݕ

ɾܰྔੑੑݱ஌཰΍࣮ݕɼͦͷ͑ߟ஌ख๏Λݕ͍ͯͮجʹ

ʹ͍ͭͯධՁٴͼ࡯ߟΛ༩͑ͨɽຊख๏͸ஈ֊తʹͦͷݕ

஌ൣғΛ͛޿Δ͜ͱ͕ՄೳͰ͋Γɼॊೈͳӡ༻͕Մೳͱͳ

ΔɽӨൣڹғ͕େ͖͍Ծ૝త BGPϦϯΫ͸ΑΓݕ஌͠΍

͘͢ɼASಉ࢜ͷྗڠͳ͠ʹݕ஌Մೳͳ΋ͷ΋͋Δ͜ͱ͕

Θ͔ͬͨɽ·ͨൺֱత୯७ͳܗଶͷݕ஌͕ॏཁͰ͋Γɼ্

ྲྀ ASͷݕ஌ࢀՃ͕ॏཁͰ͋Δ͜ͱΛࣔͨ͠ɽෳࡶͳܗଶ

ͷԾ૝తϦϯΫ͸ΑΓݕ஌ͮ͠Β͍΋ͷͱͳΔ͕ɼͲͷΑ

Δ΂͖͔ʹ͍ͭͯࣔͨ͠ɽ͛޿஌ൣғΛݕʹ͏
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work Coordination Centre (RIPE NCC) (online),
available from 〈https://www.ripe.net/analyse/internet-
measurements/routing-information-service-ris〉 (ac-
cessed 2021-02-09).

[18] RouteViews: Route Views, Univer-
sity of Oregon (online), available from
〈http://www.routeviews.org/routeviews/〉 (accessed
2021-02-09).

[19] Goldberg, S., Schapira, M., Hummon, P. and Rexford,
J.: How secure are secure interdomain routing proto-
cols?, Computer Networks, Vol. 70, pp. 260–287 (2014).

[20] Dimitropoulos, X., Krioukov, D., Fomenkov, M., Huf-
faker, B., Hyun, Y., claffy, k. and Riley, G.: AS Rela-
tionships: Inference and Validation, SIGCOMM Com-
put. Commun. Rev., Vol. 37, No. 1, p. 29–40 (2007).

[21] Gregori, E., Improta, A. and Sani, L.: Isolario: a Do-
ut-des Approach to Improve the Appeal of BGP Route
Collecting, CoRR, Vol. abs/1611.06904 (2016).

[22] IsolarioProject: Isolario Project website, Registro.it and
Istituto Italiano di Tecnologia (online), available from
〈https://www.isolario.it/〉 (accessed 2021-02-09).

8ⓒ 2021 Information Processing Society of Japan

Vol.2021-DPS-186 No.17
Vol.2021-CSEC-92 No.17

2021/3/15


