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Anomaly Detection of Network Traffic
using DCGAN and Particle Filter

TAKUYA MORIOKA''®  SHIGEKI Aoki*'?) TakA0 MIyAMOTO!

Abstract: In this paper, in order to improve detection accuracy of IDS, we propose a method to apply deep
learning, which shows high performance in the field of image processing, to IDS. In general, deep learning
method requires a large amount of teacher data. However, when applying deep learning methods to IDS, it
is difficult to collect a wide variety of anomaly data. In our research, we construct IDS using DCGAN, which
does not require teacher data. DCGAN can generate a fake image similar to the learned image, but cannot
generate a fake image similar to the unlearned image. We use this property to detect anomaly in network
traffic. First, we convert traffic data during learning period into images and learn the images by DCGAN.
Second, we convert the traffic data collected in another period into images in the same way as during learn-
ing, and use DCGAN to generate an image similar to the converted image. Here, we use a particle filter to
search for parameters for image generation by DCGAN. When the generated image and the converted image
are similar, we recognize that the traffic data is similar to the learning period and is normal. Otherwise,
we recognize that the traffic data is different status from the learning period and is anomaly. In order to
verify the effectiveness of the proposed method, we performed an experiment using MWS2018 dataset and
CICIDS2017 dataset.
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ZHWERTIE, 3.1 HioFE 1 OATHEBLEZITY, X
Bk [10] OFRE T 28T, R=T4 IV T 4L R%E
WHT 2 0EMMEZHR L. F7z CICIDS2017 77—
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C2 ¥ — N (Command & Control ¥— ) % /213K EH
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£ 2 Fik1, [10] OFEE AW CICIDS2017 F— Xt v b

R DR

TRty b HRAN 5 EH | BE | &
FEHT—-X - 80316 - 80316

DoS 31 30 62

TNh—br T +—2R 35 41 76

FTAMHT =% | 7RRYA VRV T T4 T 38 27 65

DDoS 31 30 61

Portscan 31 4 35
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7o 7 A b HER x (0T BIBEE 2 & & b EfERD
5 ZEDAREL 2D, WAEENR L LD THLEE
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NFHFER T — 2 2 8INE ¥, DCGAN 4T = 5 [
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4.3.2 CICIDS2017 7—42t v bW RBHER

CICIDS2017 7 — &+t v b & W= EE% ROC Hifis
XU AUCHIZ & - T L 7551 2K 6, M7, K8, K
9, 10 1Z7RF. X6 1% DoS BEDBRHANT DWW T DIFEBRAE
BTH 3. DoS WEOBRANTOWTIX, Fik3 TD AUC
fEA3 0.90 ¥ —F/BREWFERIZR o /2. FiE 3 TOAEKMEE
R 11RT. K11 OLRIOIEFEEG & Gl RE G
ZHET 22, BEEETEIEDAT Y MIZBWTH A
0 — FOFEMFE T D DIZHR o TV B DI ERICHEEDS
FENTWB I 2Rl TE 5. o, BRI n—F%
Foxry P PEMERBTRONZ Y, R{fu—RDZEH
ORI o TWS., ZDOZIicky, fioFikEk
D HMAFERND L Ro/zEZ NS,

7, M8WEENFNIN— b T3 —AT7 Xy, 71
2HA P RZV) T T 4 Y TDOBREANCOWT DEBRERT
Hb. TN—=b T+ —AT7EXv Y, JaRAYA RIS
T4 Y7 OBRAITIE, FIE2 TD AUC E250.94, 0.96 &
—HBRVIERICHR o7, RI2ICTFE2TOER N 74 v
JHEBRE TN — b T+ — AT Ry IRERDO YT 4 v
W% R, K12 XD, DoS WRRAIDKLFET L, <
40— FOHRERZEEE A IE R EGR e BHEEHRTAE L
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BR27-DIBAENERL-EZ NS, J—F
T —AT7 Ry ZIZOVWTRKEZFEDH K, SR —H L
v b= NDORANKBICHLT 280 v F 23%5 2
o5, FE2 TERI N EEEGSERBER KX
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X 91%, R—F2F v YDA OWTDERERTH
3. F—F2Fx UBANCBVWTE, K9 kb, FE1L
SCHR [10] OFETIE AUC fH23 2024 0.80, 0.62 £75-o
TW3, LaL, FELTER— 2 ¥ vy Y OEEE R 4
KUDERTE S, BMABELHERE T2 3R~ 0 TH-
7=, Fie, ZRALNOFETEBREINIERLTWS. 20
HEr LT, FE2 e FE3 TEHEBMLLARE, K-t
F v VRHCERI SN 87 v b IEEBERDO 7Y bD
HIZELL TWE b DONRFEET A ebiFons. K13
WKFE2ICEZ2R— M 2F v VFED b5 7 4 v ZHifR L 2
BRT—2DN7 74 v ZHEBEZRT. ZOLDIT, <A
0 — RE7OZEANZ VERIZERBFICBWTHIFET
3728, K= bFA¥x v VHEHIEOREMEI N RoTNS.
R—F2F v YRRIO — DL F v b7 — 27 AIZEERERT T
BOXT Y FRELND WS RHEND 572, MAFEE
RWETZDIE YT 74 v 7% 64 %7 v MMEICHEHIR
b3 20Tl <, BARFFEICEES 2 FEz a3
BIEDBRETHLLEZIOLND.

X 10 i%, DDoS WERMINIOWTDOEEFERTHZ. T
%3 TDAUCED 0.71 &2 D, —BHBEIEL Ko7z
FEIWCHART, FIE2TOEBTIEIR—TFXF+ oD
e e [FRRIC, BEHERICEANZ L Rolz/z®, EHfOR
WEMELS BoleeEZIONS. £z, MOKBL HART
EFETHRARBEN T > 728 RD 122 LT, 7A M
T—XDIEFHBICEEHT X B2 DNEHh o7
TEeMBETOLNDG. THUTOWTIREGEH T — X DEMR
DCGAN D85 X — ZFHET X - T, DCGAN 24T =
HHEROMBEEER T L TWETE I EZILNS.

4318iTDBOS 7 =&ty b ERHWEERERE, K
HTOEBOFERED S, DCGAN £o%—F 4 Z)LT 4 LR
ZRHOWEEERANC XD, 1ERTFHEXD b BEMAEED
M b2 2MERTER £, EROBEBRETEOLL
Bickh, ZhrhOBEEORBEICHIG L7 & 2 EgL
FENEFET L BMRTER. — /T, B—FXFv
YOEIRI FLMHAITERVHBELFE L. SHOM
e LT, M7 74 v 277 —XOEBILITIEIZOVTO
B MR, SREICHIG L 2B L FIEEHAGDE T
BENCEEZRAT 2 FIEOMEDRET 6N 5.

5. HHOIC

AT, WEEETFED 1 OTH2 DCCGAN rikEE
HWEETNTHENR—T 4 IV T4 AR ERNT, %v b
V-7 OREEHAT A2FEZRRE L. EFTI 28
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