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Concept drift detection for malicious command

sequences for automatic identification of IoT malware

MASATOSHI OGAWA! TOSHIHIRO MATSUT?

Abstract: In recent years, the increase in IoT malware has become a serious threat. Many studies have been conducted
on IoT malware detection using machine learning against this threat. However, machine learning systems have the
problem of conceptual drift in which the trends and criteria of teacher data change. Due to the deterioration of the
machine learning model due to conceptual drift, there is a problem that new types and variants of loT malware cannot
be detected. Therefore, in this study, we proposed a conceptual drift detection method based on doc2vec and cosine
similarity for the characteristics of malicious command sequences of IoT malware. Then, we applied this method to the
malicious command sequence actually executed by IoT malware and confirmed that conceptual drift can be detected.
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Figure 1 Overview of "conceptual drift detection method using
K-nearest neighbor method for characteristics of malignant
command sequence".
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Figure 2 Overview of "conceptual drift detection method based
on cosine similarity based on the characteristics of malignant
command sequences".
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Figure 4  Vectorization of command sequence with doc2vec
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Figure 6  Change point detection by K-nearest neighbor

method
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Table 2 Cosine similarity calculation result
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Figure 7 Flow of malignant command sequence detector
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