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Consideration on an Integrated Research for AI and Security
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Abstract: Unfortunately, security research has always followed attackers. In recent years, research on security measures using Al
(Artificial Intelligence) has increased, but the tendency that most of them are behind attackers remains unchanged. In order to solve
the problem and to realize more "Beyond attackers", in this research, we first analyze the research on Al and security, and classified
them into four categories: (a) Attack using Al , (b) Attack by Al, (c) Attack to Al, and (d) Measure using Al In addition, the
status and issues of each research were summarized. Next, by combining (d) Measure using Al and approaches from other
perspectives, we make it possible to deal with various cyber attacks including pre-prediction, and construct an Al system for
security measures that is strong against attacks to Al and attacks by Al. At the same time, we examined the combination of (b)
Attack by Al and (d) Measure using Al, showed the method of listing the attacks that may appear in the future and the selecting
method of measures, and started application research on the Al-embedded attack.
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