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Devising a DDoS Attack Detection Method Using LLL Basis Reduction
Algorithm
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Abstract: DDoS attacks are difficult to detect because they are disguised as legitimate communications.
Furthermore, it has a significant social impact because it shuts down the service itself. In this study, we
consider each communication as a point in a multidimensional space and try to detect the communication of
a DDoS attack from the regularity of the sequence of the points. In order to investigate the regularity of the
order of points, the basis is calculated from the communication log using LLL basis simplification algorithm,
and then the norm and dimension of the basis are investigated. We compare the results of the analysis of
the MWS dataset and the communication logs of Shinshu University network to verify the effectiveness of
the method for detecting communication due to attacks based on the characteristics of the base.
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Table 1 Overview of the DDoS attack on Shinshu University
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Table 3 Combinations that produce a basis where each vector
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Table 4 Combinations that produce a basis where each vec-

consists of more than three dimensions (DDoS attack tor consists of less than or equal to two dimensions

on Shinshu University)

(DDoS Attacks on Shinshu University)

Basis Basis
1129, -1765, -2709768, 26454258; srcport fEL | 0, 1;
dstip L 0,0,0, 1; & 30915886641053, 18384410234110764500;

-1106720, 1730169, 2656292330, -25932202941; proto ffE L -24039909392479820, -14295548479445074115844;
0,0, 1, 0; 30915886641053,
-45821, 10827, -2735047, 26430070; srcport EL | 2562093688113942250327420572940;

dstport fEL 57764, -13649, 3447922, -33318928; & -24039909392479820,
0,0,0, 1; srcip &L -1992260510992925951068471560763600;
0,0, 1, 0; 0, 1;
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-24039909392479820,
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proto Mt L -1106720, 1730169, -25932202941;
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Table 5 The basis generated from non-attack traffic at Shin- ¥ (MWS)

shu University

Basis
0, 0, -1, 1, 5
-1, 0, 1, 0, 2
5-tupple 1, 0, 0, 0, -11;
0, 1, 0, -1, §;
0, 0, 0, 0, 1;
0, 0, -1, 1;
proto fE L -1, 0, 1, 0;
1, 0, 0, 0:
0, 1, 0, -1;
0, 1, -1, 6
dstip #EL 0, 0, 1, -10;
1, -1, -1, &;
0, 0, 0, 1
-1, 0, 1, 5;
srcip i L 1, 0, 0, -11;
0, 1, -1, 9;
0, 0, 0, 1;
0, -1, 1, 4
srcport L || 0, 1, 0, -10;
1, 0, -1, 7;
0, 0, 0, 1;
0, -1, 1, 5;
dstport EL | -1, 1, 0, 4;
1, 0, 0, -11;
0, 0, 0, 1;
srcport fEL | 0, -1, 1;
& 0, 1, 0;
proto ffE L 1, 0, -1
srcport fE L 0, 1, -7;
& 1, -1, 7;
srcip i L 0, 0, 1;
dstport 0, 1;
dstip 1, -1;
dstip fEL 0, 1, -1;
& 0, 0, 1;
proto fE L 1, -1, -1

< 6 5-tupple 2> 5L 72 HEE (MWS)

Table 6 The basis generated from the 5-tupple (MWS)

Basis

5-tupple

0, 1, 0;

977867617436294580603633661155723,
483587945192392045664480801608,
979522222607857084885626560049750;

0, 0, 1;

-2538340683975877781989245701205911562,
-1255293593605593272233549564657795,
-2542635694412878583033194309423876879;

1, 0, 1;

RT7T BT PP IRIGTHRIN TR REE ERT A5

Table 7 Combinations that produce a basis where each vector

is composed of three dimensions (MWS)

Basis
0, 1, 0;
-795154646420741,
483587945192392045664480801608,
proto flE L 1654605171562504281992898894027;
0, 0, 1;
2064055863056240854,
-1255293593605593272233549564657795,
-4295010437000801043948608217965317;
0, 1, 0;
0, 0, 1;
801078014148013617,
dstip fE L -974380700771655715243446366811235,
-3333861736206162999264254170994794;
-3483691925539915,
4237342830199003066590279357040,
14498147503948309437956316987925;
0, 1, 0;
-84589255483764295,
19297073100388328426925836322070555,
dstport fiE L 14569102167777543180110569643148495;
0, 0, 1;
954882596415442889,
-217834276468529747328306298092428986,
-164462756243072108264307499425422531;
dstip #EL 0, 1, 0;

& 0, 0, 1;
proto #E L 1, -1043, -379;

T8 HNZ PN 2RIUTHRIN TR EKZLERT 2HlAE
¥ (MWS)
Table 8 Combinations that produce a basis where each vector

is composed of two dimensions (MWS)

Basis
977867617436294580603633661155723,
979522222607857084885626560049750;
srcip fE L 0, 1;
-2538340683975877781989245701205911562,
-2542635694412878583033194309423876879;
1, 1;

0, 1;
977867617436294580603633661155723,
srcport #EL | 483587945192392045664480801608;
-2538340683975877781989245701205911562,
-1255293593605593272233549564657795;

1, 0;
0, 1;
srcport EL || -795154646420741,
& 483587945192392045664480801608;

proto L 2064055863056240854,
-1255293593605593272233549564657795;
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Table 9 Combinations that produce a basis in which each vec-

tor is composed of one dimension (MWS)

Basis
srcip it L 977867617436294580603633661155723;
& -2538340683975877781989245701205911562;
srcport fEL | 1;
dstip -795154646420741;
dstport 2064055863056240854;

— 1046 —



