Computer Security Symposium 2020
26 - 29 October 2020

TXa 7BV I oz T7HEOHEEEZRSH

SH SR R ET A SR Bl it

BE: & A07nY 22 FTTbh3Y 7 by = 7HEOHGTIX, IMEREEHFTH 2 X2V T4 &
Db, HRNZEHEPERINZEMCHS. V7 I+ 2 7HEOEIZICBI2€F 2V 74 2T E
HZHSIZT B Z2E, FRKICIEATE 22X 2 7 4 MERMORERS 7 L7 P 2HEET 2 E
THEETHZ. AETE, o7y >aF DV 7 v 7lREE (N=375) R LA F74
VIUT—PMZED, X aTRY T MY 27 OBREGIT R BEREEEMAN L. A, BEFEN
ROV 7 2702 —FReruY s FOEWEGRRY, BEY/FHFEEIGOFRORED Y 7 b o = 7%
FHDEF 2 T4 BTG Z2EERHASIICLE. I5ICEKRLAIE, ROy - —T v —
D2 TION—THINETE2 2T, 2HBOELF 2V 7 4 BlRITHOX vy v 7 F 2V 7 4
W52 BB RPHOMZ L. COMEICLST, EFXF 2V F 4 ICHT2ERPERMET 2 O EE
PERY, V72 7HEZIC s THEHALSTVWEF 20 5 4 K2 MET T 2 L CoOMRA 257,

F—O—FR: 2-FIntFaVT4, V7Y =THEEE X2 TR

Analysis of constraints that prevent the development of secure software
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Abstract: Software security, which is often regarded as a non-functional requirement, tends to be less pri-
oritized than other explicit requirements in a development project with multiple members. For designing
security measures that can be used in software development, it is important to clarify the constraints that
prevent the adoption of secure software development practices. In this study, we quantitatively analyzed such
constraints through an online survey of software development professionals(N=375). We revealed how cer-
tain characteristics of a development project, such as the project’s contractual relationships or the software’s
target users, influence developers’ security awareness and behaviors. In addition, by comparing between
the survey results of the two groups, developers and managers, we revealed how the gap in their security
awareness and behavior influence software security. The results provide insights toward designing security
measures usable for software developers, such as how technology might play an important role in assisting
security-related decision-makings.
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