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CURE: Cybersecurity Universal Repository

Yu Tsupa! Daisuke INOUE! KoErr Suzuki! YAaICHIRO TAkAcl? HIDEKAZU TANAKA!
NoBUYUKI KANAvAal  Axki TAKEMOTO? KEISUKE FURUMOTO!

Abstract: Utilizing cybersecurity-related data, which includes alerts from security appliances on an enter-
prise network, observation data on monitoring systems, cyber threat intelligence (CTI) shared from security
specialists, etc., has been needed for improving security operation in an organization. These data differ in
their characteristics, information granularities, quantities and formats each other. Consequently, it is hard
to analyze the heterogeneous data then to find relations among the data. Therefore, we develop CURE
(Cybersecurity Universal Repository), which makes it possible to aggregate huge amount of heterogeneous
cybersecurity-related data and to rapidly search across the all data. CURE adopts publish-subscribe mes-
saging model. When CURE receives observation data from each monitoring system, it stores the data into
its key-value in-memory database. Then, CURE gives cybersecurity-related meaning (e.g. threat actor,
malware, attack technique, etc.) to the data. In this paper, we describe the design and implementation of
CURE, and present relations among heterogeneous data which we find through case study.
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