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Voice Command Injection Using Laser
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Abstract: This paper is based on the study by the same authors published in USENIX Security Symposium
2020 [10]. We propose a new signal injection attack on microphone using light; we can inject arbitrary signal
to a microphone by shining light modulated with the target signal. An attacker can exploit this technique
to inject commands to voice controllable systems silently. We verify the attack on various products based
on Amazon Alexa, Apple Siri, Facebook Portal, and Google Assistant, and demonstrate that the attack is
feasible from 110 meters away and through a glass window across buildings. The consequence of a command
injection depends on the devices associated with the voice controllable systems, which includes (i) unlocking
a smart lock, (i) opening a smart garage door, (iii) buying things on e-commerce websites, and (iv) locat-
ing, unlocking, and starting vehicles. Finally, we discuss the possible countermeasures against the proposed
attack.
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