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Privacy-Preserving Collaborative Learning Based on Integration of
Secure Computation and Differential Privacy
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Abstract: For collaborative learning which allows plural data owners to share data for the training, privacy-
preserving learning protocols based on secure computation and differential privacy have been proposed in
recent years. However, the confidentiality of training data in the existing protocols are downgraded in propor-
tion to the number of data owners. In this paper, we propose a new integration protocol whose confidentiality
is independent of the number of data owners. Loosely speaking, our protocol is able to guarantee both the
confidentiality and accuracy by distributing data via secret sharing and generating noise within garbled cir-
cuits. We also conduct experiments to evaluate the accuracy and the training time with the MNIST dataset
as an academic benchmark, and the Cancer and Diabetes datasets as medical diagnosis benchmarks.
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13 20000 WO FEHIZ BT, 1000 KT8y F{LL,
Iz EREETEE TS, ThbbTILVITY XL 1847
HiZdh BNy FH 1 Xidm=3000 £ T 5.

BB, T—FTI7F Y IUTO=ZEOEDEHNS: (1)
BETANRExE T4 R ZEIZ 16 HOM A543
BARIAAETHY, 2—2DA T K, XF1 V7, BIO
TEMEALBIE . U T ReLU 25 D; (2) %7 4V X 1 x5x%5,
T4 Y R ZIZRMEOHIINS R EBERAAETH D,
1-2-2DALJA K, GRS UT ReLU &8,
7o, B-MTOREALFIRNED LT S; (3) 10 D H
hzERKoeEEaETH 5.

Cancer: 569 fHDO T —X Y > TNV EEEL, T T
T— 2130 DEBEAINREMEEZEED. XA LT
TEREOBWREZ AN E L, TOEREMENSHTHIT
5. AFTIEEERD 569 BOF— X%, AHHT — X 390
fHe T ANT =& 179 531 5. ZHUTEREEEE 3 AD
MCIHOT — X 2ERT 27-0TH5. Thbb, &
REFE X390 HoFEET—2D55, 130T oA T 5.
o, BREHF B ENyvFH A XE2 10 2L, TV
A 1D 8ITHIZBITRE2ERDOY A X TlEm=230 79 5.

T RO L FHTET—F T F v iE, Ny FIE
BULE WV EE DZ T, TAPAS [20] IZH#ELS 5. 73
B, Ny FESEEAWRWERIL, AR TIREEDONSIML
570 THS. BARIZIX, &Y 2 TIzBEWT 90 I
FTEOMERT MV EERL, 90 MDA NS eiEEE %
BTHEIBLLT 2D =a—0ar AL DA 5.

Diabetes: 768 fHDTF— XY >IN %L, ThhEFND
T—RIZ8MILDORBEEZR > TS, RAZ L LTHEE
OBWIERE AT U, TOEEIRERE DL S 2% T
T5. KFTIEEERD 768 f[HD T — X %, JIfHT— X 600
fHEe T AT =& 168 2515, ZHITRHFH 3 AD
MCIHOT — X 2ERHT 27-0TH5. Thbb, &
RAEHF X 600 HOFEET—2D 55, 200l AT 5.
F 7, BIMEFITB I B8Ny FH 1 X Cancer & Ak 10
LU, 2k TlEm =30 7%,

FT—ROFNIEFHTE7—FF 7 F vix, Ny FIE
BlULE W W E DO Z\WT, XONN [20] (Z#EHLT 5. B
I IE, (1) SO AS & 20 fADH S0 5 72 B 2k
T, WEMEALBIE L U T sign BB EFED, (2) 20 D A1 &
20 fH D10 & 78 22k G T, HMALRER L U T sign
Boetio, 3) 2ol zR>eHEETH 5.

5.3 EERER
5.3.1 $BE

MNIST Z2\WT, K 1la 2R3 & 5D, Non-privacy D
R X 97.4%TH D, Only-MPC X 97.1%TH -7=. Th
WL, <12 e=0.5 T, SPGC DKEEIL 88.6%TH 1,
LDP Y LERTHEEZ 04%HFETETWS. —H, SPGC

¥ LDP OHIZBEWT, e =8.0, e =2.0 TIZTHRY 7 18
POFEBEDRE -7 Thbb, /A4 XEWNNEL R
%1224, LDP & SPGC OHEDAII/NE K m>TWn5.

Cancer 122\ T, 1b 12”9 & 512, Non-privacy
& Only-MPC % 98.3% D¥EEZ > 7. £72, SPGC I,
e = 0.5 TIXHE 60.3%, ¢ = 2.0 TIXKEE 63.1%7- > 7=.
SHRIZ, e = 8.0 128 WVWT 92.1% B WKEEZ 72, F7z,
SPGC & LDP OHIETIX, /A AN e=05D&SITKE
W E HBEOEIIFEAER NG 72, —F, /14X
PNZWE &, SPGC 1 92.1%, LDP 1% 86.6%72>7-. Z
NZ& D, LDP £ b SPGC 3MEENHETET VS,

Diabetes IZ2WT, K 1c IZ/R3 & 512, Non-privacy &
Only-MPC THEZIX 672%TH D, TRy 7 T L DREED
ZAIEE< AU TH 7. SPGC DIEEI ¢ = 0.5 THE
1235.1% TH Y, LDP £ 0 HREHN 2.8%ITE T > TV
5. ZHiZR U e = 8.0 T, SPGC D¥EED 64.2% TH
v, LDP &0 23%I1E¥ EAl>TW5.

5.3.2 FBIFHE

BTF—ZLy MZBIF B, SPGC DEINT A —RD¥EH
R LB REZ R 1ISRT. FHIAICREHER L TV A%
NRIA=RIZBIFTHLDP D% /RLTE D, i FEIZIX
Only-MPC & $#&HilN 2 Non-privacy O % Z I Z 1R L
TW5, "FEBERIZTLITY XL 1D 1-547HIZ D 5
7T H 0, 7 EER 1T A DML I BE U 7 R,
72 b SPGC & Only-MPC TIRIEHFHE & 9 — N\ D@E
s KOV — N Hy, Hy OBEREOEGHTH S, £z,
LDP & U Non-privacy TII2HE & — N0l /F K
DHERLTWS. 228, EER” IBE A HRD Y —
NH, Hy, OADBEERZRLTCWS. fii LE=ET 5
A, HARBBOMER S ZEPPRL TWDE Z L ITfER L 7=
Eiz, NI A—XBOZE G OEE LTI T 2720,
e=0.01,e=01THLERETR-7.

MNIST Ti&, SPGC 2K 5 £ TH 115 Il TH D,
Only-MPC & & U 43 RN L7z, £72e=8.0¢&
e = 0.01 T, FHERR O 2L 3 RHIZE R 517z, Cancer
T, SPGC TINEKT 5 £ TH 10 KETH b, Only-MPC
LU T, M ABREIMU -, £/ e=80% ¢=0.5 T,
FERFMEOZEDH 0.5 KX H 5 07z, Diabetes Tl
SPGC TINHRT 2 FTH 1.2 TH D, Only-MPC & kb
BUTH AU, £/2e=80&e=0.5T, %Y
R DAY 0.05 RIE RSN 7z, X 512, LDP & i
L7z & &, SPGC D@fZRE I MNIST, Cancer, Diabetes
FNTNTH 7245, 98 5, 21 5T o 7=,

5.4 EXE
5.4.1 1BE

5.3 MITHRALMERPOUTD 2 MEZET L. £7,
Only-MPC & Non-privacy % H# U T, Cancer X Diabetes
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—e— Non-privacy o
—+— Only-MPC -

0657 o spoCi=05 //
—— SPGCi£=20

060 { —— SPGCE=80 —

—— LDPe=05
—— LDP:£=20
—— LDP:£=8.0

5
123456 78 9101112131415161718192021222324252627282930 123456 78 9101112131415161718192021222324252627282930 1 2 3 4 5 6 7 8 9 10
IRvY IRy Y IRvY
(a) MNIST (b) Cancer (c) Diabetes

1. T —&Xtw b T OREE

K1 £F— KLy NI L OEBEEE (h) &7 ORNR (G (h) LBEE (h), B & 0E(ER (GB)

MNIST Cancer Diabetes

AR SEIF R F IR JEAE AHRREfE BAS EalEn] LR AR Bt RS FHENE | EER

€=0.01 1.69(1.53) | 115.77(0.04) | 117.45(1.57) | 5172.0(-) | 0.11(0.11) | 10.93(0.01) | 11.03(0.12) | 736.9(-) | 0.07(0.07) | 1.19(0.00) | 1.26(0.07) | 81.6(-)

e=0.1 1.66(1.53) | 114.47(0.04) | 116.13(1.57) | 5164.6(-) | 0.11(0.10) | 10.50(0.01) | 10.61(0.11) | 707.8(-) | 0.07(0.06) | 1.20(0.00) | 1.27(0.06) | 78.4(-)

€e=05 1.67(1.55) | 114.05(0.04) | 115.7(1.59) | 5094.6(-) | 0.11(0.10) | 10.65(0.01) | 10.76(0.11) | 711.7(-) | 0.07(0.06) | 1.16(0.00) | 1.23(0.06) | 78.9(-)

€=20 1.67(1.55) | 113.45(0.04) | 115.1(1.59) | 5094.6(-) | 0.11(0.09) | 10.52(0.00) | 10.63(0.10) | 699.8(-) | 0.07(0.06) | 1.15(0.00) | 1.22(0.06) | 77.5(-)

e=8.0 1.67(1.55) | 112.78(0.04) | 114.5(1.59) | 5018.8(-) | 0.11(0.09) | 10.53(0.00) | 10.63(0.10) | 698.8(-) | 0.07(0.06) | 1.14(0.00) | 1.21(0.06) | 77.5(-)
Only-MPC(Non-privacy) | 1.66(1.68) | 70.16(0.05) | 71.82(1.73) | 289.2(-) | 0.11(0.10) | 6.40(0.01) | 6.51(0.11) | 39.5(-) | 0.07(0.06) | 0.73(0.00) | 0.80(0.06) | 4.4(-)

A UK EIZN L, MNIST TIRKEELINPR SN &
iz MNIST OREE NSz L5y MvizTope 6. BEERR
7, Cancer ¥ Diabetes KD HERKEWVWEEX OGNS, ZD
HEE LT, MNIST OF — X B RHBENEETH D,
EINBUEBALIZ X W EBINE T — 2% o2 52 5.
— 73, Cancer X Diabetes |3 E /N RIDHE%ZZIT 5
T =X BERSEATZ ST,

XIZ, SPGC & LDP 2L T, e = 8.0,2.0 DIF AT,
MNIST % Diabetes @ LDP A SPGC & » & EENE .
ZORHAE LT, #EEN 3 ADRKIZBENT, /1 XD
WENLDP TlIAdBRD -7 THE. ZhiZix, LDP
W E NS E R TD W), By MO #ETO
BHDINZ NS REESILPIIZ Sz,

5.4.2 ZHEE

KA RNRT A= REOFEHRHOEFIZONWTHEET
5. R1DPSET—ZEY MZBWT, e WNXLRB, T
whb ) A ZXBNPRELRDIZONFZERF-ABEIML TV
5.k, R 1OVEER DS, BE R E T OEE R
U7z 2iiER$ 5. & <12 Only-MPC & EERT SPGC
DBZEZIKRMIEIZHML TV 2.

COEHERE LT, DT S5ANYD I 14 X% ERT 51
i, D% DRERKNT N0, (220)2) @/ 1 R EKT
DR DIAEEHIE 2 N2 EFEZoNSE. ZTHIXEH
DAEDINT A — BIURAFE LU TRIEREPEINT 5, Thbb,
J AR &K O MEFBOBEREAIIINT 52 & 2 KL T
W5, BEERZE (6] TIEMESBICE I 2@ERS ) 1 X 7. ¥&H
BIZBRUTHIMT 2 Z L 2ERLTED, MERKE WS
EWEDH 2D, Bk U7 RIZMFORERE —809 5.

MEBFEEED T AN DBERRE: Dwork 5 [6] 1
MBS EZWL 72/ 1 A SRR IZ B W T, &S EX
BT REERB LORIBREZ R L. AREORRIE
Dwork & OfEFR & —33 20, MERIE 2 & O mHE7E &
WS TR D, BEIED% < IRl (3], [19], [24] ®
KRN [11], [21] 78 EEARMIRGHETZ o 7208, IEFEIZB WTH
WeEE A~ DIEH [4], [26], [28) DRE N7

AREIZEB DL WIZEIE Chase & [4] THS. ARETIE,
Chase 5D HNITFEFPHEREL AW L 2HICHRL,
Ero, TOMBEEMPL 2. —H, AROERERIE, Hy-
bridAlpha [28] & Truex & DfER [26] S AEDIE 2 72 &
EZ A AN >TLUES Z 2 IZH 7. AT,
INSDIHETIE, ZNTIANVH) A XDEEIZL S
AR AN DRE L SR INT VAR,

TSANRERWMED: 7710 NV REKWE
BixEn 774 N8 (1], [18], [22], [30] & % GH&
B[2], [16], [17), [27) IS KA E N B, BlF I3 B R A
DI AN —T, IR D IRGE & K DML A 5
TRV, — 8, EGHHECTIXEE AR L £5tHE
BREZRETE LN, EFNNTA =X SEBF— &N
RN B ATREME [9], [23] BB B. Zh S DR EKAETEA
<, Bk U7z@ta 71 b 3)v [4], [26], [28] ARES iz,

ARTIRAED T T AN EMEFIEZRE U 72 BE
FETNVTY XL SPGC 2#EE Uz, & IT, RO
HT/) A X%ERT 2 Z & THREMEDNT — X U5 BTk
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LTW5. Rz, SPGC OFEMEREZ S 9 5 EERIZE W
T, BEAT—X v b Cancer DFE M 10 B, KHEE
92.7% TN TE /2. FHBHONREZFEL-L S, *
D 98% LA EAMEFHE OBERMTH - 7. BEL T, #
BHFHEIDS ) A ZEIZHHIL THEIMLTWA Z L R L 2.
SHBOBBEIT IO RS SEHBTERT 2, £72,
WAN BRI CERZITI L TH D.

BiEE: AWHZED — L, NERPED 2K 1 ) R— 3
VAET B SL (SIP) [EHEA V7 5B N—%
Fa V)71 DR GEHEIVEAN  NEDO) Ik -oTEMINEL
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