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Abstract: In the dynamic analysis of malware, it is possible to analyze a series of attacks by obtaining the files that
are downloaded, written or deleted by the malware. Like Windows, Linux also becomes a common attack target of
malware so that the analysis of Linux malware is important. However, the existing dynamic analysis systems for Linux
malware have no sufficient analysis capability and in particular a file saving function. Therefore, in this paper, we have
implemented a new file saving mechanism for Linux guests of Cuckoo Sandbox, which is a widely used open-source
dynamic analysis system, by extending the already-implemented system call trace in the kernel space. We confirmed
that it is possible to obtain the files that were downloaded or written by Linux malware, the configuration files that
were modified to persist, and the files that were deleted to destroy evidence of the attack. In addition, the effectiveness
of the proposed approach in actual malware analysis was validated through operational verification with HiddenWasp.
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Implementation of file saving mechanism for Linux guests of Cuckoo Sandbox
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B3 774 VHIBRROY % — L0 L Analyzer & Dl

EX, 77ANDHIERINGHT, DEDT AT LI =R
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(5") ~ (7') 2% Analyzer I X DITON LU TH 5,

(1) 77 ANVDHIRZIT) AT L3 —AD3ETINDH]
W27y 7§ 5,

(2) HIBREINZ 7740 % ) F—07T 5%,

(3) YATLa—LENIHLZ7B8EADPID &L avy
F (FILELDEL), 7 7 A LS A % kfifo Io& XA,

(4) Y AFLha—Lz2iHET 5.

(5") Analyzer 23 proc 7 7 £ V&N L T kfifo ICEZAEN
feawy FXril At
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3.2.0.1 HIBRHER7 7LD Y x—LAE
HIBRRRD 7 7 4 LDV 22— LILIRIE, X3 DA iy
WWRTEBD, 77ANVZHIRT 2 ATLa—LDL Y
FURAL Y MCHRELEZ e =7y FoodmTfi), Y
F— DB, HIBR7 7AND 7 7 ANZE, 7497
AME L7 7 ANVKICELT 5, ) — LB FEEL
IZ2WTIE, rename ¥ AT A 2 — )L DB % — AT
52ZETHBALTVS, 774VDY) 2 —LIFT 4 R
1O FER T, M THOKERH U T 5 2 &b
5, BEDAAARARED Y T X A P CEITTLE0IHEYTH
%, UR—LMEPET T3 L, kfifollLTavwr F
(FILEDEL) & v AT L a—1L%FEfT L7 70k 2D PID,
77 ANSAZXFHNE L THSAL, 208K, Y AT A
a—)LEZHET 3,
3202 EOEQESH]Z
BoHOESHZZ, M3 OETEHTITRTEBY, 77
A NVHIBREITI AT LI—LDIET— 7 KA v b
BEL7B =Ny F70oHmTiT). HIBRNR7 74 L0
Y 2—LB¥MThbNzd EICHETZ 45 unlink(at) > AT A
2 —)LDOFEFEDOIILTH % do_unlinkat BIELDIR D fifIZ, xf
RDOT7 7 ANVDEEL 2\ 2 LI KX 5-ENOENT = 7 —IC
o T3, ZD7®H, SystemTap ICL DI —EAoT
WD % 0 IcHEHZ 2 2 LT, 2—PlicIZHIFRT
ElhDEHITHE S,
3.2.0.3 kfifo & proc 771 IV A7 LI &K B Analyzer N\
DEH

SystemTap D 71 — 7N F 1358 h A ARER) 2 RAET
FEIFE N5, 7u—7,Y FF L Analyzer D#EHEIC
BWTRY =7y 70HAET 208D H 5 /T
fEHTE R\, 22T, HEAANa Y 7 7Y —7% kfifo
(Kernel FIFO) [8] ZilfSFB & L CTHWw 2%, kfifo 1, #1—
FOVINTFIFO (Vv 78y 7 7) 2% 9H 720D APL T, #
fiti, ST, Witk SR O T — 7 it % FIFO ©)% ) 2
EBTESL. £, proc 7 7 A IV AT LD file_operations
WEERD read XY v K Ckfifo o iz FAH T L 95 1ICHE
WIBZETproc 77 AN AT L%EANLTL—Y%M0
D6 kfifo K7 72 ATELI LD S, A—FE2—H
EHOBEFEE L TR 2 L3 TE 5, REFIETE,
Analyzer 73 proc 7 7 4 )V 7% read 5 2 & T, kfifo IZHFZ
AENa~ v P zGsat L Tw 5,
3.2.04 (REFNE

Analyzer 13 proc 7 7 A V2 @AM I LT, av s F
XFHN%EZITWND., avy FXFICEEFND 7 74 L8
2%, VFR—LBDNRRERSTWDEDT, Analyzer (3%
D7 7ANEFRAHLT, 774 NART7 74 V2 HIER
L7702t 2D PID & & 12 Cuckoo R A MIZHEET 3.
D EDRENIDTE T 2L, V3= 3Nk7 74 V%
Analyzer HEDHIBRT 5.
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33 77MIDEEAHEBEICHT BREK

77 ANNDOEZIABREBRED 7 v 71, YE AT L
A—LVDEFETH (T —7KA v b)) T, ¥ 2
FALI—NZRERH L7702 2D PID EEZRAENT
77 ANVDRRAEE Ay FXTH %, Kfifo IZEEA
tr. Analyzer lX proc 7 7 A VAN L THSIAEFNca<w v
FXFINEGAE L, HZRABDTONILT7 7L VDA
EPID%EVYAMELTRET S, £/, w7 = 7HETE
FTYVRMNIEEND 7 7ANDBEFHINEEIZY A b
DNRARBEHEDO SAICHFTL, BEZfTo>7% 7 ekt AD
PID # Y A MIENMT 2, A7 2 7OEFTEKTHIC, Y
ANADT7 7 ANNRZADE 7 74 VEIEICGEARL, 77
AN RAPPID & & HIT Cuckoo F A MZEET 3,

4. T
4.1 HEBRERREE

FREEMGEE L C, REFELEL LA Linux 7 A + D
Cuckoo Sandbox IZEWT, £2IRT 7 v I RHE X T A
A=V EZITXTERETH Y 7V 7u 77 6 %2ETT5 2
EC, RETHENIELCBIEYT S 2 L 2ilERd 2.

411 Ho7N709 7 LOBE

X 4 12RY, FITHE7 7ANRHRET 7ANDY T
a— F Lok IR, R EZIT) vV = 7R BL
T2 VA7) TP REMES R, 77 AVBRESNS
ERMERT S, VA ) T ME, EERIGEH L T
==Xy P CHIF L34 <4 F—XMRig 2 X %
RAZV I RTIRNY = T OHMREH T 74 LV ESE
ISR L Tw 3, (N y & affi: 7d0ba2baded8357e3c2312a
1847192ac73a3306bc237ccced4f40c7efd02061) F7z, > =
NAZY) 7P e, RISIKRTAZ Y T hHpTcyyy
0— 3 3ETUE7 741 (aout) I2Xh 7y 7xRy
AT ha—=)VEMET S, Y2V A7 YT rDaey T
13 51T 4175\ writev, renameat, renameat2 > AT L 32—
NEFEITARE 7 7 A VOHRTIERHL TWw5, F7, #EfT
(&4 ) ¥ F LD Cuckoo Sandbox O Linux 7" A I & [FAIEEIC
root T—H T, TAMIHOVIERIw LY =7 %D
DRNTRT, BEEICHWZEREEIZR 3 DEH TH 5.
412 REEAE

TOHFA L OS RIZEWT Web — N2 B, & )b
A7) T MRS Yy u— FE4 % aout & config.json % il
BT %, I Cuckoo Sandbox D Web L —H' 4 ¥ ¥ 7 = —
ALDS, RV 2T EBLIEY 2 VA2 ) T DT E
fT9. Y2 VA7) 7 OFEFTHHETH, Cuckoo Sandbox
oI Nnsa s 7 7 A )V TH S report.json D dropped”
IZ, a.out, croni%E 7 7 A )b, testd.txt, syslog, config.json
D5DODT7 7 ANDERPGUET 5 2 L 2MHERT 3.
4.1.3 HRELER

612, Bt~ Y = 7 % FEIT L 7 BT Cuckoo Sand-
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#!/bin/sh

wget http://192.168.56.1/upload/a.out -0 /tmp/a.
out

curl -s http://192.168.56.1/upload/config. json >
config. json

echo "1 x/1 * % % wget http://192.168.56.1/upload
/a.out -0 /tmp/a.out; chmod +x /tmp/a.out; sh /
tmp/a.out" | crontab -

chmod +x /tmp/a.out

/tmp/a.out

rm -f /tmp/a.out

rm —-fr /var/log/syslog

B4 Vo7 EBELES2VAZY T b

-
#include <stdio.h>

#include <unistd.h>
#include <string.h>
#include <sys/uio.h>
#include <linux/fs.h>
#include <fcntl.h>
#include <sys/syscall.h>

int main (void) {
int fd;
fd = syscall (SYS_openat, AT_FDCWD, "test.txt",
O_WRONLY |O_CREAT |O_TRUNC, 0666);

char *str0O = "Cuckoo";
char xstrl = "Sandbox";

struct iovec iovI[2];

// test for writev

iov[0] .iov_base = str0;
iov[0].iov_len = strlen(str0);
iov[l].iov_base = strl;
iov[l].iov_len = strlen(strl);

syscall (SYS_writev, fd, iov, 2);

syscall (SYS_close, f£fd);

// test for renameat, renameat?2

syscall (SYS_renameat, AT_FDCWD, "test.txt",
AT_FDCWD, "test2.txt");

syscall (SYS_renameat2, AT_FDCWD, "test2.txt",
AT_FDCWD, "test3.txt", RENAME_NOREPLACE) ;

syscall (SYS_unlink, "test3.txt");

return 0;

B5 #EvL Y = 7THTHEITIND aout 7’07 J A

box 7 & ) S N7 ENTRT L 7 7 4 L (report.json) 1Z&
¥ %, “dropped’Du FZRT. 412HIZR L7 52D
77 ANVDEERINT WD 2 EDERTE S, e, 2
NEFNT7 7ANVDEEILT B 2 %2R T pids ¥ —% R
% k., /home/cuckoo/test3.txt (& PID6957 IZ, /tmp/a.out |
PID6959 12, /var/log/syslog 1% PID6961 12, root L — D
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=3 MGEEBRE
FZ k 0S Ubuntu18.04(Linux4.15)
YELAEY 16GB
K~ vEZY VirtualBox
A+ 08 Ubuntu18.04(Linux4.15)
A CPU 2 7% 2
HLTREY 2GB
Fv b= RANAVY) =T HT Y

F=4 MikL L9 % HiddenWasp

YA X 767.3KB
ELF 64-bit LSB executable,
x86-64 dynamically linked,
47 interpreter /lib64/1d-linux-x86-64.s0.2,

for GNU/Linux 2.6.9,
with debug_info, not stripped
MD5 898c087702899394ebf5bf2d7c94e195

cron %4 7 7 A )V 1% PID6918 12, config.json & PID6880
ko THfEs il tpiifInTtws I tns, ¥R
TLaA—)7 v 7 THIFLZPID &7 7 A VR ADIEH
IZ Analyzer 2> 5atAH I NZDH, Ny FIBKICE -
TRELIIPTZ TS 2 LR TE S, itk Dy,
FELLTRTOY AT L= L7y 7PEHEL TV
EEZ%. Linux 7 A b D Analyzer D 7 7 A WA
Windows 7 A F CHEIN TV ZEY 2 — L EZFHAM L2
DFEEL DT, i1 Z 415 dropped B 7' b Windows 7
A b EFEETH D, Cuckoo Sandbox D Web L —H 4 ¥ ¥
7 = — A DFEHFER R — 5 5 Dropped Files DR 3 [
HRICITZA 2 2 E 2R L 7.

42 RV 7 ZRWIENFIREE

Kz, FEBEOD Linux <)L = 7 % M\ B ERGEE 2 17
9. WY L THIRDEEICHT->TiE, LEA— IR
INTEY, 77ANVEEZIT) AL TW 521
7 = TIREREE L . S0, BEEHCHW2ILY = 7
HiddenWasp T, 7 7 A VOFEMMIEFR 4 17T, BEEICH
W BREIZF 3 D@D TH D, DOWREDERET 59—
FFIEL T ®d, £ v F—F v MCERL R WIRET
BESE 7,
4.2.1 HiddenWasp DEE

HiddenWasp DZEZDWT, LA—F [9] 2 L IZH
B9 %. HiddenWasp 1Z F 24 OKRERI< LY 2 7THD,
Linux & & MMIRN 2 EREBICH-ons, w1y =
TRIRERA 2 Y 7, 2—¥FE—FL—FFv F, b
A ORETHERINS, WIHIEFAZY 7 FTix, V—
FEY MR IS DRELRERGUER 7 7ANE S Y
vu—FL7%h, Vv—FFv DX % LD PRELOAD IZ
BN, ZOMENEICLEABREA R EREST S, i, b
v A DA DT/ ete/rclocal ~NDEMED KL DENE %
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"dropped": [
{"yara":[],"name":"c81db75b0ead9a9a_syslog", "filepath":"/var/log/syslog", "type":"ASCIItext", "crc32

a6£678a8d14b01£762e904aa7£82b887"},

bed02d425707badf08882e14b2904c2"},

be037aeble2f5£57¢c41a75653dcbb87"}
1,

":"6AT748279", "path":"/home/user/.cuckoo/storage/analyses/347/files/c81ldb75b0ead%a%a_syslog", "ssdeep
":null, "size":30157,"pids":[6961], "md5":"267bafd44abcl720cebc64a94£70d49£8"},
{"yara":[],"name":"79a265d02b8b62£9_a.out", "filepath":"/tmp/a.out", "type":"ELF64-bitLSBsharedobject,
x86-64,versionl (SYSV),dynamicallylinked, interpreter/1ib64/1d-1inux-x86-64.s0.2, forGNU/Linux3.2.0,
BuildID[shal]=421d8ca04d22£f7737dd4b8ce59%deee72a54f41db, notstripped”, "urls":[],"crc32":"2BDEE10A", "
path":"/home/user/.cuckoo/storage/analyses/347/files/79a265d02b8b62£f9_a.out", "ssdeep":null, "size
":8400, "pids":[6959], "md5": "ab5acc40d11b5913b789e122e0d45054"},
{"yara":[],"name":"£c7dd29d5648033e_test3.txt","filepath":"/tmpNQhIOz/test3.txt", "type":"ASCIItext,
withnolineterminators","crc32":"6DC1A95A", "path": " /home/user/.cuckoo/storage/analyses/347/files/
fc7dd29d5648033e_test3.txt", "ssdeep":null, "size":13, "pids":[6957], "md5": "

{"yara":[],"name":"6f4bbaecd216f5al_config.json", "filepath":"/tmpNQhIOz/config.json", "type":"
ASCIItext","crc32":"85CD9B66", "path":"/home/user/.cuckoo/storage/analyses/347/files/6
f4b6aec4216f5al_config.json", "ssdeep":null,"size":26, "pids":[6880], "md5":"7

{"yara":[],"name":"d36e931628414b0e_root","filepath":"/var/spool/cron/crontabs/root", "type":"
ASCIItext","crc32":"A4400FFO0", "path":"/home/user/.cuckoo/storage/analyses/347/files/
d36e931628414b0e_root", "ssdeep":null, "size":253, "pids":[6918], "md5":"2

K6 Wi~ 7 DEHHKEH 7 7 A )LD Dropped Files D1 7" ($k)

9.

LN—=1+Fy bIHHEIA 7TV ELTA VA= LI,
W DhDI7A4 77 VEEE 7 v 79 % 2 LT HiddenWasp
ZRBILZZD, <y = 7 WCHEAT 2E 5L S 730
o7 a— ez HT 5. FfiZ, fopen BIfD7 v 7T
I/proc/met/tcp DA — 7V ZEELLL, C2 ¥ — L DEHi%
bl g 2258h% £ 2 Z LRSI N TV 3,

FaAf DORER, C2H—NEBEL, =D Y 7T
MIZIGC TR ZITSH . F72, root THEITIN TV 25H
DR, PIHIEAAZ Y STy vyu—FLr— X%y
b DIRAEEEIAATL T 7 A )Visbin/.ifup-local ZERL L,
BN Y ¥ A DNA F VIS E F B ete/ld.so.preload & >
X5 % [sbin/.ifup-local IZEHET 5,

4.2.2 HiddenWasp OEN{ERERHER

722V = 7 %947 L 72 BRIZ Cuckoo Sandbox 2> 5
AN BHTRER 7 7 4 )L (report.json) D, {RTFALEL
Bl 7 7 A VOEREZRT. LV —F* v PO
74 77V DRADFEIB X Mtz ifup-local 7 7 A L, N4
FTVREEFNLZ TP ERSI NG IA 770 Th
% /1ib/x86_64-linux-gnu/ld-2.27.s0, 6830 & \» 9 SCFFIES
IAF N7 tmp/691d90704... (FhlE) ...aa89292b.0 7 7 A A3

S C& 7., ifup-local D EZHER T % L, /lib/selinux.so
EVII RAPHZIAFN TN, ZD/RRITT 7 A IVITFHE
Lidol, SRIFEFLAEBEEZ N OREDORTH -
Fete®, KRTHIUIPIIEIAR 7 ) 7' Mgk h 2o/ 8R1
selinux.so 7 7 A VPREIN T bDEEZ NS, %
7z, EHEIA4 75 7 7 A )W/ib/x86_64-linux-gnu/ld-2.27.s0
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1%, —H.I3/ib/x86_64-linux-gnu/ld-2.27.so.tmp & L CTEX
AFEFNT-DL, rename ¥ AT L 3 — )L T/lib/x86_64-linux-
gnu/ld-2.27.s0 ICEEHEI SN TV I LRV AT L=
FL—2u 7D 6HER L 72, pids ¥—I21k 2 2D PID 3
EFE N 573, PID680S 13/1ib/x86_64-linux-gnu/ld-2.27.s0.tmp
ICEEIAAZIT, PIDE8ITICL DICL D 7 74 VEADE
HIN/AZ ERRINT 5, ifup-local 7 7 A WIZBIL
THPID W2 OEFENED, Bixb 20070t ADH—
Dlib/selinux.so &\ ) LFFN 2 HERAA T L2 Y
AThLa—)L L —2urPpofER L, DhickD, L
R=—FIREINTVAEFEALDRED 7 7 4L LADEFIA
AT EIENTETCNIEDLL, EoLT =TI
NLCOEDEALZHETEL LWL,

5. BEHE

5.1 Limon Sandbox

Limon Sandbox[10] I%, 2015 4£® BlackHat Europe T
RINt, =7V —AD Linux V7 = 7 O EHfE
Wi A5 5 CTdb %, Limon Sandbox Tl¥, VMWare LD77
AL OSTeNY =7 ZE{ES ¥, strings ¥ yara L — )L,
VirusTotal 12 & % KGN 2179 . BINENTTIE, Sysdig
KB ATLa—)L L —R L&, Volatility IZX % X €Y
§'v 7, tepdump IZ& B %7y P X v SF X EFETT S,
7 7 A4 NVEEICBIL T, Sysdiglick B3 AF L a—L b
L—ZT, 774NN REFEZIABNEDO—TB, HIERI N
27 7ANRNREZRET 5, LrL, HIRPESZIALDT
bt 7 7 ANZDLDEBET ZEERE I 20,
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"dropped": [
{"yara":[],"name":"fc4ab2c819a06£01_.ifup-local", "filepath":"/sbin/.ifup-local", "type":"ASCIItext,

withnolineterminators","crc32":"8CEF59DF", "path":" /home/user/.cuckoo/storage/analyses/345/files/
fc4ab2c819a06£01_.ifup-local", "ssdeep":null, "size":18, "pids":[6795,6830], "md5":"00
fa7a096c00ae633c6e3a9%9a3b302905"},
{"yara":[],"shal":"c611e945a2d346b4c7d73379514b£f80d706591b4", "name": "
fcd421db97eaab6741_691d907043bceab63£f997468lelfeabblbc8c78lalal007c4dc3claflfaa89292b.0",
"filepath":"/tmp/691d907043bcea63£997468lelfeabblbc8c78lala007c4dc3claflfaa89292b.0", "type": "
ASCIItext","crc32":"C462EE51", "path":"/home/user/.cuckoo/storage/analyses/345/files/
fcd421db97eaab6741_691d907043bceab63£f997468lelfeabblbc8c781lalal07c4dc3claflfaa89292b.0", "ssdeep":null
,"size":5,"pids":[6830], "md5":"dc70820624202bf%alc7e56ee30aaff0"},
{"yara":[{"meta":{"description":"ContainsanembeddedPE32file", "author":"nex"}, "name": "embedded_pe", "
offsets":{"b":[[139068,0]]},"strings": ["VGhpcyBwcm9ncmFt"]}], "name":"0ebf64a0d409395a_1d-2.27.s0",
"filepath":"/1ib/x86_64-l1linux—gnu/1d-2.27.s0", "type":"ELF64-bitLSBsharedobject, x86-64,versionl (SYSV
) ,dynamicallylinked,BuildID[shal]=64df1b961228382fe18684249ed800abldceaad4, stripped", "crc32":"368
E2F05", "path":"/home/user/.cuckoo/storage/analyses/345/files/0ebf64a0d409395a_1d-2.27.s0", "ssdeep":

null, "size":170960, "pids":[6808,6817], "md5":"316a33fc8d17del605fb37eda8c40375"}

I

B 7 HiddenWasp DfEHTHESE 7 7 A )L D Dropped Files D1 7" (3 F)

5.2 MR (HaboMalHunter)

HaboMalHunter[11] 1%, H[E Tencent #:ic & - CTHAFEH
5N TWBEA =72 Y —AD Linux <)V = 7 B)fE
By —n<Tb %, /Ny afli, ELF 7 7 A )b, yara )L —)L,
strings 2% ¥ N7z EC & 2 £JEf#bT, ELFIEAD <17 =
7 DENFENTZ YR —F LT3, Virtwalbox 2T Python
A7) 7 Mo strace 7Y v F LIZELF RV = 7 %20
fEx¥, 2ou %1%, strace DFERZ I 5
EIZED 7 7 ANNOEMEZINT 228, 7 74 VDR
1379 2L TER L,

6. BbHIC

ARG TIE, Cuckoo Sandbox D Linux 7 A b2 T 3
7 7 A MMEERERE DB DWW TR 72, Linux <L =
7 DIitfEiTEE 2 ZE L, H— 2 NVEMTY AT La—0
#7907 352, l, 77ANVHIBRICBIZWRD 7 74
VDY F—LERYEOFEIZICK D, FERIIC7 74
VORGEEITH ., eV =7 Z2HH L Z8){EfHEZRET
X, 77 ANVOHFZIAAR, BE), HIFRTXTICEWLTT X
Fr—RA %W T EDTE, Cuckoo A MITH LR
WMIBI N7 7 A V2R CTE /. %72, HiddenWasp %
FALZBERZE T, 27 27k THEHERZ ok
HEIA 77V, EERAENLHE7 7ANVERBTE
7T, EA T OMNTICE T AR R I
WBTET,

L2 L, BED Linux /7 A k I} Cuckoo Sandbox T,
FIFLeN 27 7 akADA%E FL—AT 5L
BoTWwb7d, w727 70 AT 70k A 24K
BIC wait €T T L, F7READMET oL AL RS
T—ABOTFL—APBTELL LS LW EVD 5.
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Z DT OS5 %I, R THEE L 7z SystemTap & Analyzer
OEEHAZICHL, IME7rX 20BHICHIETE 3 X
IWRT B,
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