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Abstract: In this research, we propose a method to detect anomalies on a network by learning feature vectors
extracted from packet headers at every unit time. We reduce cost of feature extraction processing by using
extracted features at every unit time and aim to realize the anomaly detection method applicable to large-
scale networks with large traffic volume. We use LSTM (Long short-term memory) which is an extension of
recurrent neural networks for feature vector learning. In the experiment, the method was applied to MWS
dataset, CICIDS2017 dataset and traffic data of Campus Network of Osaka Prefecture University. We have
detected anomalies such as C&C communications, DDoS attacks, and port scans.
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Table 1 List of Features.
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Fig. 1 Overview of Learning of LSTM.
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Table 2 Explanation of progress.
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Fig. 2 ROC Curve when P is changed (BOS dataset).
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Table 3 Result of detection (BOS dataset).
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Fig. 3 Graph of Anomaly Score (BOS dataset).
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Fig. 4 ROC Curve when P is changed (CICIDS2017 dataset).
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Table 4 Result of Detection (CICIDS2017 dataset).
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Fig. 5 Graph of Anomaly Score (Traffic Data of Osaka Prefec-

ture University).
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