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1 int main() {
2 struct node* pj;
p = (struct nodex*)malloc(...);

p->data = (struct datax*)malloc(...);

// Need p->data to be freed
free(p);
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int wli12xx_chip_wakeup(struct wl1271 *wl)
{

ret = wltel271_setup(wl);

if (ret < 0)

goto out;

ret = wll2xx_fetch_firmware(wl);
if (ret < 0) {

- goto out;
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10+ kfree (wl->fw_status);
1+ kfree(wl->raw_fw_status);
12+ kfree(wl->tx_res_if);

13 }

14 out:

15 return ret;

16}

18 int wl1271_setup(struct wl1271 *wl)

19 {

20 wl->raw_fw_status = kzalloc(...);
21 wl->fw_status = kzalloc(...);
22 wl->tx_res_if = kzalloc(...);
23 if ('wl->tx_res_if)

24 goto err;

25 return O;

26 err:

27 kfree(wl->fw_status);

28 kfree(wl->raw_fw_status);

29 return -ENOMEM;

30 )

000 2 Bug found in Linux Kernel Git Log
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int main() {

1
2 struct nodex* p;

3 p = (struct node*)malloc(...);

4

5 int err = allocate_member (p);

6 if (err < 0) {

7 free(p);

8 }

9 e

10}

11 int allocate_member (struct node* p){
12 struct data* dat;

13 dat = (struct data*)malloc(...);

14 if (!dat)

15 return -ERROR;

16 p->data = dat;

17 return O;

18}
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Algorithm 1: 0000000000

Algorithm 2: 000000000 DOO

Result: Collect Intra-process Information
foreach Function do

FreedStructList «— ¢;

foreach B in BasicBlock do
AllocListp <— ¢;

FreeListp +— ¢;

foreach Pred in PredBlocks(B) do
AllocListp <+— AllocListg U AllocListpyreq

FreeListg «— FreeListg N FreeListp,cq
end
foreach I in Instructions do
if isCalllnst then

if is Alloc Function then
| AllocListp.add(getField(I))

else if is Free Function then

FreeListg.add() if is Struct Free then
| FreedStructList.add(getField(I))

end
else CopyFromCalleeFunction() ;
else if isStorelnst then
if stores allocated field then
AllocListp.add(getField(I));

end

end

end

end

0 8 Alloc Functions

Output: ErrorReturnBlockMapp

foreach Function F do

Map ErrorReturnBlockMapr <— ¢;

Queue PendingErrorCoder <— ¢;

foreach BasicBlock B in F do

if assigns return value R then

if IsErrorValue(R) then
PendingErrorCodep.add(R);

end

end

f returns then

while PendingErrorCoder not empty do
Code +— PendingErrorCode.front();
ErrorReturnBlockMapp[Code] = B;
PendingErrorCoder.pop();

end

end

end

end

kzalloc kmalloc vmalloc

kcalloc vzalloc kzalloc_node

kmalloc_array | kmem_cache_alloc | kmem_cache_alloc_node

0 4 Free Functions

’ kfree ‘ kzfree ‘ viree ‘ kvfree ‘
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int process_system_preds (...)

{
struct event_filter *xfilter = NULL;
filter = kzalloc(sizeof (xfilter), ...);
if (!filter)

goto fail_mem;

process_preds (filter, ...);

© ®w N o o A W N R

// allocs filter->prog

[
(=]

if (!filter_item)

[
=

—
)

goto fail_mem;

-
w

-
'S

return O;

=
o

fail_mem:
kfree(filter);
// leak on filter->prog
return -ENOMEM;
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—
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-
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