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Abstract: Almost everyone has a smartphone and can easily take pictures. Consequently, illegal acts such
as photographing or video-recording copyrighted works and uploading them to the internet are reported as a
growing serious problem in our society. In this paper, we propose a method for detecting illegal photography
under an LED light emitting orthogonal frequency division multiplexing multicarrier signals. Evaluation
experiments using classifiers with 5184 photographed images including JPEG compressed images confirmed

A HERILD

that the proposed method achieved 1.92% false acceptance rates and 0.50% false rejection rates.
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Fig. 1 Line-by-line scan implemented in a rolling shutter

camera.
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Fig. 2 Frequency spectrum distributions of photographed im-
ages under illumination with OFDM signals consisting
of 19th, 38th, 63rd and 91st sine waves with a fun-
damental frequency of 131.07Hz (n set to 0.200). (a)
Without preprocessing, (b) With preprocessing.
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ages taken at different frame periods (n set to 0.200).
(a) 60 fps, (b) 120 fps, (c) 50 fps, (d) 30 fps.
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Fig. 4 Overview of experimental environment.
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Fig. 5 Photographed with n = 0.158. (a) Photographed im-

ages. (b) Frequency spectrum distributions by differen-

tial operation. Photographing under LED and incan-

descent lighting. (c) Theoretical value of each order

spectrum obtained by sinc(wkn) at n = 0.158.

R I AR DIV &, EEJTRBIT CHis S 7z [a) i
GOEEEEBEANRT PVAMiEERTRRLIZT T 7
Tho. A, M6(a)ldvryy ZBEy=02 (X
e T, = 1.522ms) THeE S N7z 2 MO, X6 (b)

632



[EHRNIBFSERIEE Vol.61 No.3 628-637 (Mar. 2020)

—
©
=

Normalized Spectrum
o
o

1.0 1.0
® LED ® LED
A BRT £ A BRUT
0.8 s 08
X E 0.6
3
0.4 2 0.4
]
E
0.2 S 0.2
0.0 > 0.0

20 40 60 80 100 : 20 40 60 80 100
Order of Harmonics

Order of Harmonics

(b)
Ls.li);g(nkn)l n=0.2
0.015
0.010f
0.005 \

6 v v FBEn=0200 COHR. (a) PUFEI{E. (b) MoiE

HIC X B W EA <7 PVopAi. LED BT B X O EITH

T ToOHse. (c) sinc(nkn) THOLNE =02 DEREA
RNV OB

Fig. 6 Photographed with n = 0.2. (a) Photographed images.

(b) Frequency spectrum distributions by differential op-

eration. Photographing under LED and incandescent

lighting. (c) Theoretical value of each order spectrum

obtained by sinc(wkn) at n = 0.2.
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Fig. 7 F-measure, recall and precision of each classifier for 648
RAW images.

LENDZEMATHY, WERI LIZEADI L L TR
25D THL. FREFEIIBVTUL, BEARDZEM K
Bl 2xt L OERO BB EA R MV et REERn
b7, EEEHENOZHITTINSVEERD.

4.3 DEHRICLEEIEHTE
4.3.1 RAW Ef&IX T 58 EMEHIEEER

648 KO RAW Wif§% 7 » 4 A2 3: 1 1I25%IL, mi#E%x
Moo= rF=%, &k T AT —% & L7 Python
DM FE 7 4 77 1) scikit-learn (verion 0.20.3) (2323
ENTWBEYR— X7 hL< T ¥ (support vector ma-
chine: SVM), P-EAR (decision tree classifier: DTC), 7
VF L7+ LA (random forest: RF) B L At 7 —
AT 4 ¥ 7 HJEAR (gradient boosting classifier: GBC) %
AL LTHW ., £0H&EICELT, GLEEDOF
fif (legal-fl-score), I (legal-recall), #MA# (legal-
precision) B & D&% O F 4 (illegal-fl-score), FFHZE
(illegal-recall), &% (illegal-precision) % ZNENE 7
2R, GBCOF M (72.7%) B X UEHE (57.1%) »
DR L AR TRNZ L5, ZORPSGD5. F72,
FAR B L ' FRR 3£ 1L €1 FAR = 1—(legal-precision),
FRR = 1—(illegal-precision) C&lH T & %75, DTC L4t
Z FAR 7.7%LLF, GBC LAHI FRR 3.9% L F CHIETE
LT DDA,
4.3.2 JPEG [EEIRICH T 32 AT RER

SNS ~OFAR L KB MR DO RAFRE AT DI L WG A =
gL, AT JPEG Bf§IZxd 2185 Y A 7 4 OFFl
%47 72. Windows 10 T XnConvert [23] IV}, RAW
% 648 FITH L THZR % 7T OOEHH (1/2, 1/8, 1/12,
1/15, 1/20, 1/30, 1/50) T JPEG JEAR&MEI{%% AR L 72,
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Fig. 8 FAR of each classifier for different compression ratios.
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Fig. 9 FRR of each classifier for different compression ratios.

FEERTIX, RAW Wj{% & JPEG FEAHW{E2 5 % 5 5184 ¥
DEIEIZDNT, FOHE & B EPEHEZ T - 72,
RAW [ D& THE L7 4.3.1 HO KB L,
JPEG EAREIR I 2@ LM g 24T o 724G R 2R T .
DTC & GBC IZH L TlERRLE 7 H S b DD, FAR &
R MBI NS WS LD 8 5405, —
77, FRRIZDOWTIE 4 DO FEEOWT I L T IEHE
EOENT EHREDTEAL T @A D Y, FRR & JEMED
M EWZ L2 9 THERTE 5. X 10 13, OFDM
BEETOERBD AR PV E RAW B{ED AX27 ML
ECIEHMLL TRL TV, BRPOELEMHEITEARY
MVOBENKEL 2->TBY, ZNAFRR OELD—
WEEz oML, —J, EMFE1/2DART FVHEIZIZIZ
WEFR LN WIS b5 FAR 25T A EK I
DWTIE, LD RHESLETH 5.

KIZ, 4.3 1HEFEMICTRTOMWIE 5184 % T~ 7 4
2311 EL, mMEE -V TF—%, EET
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pression ratios.
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Fig. 11 F-measure, recall and precision of each classifier for
5,184 RAW and JPEG compressed images.

ANT =5 & LCRGHBRDFE o7, TnHxHn
TAT - 72 EEHE O R 2 K 11 (R . MG &
R Ty R HCEEICLY, EEEHED
PERENA EASKER T X . 4 DOSHBROTTIE, wWTho
FREETD SVM 2% b RWIEREZ R 2 L A% 5. SVM
CIETHERHAGLESL T LIZLY, FAR 1.92%, FRR
0.50% % ERTE A Z L a il L7z, SVM HMboosr¥ds &
D HEENZMEEEZRTOPIZOWTIE, S HBOMZET
Rtz D7\,

5. B

5.1 REFEORE

RETH:% FAR, FRR ORIE T L, SuHEtk
RERRT L AMETHR L. ORI, LATH
72 [11], [12], [13], [14], [15] DEEVEHIE ORI IEHE T2
A, LhL, IhHDEATeid 1 Mo mig o E
CHEBOWEONERE V5 LENH L. TO—), K
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DI|-EFHIL, 1 MOWEOEREHEICZ D 1 O HI{E
DGO A E D Z L TEHADPTTRETH 5 &\ ) JTH
A5, —fICFAR & FRRIZ ML — R4 7 OBHRIC
HY), FEHLE TIIFIRE OERIZIE U TZOMRE % %
THZ D, T, 1 BOEIEISR$ 5 EEEHED
TRETIEH L DO, OFDM T EZ I, %25
NG, EED A TICE D RE D EEETO JPEG g
ML=V Ty E L CHEMT ALEDSD Y, HEE
REMAEETCOFFAICH 2o T RO L 7 50 Bl
H5.

FEBRTIE, BHEROREHPIRETFEOWRICEEL 5 2
BT ENHERRENTZ. 12 E 2T, B THRIDEO TR
NSV, IR H A T L ORERRIC X ) B R 5
LV, o= 7Yy ¥ OREHIN (K1 OFEE )
IR WZE R R FE ORI e RO G RO A, T
DRI ART MV TE L WITREESH 5. 2
DX BYty, 7o& 2 THegm G OWEARDILOE 7
W5 BEBEO A XY PVl % A 5 EO JEEA
Z2zoNb., EOREOERIGESHONLNIZONT,
SBRABTHLLEND L.

5.2 HWEADOMIG

REFHE, EHREEHT COWERICE TN D HHEK
AT PP LEEEGOELEEHEST S, LoT, H
—OHERETHENBGEG572012E, AEAIATO
VX v YHERMLLEDND D, FOMPAEDOLE, #
WEN Y vy FREREZ DO T A LI L Ak
E{E A BST 2R Em L kb, Theiilhd 5 Fke
LT, 7V—2A0EA (34HZHR) 12X /XF x—%
DEEFR % L ) REEICT 5 DA, 728 213 OFDM #1515
FEMRT A IEREOMETE T VT LITET L, Hopk
DY A LAY 2T EEERGEDRWIA T PVGA L &
ST THET 2 HENEZbND. REEFOEESY
1IVI7BLOY vy v Y BHEDERE AEA X T HHEATIC
P TE L FR2FEETIEL, ZOEBIITRETH L. IE
LWEA IV TTOY Yy YRERHDOLDIIH AT LR
B [ CRERI [ DS B & 7 B, 72 2 ITHEE S I
L% FE:24], [25] HHFHATE 5.

B2 CRL7ZEBY, WBGHOEREAR7 MVl
BRI ANRT VAR TTHIAE v, L oT, 33HT
IR U 2B e % BBEE C & AU, R E SR B A )
7 MVERGWTWS ZE RO EDHEET 2O L 2
5. F70, FHMBERTIZ 4 DOFREIC L ) OFDM %[5
Ba a2 L7275, 728 213 10~100 RO IEFEH 2 F
LY, FOMARIIHAT 00 1000 = 1.268 x 103!
WOHBH., L7zh->T, EOMAETEEHELLTED L
IHW TV E 2 ET A2 L3 ICHEETH 5. &
Biz, @A) ICEEND ™ 28, T — ) TR By 1
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ZHNB,
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Kb, COMBEIIKLTIE, 7L 2ERTA4 A XRE
B2 2 L B S AZRAT 5 [26) SO T E
DD T 5 C B EE LD,

6. IEim

AREETIE, LED BT CoREGEIREH T T %
KLz WETHEL, o= 7 vy sy iR A5
Xy ZHED OFDM % EEF I A2 FiEE 7+ v 5
DIEFEZFFDOZ EZFIH LI A S 5. FEMFEERIC
£, FAR 1.92%, FRR 0.50% % R TE 5 2 & ZAEFE L
72, AR, RETLEOEHBADIIRPLAY—F 7+ 2T
DEFIZOVWTHMH 2 HEDODLTFETH 5.
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