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Proposing a Security System Architecture of Autonomous Ships
Maneuvering System

HIDEHITO KOBAYASHI'™ TOSHIHIRO MATSUI!

Abstract: This This paper proposes a zone-type automated ship maneuvering system architecture for safe operation even if future
automatic ships are exposed to security threats. Since ocean-going vessels are also exposed to cybersecurity threats, they avoid bad
weather, avoid collisions, avoid grounding, perform remote control, and perform higher-level tasks such as efficient global route
planning to the destination. Safety systems such as engine and resource protection, safe berthing, and safe berths need to be strongly
protected. These network many sensors, information systems, and software, but safety systems should be assembled hierarchically,
so these information systems must also be separated and secured by zoning. In this paper, we analyze the functional requirements
and safety requirements of these automatically operated ships and propose a zoning architecture suitable for the realization. By
using the proposed architecture, the effects of GPS jamming and GPS spoofing on the core functions of the ship maneuvering
system can be reduced, and abnormal operations caused by malware infection in the functions of avoiding stormy weather, avoiding
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congested sea areas, evacuating, and keeping hands and swaying can be detected.
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