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Abstract: In password/passcode-based authentication or draw-a-secret authentication, a non-genuine user
can infer password/passcode or secret pattern by shoulder surfing. We propose an authentication method
based on one-time shape-pattern generation aiming at reducing the shoulder surfing problem. In the pro-
posed method, a one-time correct figure and dummy figures are generated based on a predefined shape-pattern
generation rule. The user of the proposed method is authenticated by choosing the correct figure from the
presented group of figures. Since different figures are displayed at different locations each time, it can be
difficult for another person to acquire the shape-pattern generation rule even if conducting shoulder surfing.
With in-depth examination, we defined 12 shape-pattern generation rules categorized into four groups for the
proposed method. We performed evaluation experiments, where one participant knowing the shape-pattern
generation rule did authentication, while the other participant not knowing the rule did shoulder surfing.
The result of the first experiment showed that the proposed method achieved high genuine user pass rate
and high non-genuine user rejection rate, and the result of the second experiment showed that the proposed
method outperformed existing graphical authentication methods in terms of shoulder surfing defense.
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Fig. 1 Shape patterns generated by the basic algorithm.
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Fig. 2 Edge middle point deformation.
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Fig. 3 Shape patterns generated by the generation rules and interpretations of the

generation rules. Each set of shape patterns includes one correct answer and

14 dummy answers. Users do not necessarily need to know the basic generation

algorithm. There are no big differences among the sets of shape patterns.
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£ 1 V-V LORIEBRE (%) - FRAERIE (%) - FHRERER (msec.)
Table 1 Authencication rates (%), correct answer rates (%), and average answer times
(msec.) for each generation rule.
Al AR AR BAR Rw (53] Hu TrE ki 1 2 3 EUIN
FRRERLTDEE (IEHBL) 100.0  88.9 100.0  100.0 94.4  94.4 94.4 98.1 94.4 94.4 72.2 83.3 | 92.8
FRRERCTIEE (FEIEH) 25.9 37.0 22.2 11.1 5.6 16.7 5.6 11.1 7.4 33.3 22.2 22.2 17.1
= (IEHD) 100.0  96.3 100.0  100.0 97.2  98.6 98.6 99.5 98.6 98.6 93.1 94.4 | 98.0
IEZ= (JEIEM) 44.4 50.0 30.6 38.9 21.5  34.7 27.1 21.3 21.8 48.6 41.7 30.6 | 32.6
SRR (IEH) 4,109 5,228 14,995 6,047 2,939 4,172 10,879 6,153 5,079 3,219 8,431 9,677 | 6,535
SEVIRAAER] GEIEM) | 9,729 8,577 10,150 3,605 7,349 8,548 9,904 7,029 10,082 5,975 16,647 9,339 | 8,956
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B ADDRBERIT TN CTICER L 2B I —% T 5.
BMEAORIEIL, vy ¥ a v ORBICERSNE GF)
DADATH . BRLIE [OZFwi-L %, LYOXHICEZFE
L7z ? ] THY, EEzmE k) FEHER THET
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PRGN O & ORERERIIR (%) - &= (%) - FHMERHHE (msec.)

Table 2 Authencication rates (%), correct answer rates (%), and average answer times

(msec.) for each experience condition.

VAT ARKER V=T T KRB V= v T TYREBRFEA | ek
FRAERCIIEE (IEBL) 92.4 93.8 92.4 92.8
FRRERLTIEE (FEIEHRL) 11.8 13.9 25.7 17.1
I (IEH) 97.6 98.4 98.1 98.0
IR (JRIEH) 28.8 25.2 43.9 32.6
SRR (IEH) 6,196 5,629 7,779 6,535
SRR R (FEIERL) 8,206 8,800 9,862 8,956
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Fig. 5 Existing authentication methods: from the left,

passcode-based, draw-a-secret, random art figure, and

face image.
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Table 3 Authencication rates (%), correct answer rates (%), and average authentica-

tion times (msec.) for each authentication method.

REFL 7y 7—MEgR  HHE{E X2 a— FEEE 88 — VRGEE
FRAERIIEE (IEBL) 100.0 100.0 88.9 100.0 100.0
FRRERCTIEE (FEIEHL) 27.8 61.1 50.0 100.0 72.2
B (IEHD) 100.0 100.0 97.2 - -
EEEE (JEIEBD 49.3 81.9 73.6 - -
SEHRREERERT (IEH) 12,783 5,465 6,336 2,002 1,626
SERRRERER (FEIEHR) 15,927 8,337 10,672 1,533 2,087
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