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A Large-scale Analysis of Cloud Service Abuse Attack

Naokl Fukusui'*® DAIKI CHIBA?2 MITSUAKI AKIYAMAZ MASATO UcHIDA!

Abstract: Cloud services are abused as infrastructure for cyber-attacks. In a cloud service, an assigned IP
address for a server is owned by the cloud service provider. When the server is shut down, the assigned
IP address is released and then assigned to another server in the same cloud service. Thus, cyber-attacks
abusing cloud services pose risks of degrading its reputation for the services and being falsely blacklisted for
end-users. In this paper, we conduct a large-scale measurement study of cloud service abuse attacks using
blacklisted IP addresses. Our analysis regarding two cloud services for 43 days using 45 types of blacklists
revealed that about 10k IP addresses continue to be blacklisted daily. Moreover, our study showed some
attack trends using cloud services such as attack types, regions, and anti-abuse actions.
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