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Abstract: Sslstrip attack is a man-in-the-middle attack, whereby an adversary downgrades HTTPS com-
munication to HT'TP and intercepts contents of the communication without both the user and the server
being aware. It has been widely recognized that the sslstrip attack can be prevented by HSTS. However,
only a few servers have deployed HSTS. In this paper, we first conducted an empirical study about threats
by ssltrip attacks through evaluation of percentage of severs with HSTS, targeting the top 500 JP domains.
In addition, we show new sslstrip attacks. Whereas the existing ssltstrip attacks are useful for only 14%
domains, our new attacks are useful for almost 100% domains. Furthermore, we discuss potential threats
and their countermeasures with respect to the sslstrip attacks.
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