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Automated extraction of kill commands for disabling IoT malware

Takesat Misul®  Kazuxi IwamoTo! KAzUKI TAKADA! KATSUNARI YOSHIOKAZ

Abstract: Malware Infection of IoT devices are becoming serious problem. We have proposed a method to
disable IoT malware remotely by sending kill commands from a dummy C&C server. A drawback of the
method is that we need to manually extract the kill commands from malware binaries. In this paper, we
consider automatic extraction of kill commands from Bashlite, one of the IoT malware. First, we identify
Bashlite binaries from our IoT malware dataset by detecting its characteristic C&C communication using
dynamic analysis. Then, we statically extract kill commands from the binaries by focusing on the fact that
kill commands appear near exit function in the binaries. Finally, we evaluate the extraction method and
show its effectiveness by actually sending the commands to the malware executed in sandbox.
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