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Abstract: WPA3, a new wireless LAN security protocol, was announced in 2018. WPA3 incorporates many
safety-related specifications such as the requirement of Protected Management Frames (PMF) to prevent
forging of authentication packets and countermeasures against DoS attacks in authentication procedures.
However, an attack against WPA3 called Dragonblood was proposed in 2019. This is an attack that exploits
the vulnerability of specific protocols of WPA3. Fortunately, there are few products that support WPA3
and there was no significant impact, but there is a high possibility that other attacks will be proposed in
the future, and it is essential to evaluate the safety of WPA3. In this paper, we proposed a DoS attack on
wireless LAN devices using packets used for channel switching. As a result of implementing the attack, it
was confirmed that even clients supporting WPA3 were unable to communicate. Furthermore, we organize
the problems and consider the countermeasures against the attack.
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