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Application of CEM algorithm to malware clustering

TuaN ANH LE Nang!® Jun Ouxkusol:P)

Abstract: Expectation-Maximization (EM) algorithm is one of the famous methods for clustering. It is
possible to use various probabilistic models in the EM algorithm, and a Gaussian mixture model is widely
used. However, some of malware data sets collected in a similar time sometimes show high similarity, and a
naive application of the EM algorithm gives sometimes a low accuracy in clustering. In addition, separate
analysis for each year cannot use the entire data effectively. In order to solve these problems, the conditional
EM (CEM) algorithm has been proposed, in which conditional probabilities are employed. In the present
paper, the EM and CEM algorithms are applied to time-series data set of malware, and comparisons of the
performance are given. The numerical results indicate that the CEM algorithm shows higher classification
performance than the EM algorithm by using adequate feature vectors with high-power of expression.
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