Computer Security Symposium 2019
21 - 24 October 2019

Android [ZH 1T 5 URLNAN—DYIYE L YRERIZER L1
FAZEDODERLIGEL Web YA F~ADEBRDRAFIE

PrE BEORERY YRR Rt Py R

BEE : Android IZ8WT, V& A L7 ML FIHEZERI L7222V Web ¥ & (LR, JEPE Web 31 1)
NFHETLIHENMEE o TWD. FELD Web 414 M2, BEEEREZFRT D Web A bR
T4 T A MRERDD. AEE LT, URLOT T v 7 VA FEAWAHFERHDLHOD, R
HEHE Web A b~DOT7 7B A ZBITHOFEE L. £72, Fox 25584 LR Y TIX, Android % *14:
LT, VEA LT MTELYEME Web %A M ~iFET 5 WEE BRI HHF5EIL7e. £ 2T, Android (2
BWTHEM Web 1 F~DOBBEWMAT L2012, 778205 40— 2% M- URL X—DH) )
BOORERICER LERATERZRET D, IBETIEE, B Web 1 FOEREZFRNCUET D Z &7
<, Android EO7Z oH#77 U @O URL /N—D8) 0 b 0 RO A% VT, @GR CEM: Web 4
FOEBERANTE S, £, 1277V ELTEIATELLD, BALESTHD. AT, RBEF
HEDOFHE L ERFRUICHOWTHS, £z, BEFEORAEE LVEREA— S~y ROl RA®ET 5.

Detection Method of Transition to Unwanted Website
Focusing on URL Bar Switching Interval in Android
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Abstract: An attack that redirects the user to an unwanted website has become a problem in Android.
These websites include the website displaying fake virus alert and phishing sites. As a countermeasure, al-
though there is a countermeasure using URL black lists, it is difficult to detect the access to malicious website
efficiently. In addition, as far as we have investigated, there is no method to detect the attack in Android.
In this paper, we propose a method to detect transitions to unwanted websites focusing on the switching
interval of the URL bar by AccessibilityService. The proposed method can detect with high accuracy without
collecting information in advance, and can be easily introduced as an app. In this paper, we describe its
design and implementation, and the evaluation results of the detection accuracy and performance overhead.
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