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Abstract: When a website authenticates the users, it is applied to so-called social login in EC site. The
social login is known to use a social media account, such as Facebook, Google, and Twitter. In the case, a
website is applied to the use of OAuth and OpenIDConnect. However, the implementation of the website
may be caused privacy concerns or be vulnerable to attacks. In this paper, by crawling the login pages of 500
Japanese EC sites and tracing the authentication flows, we investigated the implementation status of social
login and their security against CSRF. As a result, we observed 28 websites that acquired users’ permissions
from SNS more than necessary, and some sites were vulnerable due to improper implementation.
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