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Analyzing the Design of User Authentication Pages of Financial
Websites: Design Metrics and User Perception

YUNAO ZHOUL®  TAKAHITO SAKAMOTO? Ryo IiMAL2  YUJi SAKURATY TATSUYA MORI!2

Abstract: Websites and browsers have developed various countermeasures against phishing scams. For ex-
ample, websites that manage valuable information assets of users adopt a design to let users be aware of the
risk of phishing scams using banners and cautionary statements as a warning against phishing. However,
there has been no general guidance to achieve such a design. Also, it is unclear whether the design currently
in use is effective. As the first step toward the address the problem shown above, this study addresses the
following Research Question (RQ) through the analysis of financial websites and user survey. RQ1: What
is the design of the authentication screen for financial websites? RQ2: What is the user perception of these
designs? In this study, we adopt “blank rate,” “number of characters,” and “information entropy of color”
as the “Design Metrics,” which characterizes the design of authentication page of the website. Besides, we
perform an online survey to assess the user perception on the login screens collected from the online banking
sites. Our analyses revealed that the user tended to feel that a login screen was simple or easy to use when
the number of characters is few. The result implies that presenting a large number of letters for the security
warning is not effective in attracting users’ attention.
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Fig. 1 Sample of login page that attached warnings
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Table 1 Patterns of detecting login page.

XPath
s1 | //input[@type=“password”]

xR 2 PRI VIHEDXTFHNR—Y
Table 2 Patterns of detecting next link.

XPath

lh //alcontains(text(),“H 7’4 >7)]

l> | //span[contains(text(),“H 2’4 >”)]/parent::a
l3 //img[contains(@alt,“H1 2’ >”)] /parent::a
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1: page < “https://top.example.com/”

2: loginPatterns < [s1) > # 1 &M
3: linkPatterns « [l1,12, 3] > %2 2
4: procedure EXTRACTLOGINPAGE(page)

5: html < request.get(page)

6: if loginPatterns € html then

7: screenshot(page) >AZY—vvay bR
8: else

9: links < getLinks(html, linkPatterns)

10: for all link € links do

11: page + link >HLWR—URIEE
12: return EXTRACTLOGINPAGE(page)

LT LIHI L. &RV 7Y 1 bofiziia—
PR T v EREE T2 &S BEREEESEELR VS
DH% <, Y1 MEE DB ADRWEREEEE OB L 72 >
7. 7z, VA Mk o TUHMEANRNF, EARITD X 51T
@ﬁ®mﬁﬁE%%Oﬁ4b%m<oﬁ%uéMt

REALHEE OO 2175 12HT- b, HBUNEL 72 226 D
RREME O WD S5 5, BEPIERMEHDO R 7Y — v
vay bEFETHAL, 20 EREL 2. KX
206 M D 7 2 REEEE T 1 > & F D ER O UNEIZ R LD
L7-.

2.3 THAUARNY IR

ra—1) k> THEUNE L 72 206 O FREEE 12 5
U, L VANV I ZADBE» S0 %4TS . Ak U7z

21T, RFETHRALEZTY A VA M) 2 A, SCFH,
EHE, PIUOAOKEHKITY haY—D32TH5. BT
WZENFNOFHMERT.
2.3.1 XFH

1 BHOTFFA VA M) ZARXFHTH B, XFIF
VT R=VIZBWTAHARBERZTH D, BHEHIZBITS
XFDEDS XIFHRERBRANIRNEET LI EZ SN
5. HlzE, PR ICIEE 122 MO X FEBFEAET L,
I FERITREGFRERE I EEZ NS, T
i EOXFROEFITHHTIR ARV, RER sk
Uz 7Y A b, B HTML f1 o552 M EELE

— 742 —



FECHRAERELTVEVSEIZECSES FECHRERELTVWEVSETFRTES

ut BEIFRFIBS [CHIREEE, FiRTB5
L1 D ()
E— —
(@53 §: F @R
S FE—
ores ]
- A

(a) 7L —R 47— Vst (b)2fEfbiEf& (L & L\ E=220)

Fig. 2 Sample of grayscale and binary images
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Fig. 3 Cumulative relative frequency distributions of design metrics
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Table 3 Demographic data of participants (N = 585).
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Fig. 4 Correlation between simplicity and usability.

600 &Mz AREL Lz, v —X0kE L, Th%
NO7 Vr—MIRHTEA—-SMEOEREREZLILT 5
ZENHEL W, DD, BLAET U —ADa-Y%%
AL, BEEMEEZRRL 585 ZDEEZ DHIZFIHL 7.
AREBRTIZ, 1 77 —MIDOE 108 HOWENZE X - T
W5,

SIME BB HDTET T T4 v 7T —RX%ERIIZRT.
SN# BRI 328 X 257 T, BUEBMHEDIRPL W EER
otz BEEIZEAL IS ADEL L, 570 4H08320NL,
BoD 15 ZIEEETH-T-. F-BMEDOS B, 4L
EHESEEa VY a—RZFHLTWS] EEFZZAE
500 ABAETH o7=. BIZAVIA VNV FUITDTHY
v NEFEOBINED 451 ZTKRYE D, @RV = 7Y
A b DFRIFEE 2RI L 72 Z 223D BB INE A%\ & HE
TE5.

3.3 1—YRI¥T1DER

206 DFRFEMEE XU T, 1 MM D & 5ok 30 44 D EER
BMEITE T, 585 D7 v r— MEERZNELZ. 1
WEIZDE TV 7IE ] BXY MEWRT X D5 B
Vwh— MREOHEEVPRKI0GFETIH, EELEEL
WAL R RN E & U CINTE 5. AHTIE, TV
VINE] BEU WP ) 2RIBRES LTHERY, 1
W ZNTNOEEEEEAR L, ZTOVYEE2 237

— 744 —



(a) Ty 7] 2a7H&REEVREEET(1.567)

(b) T FIE] 2a7HREEVREETE(5. 000)

5 [¥v7nx) offR
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Table 4 Correlation coefficients of design and user perception.
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